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BCTYII

Anppin BITPEHKO,

T'onoBa [JeHmpy ny6ai4HOI dunjoMamii,
Biye-MmiHIcMp KyAbMypUu YKpaiHu

3 numaHb eBponeticekol iHmezpauii (2014-2016)

LLInpoke NoLIMPEHHA HOBOIO TUNY KOHMAIKTIB — Tak 3BaHUX ribpua-
HWX BilH, LLIO MOEAHYIOTb IHCTPYMEHTN EKOHOMIYHOrO Ta NOJIITUYHOIO
TUCKY, KOpynuii, nponaraHam i MacwtabHux iHpopmMauinH1X KaMmnaHii,
KibepaTak — cTano xapakTepHoto ocobnusicTio XXI cTonitta. IHpop-
MaLuiiHUIA KOMMOHEHT ri6puAHMX BillH aKkTUBHO BUMKOPUCTOBYETLCA
Pocieto B ii 60poTb6i MPOTH EeMOKPaATUYHOIO CBITY Ta MOro LIiIHHOCTEN.
KpaiHu, Wwo mexytoTb 3 Pociicbkoto Pepepadieto, ocobnmBo YkpaiHa
Ta KpaiHu banTii, 3HaxoasaTbCA Nig NOCTIMHMMYK aTakamu 3 60Ky Pocil
B iHdopMmaLiiHin cdepi. B YkpaiHi npobnema 3axucTy iHhopmaLiitHoro
npocTopy Habyna e 6iNbLOoT aKTya/IbHOCTI NiCNsi HE3aKOHHOI aHeKcCil
KpvMcbKoro niBocTpoBa Ta 3 NOYaTKOM BiHW Ha CXOAi YKpaiHW y KBITHi
2014 poky. CTBopeHHs MiHicTepcTBa iHpopMaLinHOT noniTuku YkpaiHu
y 2015 poui Ta BXUTTA Ha fiep)KaBHOMY PiBHI HU3KWN 3aX0fiB 3 METOKO
NPOTUAIT POCINCbKIN iIHPOPMaLiViHI arpecii cTano OgHMMM 3 BaXK/TMBUX
KPOKIB, ane Uboro HefoCTaTHLO — YKpaiHLi BCe L 3anuLIatTbCA
BpasnMBMMM [0 NPOKPEMIBCbKUX HapaTUBIB Ta QelkKiB.

Tox, BKpaW Heo6XigHO MoCuoBaTK CniBNpaLto ypsizoBMX CTPYKTYP,
rPOMaCbKOro CEKTOPY Ta XypHanicTiB 3 TUM, o6 po3nidHaBaTH i Npo-
TMAIATK AesiHpopmalii, a TakoX 3apyyaTuca NigTPUMKO 3axigHUX
napTHepiB B NPOEKTax, OPiEHTOBaHMX Ha 60pOoTbOY 3 MponaraHAoH.
OfHieto 3 Takux iHiLiaTUB CTaB, 30KpeMa, NPOeKT LleHTpy ny6nivyHoI
avnnomarii «I[HbopMaLiiHi BiHM NpoTK YKpaiHuM Ta iHWKnX eBponen-



CbKUX KpaiH: AocBif JInTBM y npoTuail nponaraHgi», peanisoBaHnn
y 2020 poui 3a ¢piHaHCOBOI NiATPUMKM MNporpammn po3BUTKY Ta Npo-
cyBaHHSA aemMokpaTii MiHicTepcTBa 3akopoHHUX cripaB JIMTOBCbKOI
Pecny6nikn. B paMkax NpoekTy Bifbynoca 5 perioHanbHMXx ceMiHapis-
TpeHiHriB «[e3iHpopMaList AK iIHCTPYMEHT ribpnaHoI BiiHW: ocobnu-
BOCTi NOLIMPEHHSA Ta MOXJIMBOCTI NPOTUAI» y MM. CEBEPOAOHELbK,
Mapiynonb, XepcoH, Ogeca Ta MukonaiB 3a y4acTi npefCTaBHUKIB
opraHiB MicueBoOil Bnagu, XXypHanicTiB Ta rpoMafCbKUX aKTUBICTIB,
NnpoBefEeHO ONMUTYBaHHSA YYaCHUKIB 3ax0fiB LUISAXOM aHKeTyBaHHSA
LL0Z10 KOPUCTYBaHHS 3acob6aMu MacoBoi iHpopMaLii, npoTugii pocii-
CbKil NponaraHgi Ta MefiarpaMoOTHOCTI HaCeNeHHs.

Big LleHTpy ny6niyHoOT annnomarii Wmpo AAKYEMO YKpaiHCbKUM
Ta NUTOBCbKUM eKcnepTam, AKi y HernpocTui yac naHgemii COVID-19
3HaWLWKN Yac i MOXXIMBOCTI AONYyYUTUCA A0 NPOEKTY Ta NoJinnuTuncs
JocBigoM y 60poTbbi 3 gesiHpopmauieto, [lep>kaBHOMY KOMITeTy Te-
nebayeHHs i pagioMoBneHHs YKpaiHu 3a CNpUSHHA B peanisauii uier
iHiuiaTMBK, JlyraHCbKi 06nacHin gep)xaBHi agMiHicTpauii, LleHTpy
Banto-HopHoMopcbkux gocnigxeHb MapiynonibCbKoro gep>xaBHo-
ro yHiBepcuTeTy, XepCOHCbKi Ta MnkonaiBCbKil MiCbKUM pazam,
Opecbkin obnacHin pagi, «KynbTypHoMy LeHTpy YKpaiHa — JlutBa»,
OcgiTHi nnaTtdopmi LIEMTA 3a napTHepCTBO B NPOBEAEHHi 3axoiB
Ha Micusax. OkpeMy NogsaKy BUCNOBAOEMO MiHiCTePCTBY 3aKOPAOHHNX
cnpae JlntoBcbkoi Pecny6iku Ta MoconbeTBy JIntoBcbkoi Pecny6niku
B YKpaiHi 3a NiATPUMKY Y 3[iNCHEHHI NPOEKTY.

[JaHa ekcriepTHa ny6nikauisi, Lo BUAAETHCA Y paMKax 3a3HayvyeHol
iHiLiaTMBK, MICTUTb pe3ynbTaTh ONUTYBAHHA YYaCHUKIB NPOEKTY Y 5-Tu
MicTax Ha cxogi Ta niBgHi YkpaiHu, ae BnaMB pocCincbKol nponaraHgm
BiluYBaETbCS HaNbINbLUe, @ TaKOX AOMOBIAI eKCnepTiB, 3ay4eHnx
[0 peanizauii NpoeKTy, Woao NnpobnemMm pocincbkoi iHhopMauiiHoT
arpecii npoTu YKpaiHu Ta iHWKnX eBpOnencbkux Kpain, aocsigy JIntos-
cbKol Pecny6niku y npoTuaii nponaraHi Ta NoCUNeHHi HesaneXHux
3aco6iB MacoBoi iHhopMalLii.



INTRODUCTION

Andrii VITRENKO,

Chair of the Center for Public Diplomacy,
Vice Minister of Culture of Ukraine

for European Integration (2014-2016)

Broad use of a new type of conflicts — the so called “hybrid wars” com-
bining a wide range of instruments such as means of economic and

political pressure, corruption, propaganda and large-scale information

campaigns, cyber attacks — has become a special feature of the 21¢

century. The information component of hybrid wars is actively used by
Russia in its struggle against the democratic world and its values. The

neighboring countries, in particular Ukraine and the Baltic States, are

constantly attacked in the information sphere by Russia. In Ukraine the

problem of protection of its information space has become more serious

after the illegal annexation of the Crimean peninsula and the beginning

of the war in the East of Ukraine in April 2014. Establishment of the

Ministry of Information Policy of Ukraine in 2015 and implementation

of a set of measures at the country level to counteract Russian informa-
tional aggression became one of important steps but these efforts are
far from being sufficient — Ukrainians are still vulnerable to Kremlin-led

narratives and fakes.

Thus, it's highly important to increase cooperation among govern-
ment institutions, public sector and journalists to recognize and resist
disinformation as well as to ensure the support of Western partners in
projects aimed at combating propaganda. In particular, one of such ini-
tiatives was the project of the Center for Public Diplomacy “Information
wars against Ukraine and other European countries: Lithuania’s experi-



ence in tackling propaganda» implemented in 2020 and funded under
the Development Cooperation and Democracy Promotion Programme
of the Ministry of Foreign Affairs of the Republic of Lithuania. In the
frames of the project 5 regional training seminars “Disinformation as
an instrument of hybrid warfare: aspects of its spread and possibilities
to counter propaganda” in Severodonetsk, Mariupol, Kherson, Odesa
and Mykolayiv were held with the participation of representatives of
local authorities, public sector and mass media, as well as a survey
was conducted among the event participants through questionnaires
on the use of mass media, tackling Russian propaganda and media
literacy of the population.

On behalf of the Center for Public Diplomacy we'd like to express our
sincere thanks to the Ukrainian and Lithuanian experts who at difficult
times of the COVID-19 pandemic found time and possibilities to join
the project and share experience in tackling disinformation; to the State
Committee for Television and Radio Broadcasting of Ukraine for contri-
bution to the implementation of this initiative; to the Luhansk Regional
State Administration; to the Center for Baltic-Black Sea Studies of the
Mariupol State University; to the Kherson and Mykolayiv City Councils; to
the Odesa Regional Council; to the “Cultural Centre Ukraine-Lithuania”;
to the Educational Platform CEGLA for partnership in carrying out the
local events. Our special thanks to the Ministry of Foreign Affairs of the
Republic of Lithuania and to the Embassy of the Republic of Lithuania
to Ukraine for their support in the project implementation.

This expert publication produced in the frames of the mentioned
initiative contains the results of survey conducted among the project
participants in 5 cities in the East and South of Ukraine where the
impact of Russian propaganda is felt the most, as well as the reports
of experts involved in the project concerning the problem of Russian
informational aggression against Ukraine and other European countries
and the experience of the Republic of Lithuania in tackling propaganda
and strengthening independent media.



PO3AIN 1

OE3IHOOPMAILIIA

AK IIOTYXHA 3BP0O4
rIBPUOHOI BIMHU:
MOXJIMBOCTI IIPOTU 1L
Ha JIOKAJIbHOMY

Ta Aep>XaBHOMY PIBHAX

PART 1

DISINFORMATION AS

A POWERFUL WEAPON

OF HYBRID WARFARE:
possibilities for counteraction
at the local and state levels






IHOOPMALIIMHA

BE3IEKA YKPAIHU:
BIJOCKOHAJIEHHSI KOMYHIKAI[IMHUX
MOXKJIMBOCTEH y peanisaliil
Aep>XaBHOI IOITUKHA

Onexcanzp MAKOBPIH,

Ha4a/npHUK 20710BHO20 yNpPaBAIHHA

MIDIHAPOOHO! IHPOopMAaUuiliHOI noAIMuUKU,

Media ma KOMyHIKayil J[Jupekmopamy iHpopMayiuHol
no/IMuKu ma IHpopMayilHoi 6e3nexu

MixicmepcmBo Ky/1bmypu ma IHQopMaulluHOl
noaimku Ykpaisu

CratTeto 17 KoHCTUTYUIT YKpaiHX BU3HAYEHO, L0 OAHUM i3 npiopute-
TiB 3aXMCTYy CyBepeHITeTy | TepuTOopianbHOI LiNiCHOCTI HaLLOT KpalHu
€ 3a6e3neyeHHs iHpopMaLinHoT 6e3neku. | Le € HanBaXkJINBILLOK
dyHKLUiEI Aep)xaBu Ta CNPaBoO BCbOro YKpaiHCbKOro Hapogy.

Omxe iHdopMmauiitHa 6e3neka, eheKkTMBHA NPOTUAIA iHbopMaLitHUM
3arposaMm € He TifIbKM NUTaHHAM AiSNbHOCTI opraHiB Bnagw, Lue nu-
TaHHA 06’'e4HaHHA 3ycunb ycix cep i HaNpPSMIB: K AepXXaBu, Tak
i rpOMafACbKNUx 06’'eHaHb, HAyKOBUX YCTaHOB, MeAia Towo. ToMy came
06’'elHaHHSA 3yCWNb € FOSIOBHOKO 3aNOPyKOHo YCnixy Y Biacivi iHbopma-
LiHiN arpecii, Aka 34iNCHIOTbCA NPOTU YKPaiHu.

Ha cborogHi npoTu YKkpaiHu BUKOPUCTOBYOTLCA TEXHONOTIT riépna-
HOI BiliHM, L0 NepeTBOPWIIO iHPopMaL,iiHy cdepy Ha KJTHOYOBY apeHy
NMPOTUCTOSIHHSA.
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JocBin Akuin BXxxe MaeMo, Nokasye, Lo iHhopmMaLlis BUKOPUCTOBY-
€TbCA AK TEXHONOriA BeleHHS BiHU.

dakTnyHo iHdopMaLia € HanBaXXNMBILUMM KOMMOHEHTOM arpeci.
Anpo6yoTbCs HaNHOBILWI TEXHOOTIT BNANBY Ha CBiZLOMICTb rpOMagsiH,
CNpsiIMOBaHi NpoTu YKpaiHu.

MOHITOPUHI MegianpoCcTopy CBIAYNTb NPO Te, LLLO BUKOPUCTOBY-
FOTbCSA YCi AOCTYMHI pecypcu Ansa [OCATHEHHS CBOET METU — 3HULLEHHSA
YKpaiHu siK gepxxaBu.

3okpeMma Pocieto BUKOPUCTOBYHOTLCA SIK BNIACHI MOXJTUBOCTI Y BU-
rnsAgi TenekaHanie, Takmx Sk Russia Today, Pocis-24, Pocis-1, Mepwwui
TenekaHarn, Tak 3anyvyatoTbcsi Mac-Mefia 6araTbox iHWKX KpaiH. [ie
rOSIOBHUIM NPUHLMN KONU AEMOKPATUYHi MeXxaHisMN BUKOPUCTOBY-
FOTbCSA MPOTU AEMOKPATIl.

Oco6n11BoO BOpOXXi HapaTMBKM Ta Ae3iHdopmalis MatoTb BUCOKY
eeKTMBHICTb 3aBASAKN NOCTINHI NOBTOPHOBAHOCTI Ta MyNbTUNiKauii
B 3MI Ta couianbHUX Mepexax.

Came coujianbHi Mepexu ganu AocTyn Jo 0cobucToi Ta Kosek-
TUBHOI NigCBIAOMOCTI. MaHinyntoBaHHS, He B 3aN1eXHOCTI BiJ TOro
Jle 3HaxoAATbCA CepBEpPU, BiAKPMBaAOTb AyXe 6araTto MOXIMBOCTEN
AN «npaBWIbHOro» BUGOPY AN, AKi HEOOXiAHI arpecopy.

BoaHouyac BaXx/inBoO poO3yMiTH, WO Y CBIiTi HEMae eauHOI BigNoBiAi
sIK 6opoTurCcs 3 AesiHpopmauieto, | TaKoXX OAHO3HAYHO HE MOXX/IMBO
6opoTucs 3 gesiHbopMaLieto a3epKasibHUMN METOAAMMN.

[HoZi 3a60POHM Ta O6GMEXXEHHA MOXYTb BYTU AOCUTb ePEKTUBHUMM
y AesAKUX BUNagKax, NpoTe BOHM 3aBXXAWN TAMHYTb 3a COH60H0 PU3MKMU
MOPYLLEHHS OAHIET i3 OCHOBOMOMOXHUX CBO6OA — CBOGOAM CllOBa.
Lep>xaBHUI KOHTPOJSIb TAaKOX He € YHiBepcanbHUM PillleHHAM ANS
60poTbOU 3 AesiHhopMaLlieto, a HesanexHicTb 3MI — Lie 060B'A3KOBUMI
KpUTepin Ana po3BUTKY AEMOKPaTUUYHOro CycninbCcTaa.

Ha cborogHi eAMHNM JOKYMEHTOM CTpaTeriyHoro piBHS, AKMIN KOH-
conifye gepXxaBy y 34iCHeHHI 3axopiB Woao npotugii iHbopmMauinHum
3arposam € [JoKTpuHa iHopMaLinHoi 6e3nekn YKpaiHu, LWo 3aTBep-
DxeHa MpesngeHToM YkpaiHn y 2017 poui. lonosHa MeTa [JLOKTPUHM
nossirae y BUpobyeHHi eANHOI AiepXXaBHOI NONITUKM LLOAO 3aXUCTY
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iHdbopMauiiHoro npocTopy B yMoBax ribpugHoi arpecii. Bnepie B [Jok-
TPUHi O6I'PYHTOBYIOTLCS TaKi MOHATTS, IK «CTpaTerivyHi KOMyHiKaLii»,
«yYPANOBI KOMYHiKaLlii», <kKpU30Bi KOMYHiKaLlil», «CTpaTeriyHnin HapaTuBy,
a TaKOX BM3HAYalOTbCA HauioHasbHi iHTepecu B iHpopMaLinHini chepi,
aKTyasibHi 3arposun Ta MexaHi3mu ix nogonaHHsA. BUkoHaHHA [JOKTpUHK
noB’'A3aHe 3 6araTbmMa HanpssMKamu iHhopMaLiiHOro NpocTopy.

BopgHouac lNpesungeHToM YkpaiHu 14 BepecHs 2020 poky 3aTBep-
IkeHo Ctparterito HaLioHanbHOT 6e3nekun YKpaiHu, Ae YNTKO BUBHAYEHO
npo6sieMHi acnekTn 3abesneyeHHs iHhopmMaLiiHoi 6e3neku, a caMe:
«leCTPYKTMBHa rnponaraHfa sik 330BHi, Tak i BcepeanHi YkpaiHu, Bu-
KOPUCTOBYOUM CYCisibHI NPOTUPIYYA, pO3nantoe BOPOXKHeEYY, Npo-
BOKYe KOHMNIKTK, NigpnBae cycnifibHy eQHicTb. BiagcyTHicTb LinicHOT
iHpopMaUiiHOT MoNiTUKK AepXaBu, CNabKicTb CUCTEMU CTpaTeriyHmx
KOMYHiKaLin yCKNagHooTb HeNTpanisauito Liel 3arposun».

Pasom 3 uMM, 3a3Ha4YeHN [OKYMEHT nepefdavyae oOHOBUTU Nif-
XO4M A0 BUPIiLLEHHS BigMoOBigHOT Npo61eMaThKU LWISXOM CTBOPEHHS
HOBOro AokyMeHTy: CTpaTerii iHpopmaLinHoi 6e3nekn YkpaiHu.

ManbyTHa cTpaTerisa Mae BpaxyBaTu AoCBif, peanidauii JOKTpUHM
iHbopMaUiiHol 6e3neku, 30KpeMa MatoTb ByTU BU3HAYEHO LLASAXM MNO-
JanblUnX [in K opraHiB iep)xaBHOI Bfliagm Tak i KpaiHu B LifIOMY.

[ns ycniwHoi peanisadii 3axopfis iHPpopmMaLiiHOT 6e3nekn HeobXia-
HO 3a6e3MneYnTn Ha BUCOKOMY PiBHi 3[iICHEHHSI MOHITOPUHTY iHOp-
MaUinHOro NnpocTopy KpaiHu, 3okpema 3MI Ta IHTepHeTy 3 MeTOHO BU-
ABNEHHS iHPopMaLlil, ToWNPeHHs AKOT 3a6OpoHeHO B YKpaiHi, 30KpemMa
Mae 6yTn CTBOpeHa CUCTEMA OLIHKM Ta MOHITOPUHrY iHdopMaLiiHMX
3arpos Ta onepaTuUBHOroO pearyBaHHs Ha HUX. AHanis BignoBigHol
iHpopMaLii facTb MOXMBICTb YHIBEpcanisaLil iCHytoUnx MexaHismiB
60pOTb6U NPOTH POCINCbKUX (PENKiB, a TAKOX OKPECNTb BiAMNOBIAHI
OCHOBHi HanNpAMM Ta MexaHi3Mu iX MOLLUMPEHHS.

BaxxnmBuM eneMeHTOM 3abe3neyeHHst iHpopmaLinHoi 6e3neku €
PO3BUTOK YpSAAOBUX KOMYHiKaLii, fe rofloBHa MeTa Monsrae y Bnposa-
ZDKEHHi BnacHOro HapaTtuey Ta No6yaoBi eheKTUBHOI CUCTEMU JepiKaB-
HUX CTpaTeriyHNX KOMYHikaLiin. Haxkanb Ha CbOrogHiLHIN AeHb iCHYE
Besivka npobsieMa po3BUTKY CIPOMOXKHOCTEN KOMYHiKaLih opraHis
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Jep)xaBHOI BNnagu Ha piBHi HOPpMaTUBHO-MPABOBOrO PeryntoBaHHS,
a TaKoX NpaKTUYHOI peanisaLii Ha HaLioOHaNbHOMY Ta perioHasibHOMY
piBHSAX.

BigcyTHicTb 3aranbHofepXaBHUX MexaHi3MiB siKi 6 pernameHTy-
Ba/in NpoBefeHHs Aep>KaBHUX KOMYHiKaLil Npu3BoAUTb A0 HeHanex-
HOro piBHA NOIHPOPMOBAHOCTI CyCNiIbCTBA NPO AisSIbHICTb OpraHie
Aep>XaBHOI BNagu Ta B3arasi peanisauii Aep>XaBHOI MONITUKMW.

MpaKTUYHUM Ta BaXXIMBUM €/1EMEHTOM € CTBOPEHHSA PO3BUTKY
CNPOMOXHOCTEN i3 KPpU3OBUX KOMYHiKaLin B opraHax gepxaBHol
Bnagm.

Ha cborofHillHin AeHb KOMYHiKyBaHHS 3 HacesleHHsIM B YMOBax
KpW3W 34iNCHIOETbCS 34e6iNbLIOro 6e3CMCTEMHO, 'PYHTYHOUNUCH Ha BHY-
TPILLHIX NpoueAypax Ta pernamMeHTax opraHiB Bnagu ta 3a BifiCyTHOCTi
YHichbikoBaHMX MexaHi3MiB Ta CTaH4apTIB.

Maixe BifCyTHE HOpMaTUBHO-MPaBOBE PeryntoBaHHA LbOro npotie-
CY, HeMae YiTKMX NpaBun Ta iIHCTPYKLI, IK caMe MatoTb 3[iNCHIOBaTUCS
KpU30Bi KOMYHiKaLljii, YacoBi NPOMIDKKU KOMYHiKaLliA, 0cO6/1MBOCTi B3a-
emogii i3 LinboBMMK ayanTopiMK, cneumdiky BUKOPUCTaHHSA PiSHNUX
KaHasiB NolnpeHHs iHhopMaLii Towo.

OKkpeMo nocTae npobaemMa HepernaMeHTOBaHOCTI MiXBigoMuol
B3aeMOJil B YMOBax 3[iNCHEHHS KPU30BUX KOMYHiKaLi#, Lo Npu3Bo-
AWTb [0 Ay6ntoBaHHA MOBHOBAXeHb i3 iHPOpMyBaHHSA CycninbCTBa,
BifICYTHOCTi €4MHOro LLeHTPY NOLIMPeEHHS iHhopMaUil, i, AK HacnifoK,
HeJOCTaTHOCTI BiAOMOCTEN Mpo KPpM30BY MOAi0 B CYCNiNbCTBI, NOLWK-
PeHHS YyTOK, heiKiB, BUCTYNMN HEKOMMNETEHTHUX CMiKepiB TOLLO.

B ymoBax BiicyTHOCTi HeO6XifHOI pernameHTaLi, KPU30Bi KOMYHi-
KaLil 34iNCHIOTbCA CUTYaTUBHO, BiANOBIAHI piLleHHS NPUAMAaOTbCS
CMOHTaHHO, 6€3 BCTAHOBIEHOrO HOPMAaTUBHO-MPaABOBOIO YK xo4a 6
pekoMeHgauUinHoro NiarpyHTS.

Yce ue Nnpu3BoanTb A0 BPa3IMBOCTI CUCTEMM HaLliOHaNbHOI CTil-
KOCTi Ta CTBOPIOE pAf MOTEHUIMHUX PUBUKIB ANS1 HACENEHHS, a TOMY
notpebye HeBiaKNagHoro peopMyBaHHsA Ta MOCUIIEHHS CPOMOXHOC-
Tew K Ha piBHi YCiEl CUCTEMM AiepXKaBHOIO YNpaBiHHA, Tak i B MeXax
OKpeMUX fep>KaBHUX IHCTUTYLIN.
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B ymoBax npotuaii ribpuaHoi arpecii Bax/imBuM € NigBuULLEHHS
MegiarpaMOTHICTi rpoMagsH YKpaiHu.

B 6inbLiocTi BUNaaKiB nepeciyHi rpoMafisiHu He MaroThb BinoBigHNX
HaBu4yoK. OTXXe BAOCKOHaNEeHHN 30aTHOCTI rpoMagsaH caMOCTINHO
BUSIBNATY eVKK, onupaTncsa MaHinynsuisam, 6yTm rotoBUMmM A0 3MiH
iHopMaUiHOro cepeioBHLLa, PO3BMBATU BlACHE KPUTUYHE CNIPUAHSAT-
T iHDopMauii Mae 6yTU ogHMM i3 NpiopuTeTIB peanisauii gep>xaBHoil
iHbopMaLiiHOT MoNITUKW.

Hanpamok MefiarpaMOTHOCTI, iIK HaBaXX/IMBILLNI enieMeHT Mefi-
aoCBITY, peanisoByBaBCs Ha AOCUTb BY3bKY ayAUTOPItO, MepeBaXHO
MeLLKaHLiB BEIMKUX MICT, XXYpHanicTiB, iHKONKn BuuTenis. Haxkanb
NUTaHHA MefiarpaMOTHOCTI 3a3BUYail He BUXOAATb Aasi ¢haxoBoro
cepefoBuLLa.

[MpakTUYHO Malxe He peani3oByBasCb MPOEKTU 3arasibHOHa-
LioHasbHOro NiaBULLLEHHSA HABUYOK FPOMaZsaH 3 MegiarpaMOTHOCTI.
MepeciyHuii cnoxumeay iHGopmaLii He NoiHhOpMOBaHWUI NPO iCHYBaHHSA
iHpopMaLiiHNX 3arpos, MaHinynsaUin i He Mae HaBUYOK 3 NPOTUAIT
TakuM 3arposam.

0co6nMBO Lie CTOCYETbCSI MeLLKaHLiB nepudepii Ta HEBENNKUX MICT.
Mo6anbHo LA Npo6aieMa € Ha MPUKOPAOHHUX TEPUTOPINAX, Ae Tpaau-
LiiNHO HU3bKe MOKPUTTA CUrHANIOM TenebadyeHHs i, BOAHoYac, NOTy>XHe
MOBJIEHHS i3-32 KOPAOHY.

KntoyoBa npob6nema B peani3aLii NPOEKTIB 3 MeAiarpaMoTHO-
CTi — KaHan AoHeceHHs iHpopmauii. JTekuUii/TpeHiHrn He BUKOHYIOTb
3aBaHHA Yepe3 06MeXKeHe OXOMJIEHHS ayauTopil (3a3BuYai — aepx-
cny>60BLUi Ta perioHanbHi >XypHanicTu), OCBiTHi NPOEKTU B IHTEPHETI
He UikaBi, a60 He MaloTb AOCTaTHbOI PO3KPYTKM, 6POLLYPU He 3aBXKAM
A0XoAATb A0 UinboBOT aBAUTOPIT | MatoTb HETPUBANUIA CTPOK BUKO-
PUCTaHHS.

BoaHo4ac HEMOXIUBO NuLLe MefiarpaMOTHICTHO 3YNMUHUTK PO3-
NOBCIOAYKEHHS HenpaBamMBoi iHhopMaLil — iHoAi e NnTaHHs [o6po-
COBICHOCTI Mefjia Ta AOTPUMaHHS XypHanicTCbKUX cTaHAapTis. ToMmy
oKpema yBara Mae 6yTu npugineHo po6oTi i3 npeacTaBHMKaMu Megia
Ta XypHanictamu.
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[ns 60poTbbu 3 aesiHdopMalieto BaXXIMBMM € CTBOPEHHS Ta Npo-
BaJ>KEHHSA BJIaCHOro HapaTuBY.

CaMe TOMy iCHye HeobXigHiCTb B peanisauii HanpsiMKiB Ny6aiYHOI
Ta KyNbTypHOI ANNAomMarTii, 30Kpema posLUMPEHHs1 CUCTEMM IHOMOBJIEH-
H$1, NPOCYBaHHS YKpaiHW y CBITi, NpoBeAeHHS 32 KOPAOHOM iHpopMa-
LiMHUX KaMMaHii, KyNbTYPHUX 3aX0A4iB CNpsAMOBaHMX Ha HOPMYBaHHS
NO3UTUBHOIO iIMiZXY YKpaiHu.

TaKkoX HeObXiAHO 3AiNCHIOBATM 3aX0AM CrpsiIMOBaHi Ha NpuBeep-
HEHHSs yBaru Ao npobsem MixkHaLioHaNbHUX BiGHOCWH Ta €THOHaLio-
HasIbHOI MONITUKK, NONyNApU3aLii AepXXaBHOI MOBMU, L0 € BaXX/IMBUM
€/1IEMEHTOM 3axUCTy iHPOpPMaLinHOIrO MPOCTOPY.

BaxknMBMM € nofasblue NPOBaJXXEHHS 3ax0AiB o0 3a60poHU
NoLINPEeHHA KiHONPOAYKLIl, AKa WKOAUTb HaLlioHaNlbHUM iHTepecaMm
Aep)kaBu, 3anobiraHHsi NOLMPEHHIO NporpaM poCiNCbKUX TeneB.isi-
HUX MOBHWKIB, HapaTUBU IKUX IHOAI BUKOPUCTOBYHOTb YKpaiHCbKi 3MI,
06MeXeHHsA [OCTYNy Ha yKpalHCbKWUIA PUHOK APYKOBaHOI NpoAayKLUil
aHTUYKPaTHCbKOro 3MiCTy.

MNig yac nigrotoBkM NnpoekTy CTparerii iHbopMmauiitHoi 6e3neku
TakoX cnig BMKOpUCTaTu focBif EBponencbkoro Cotosy y npoTuair
nesiHdopmauii. 3okpema EC noginse kamnatii 3 gesiHdopmaliii, Aki
NpoBOAATb TPETi KpaiHM NO BiAHOLWEHHIO A0 AepXXaB-yseHiB EBpoCo-
t03Y, AKi BKJIHOYaKOTb Y cebe:

+ KibepaTaku Ha 06'eKTU KPUTUYHOI iHpacTpyKTypu Ta 31aM Me-
pex;

*+ BIJIMB Ha NOMITUYHI flebaTun Yepes coulianbHi Mepexi Ta 3MI;

* CTBOPEHHSA KOHPNIKTHUX KOHTEHTIB 3 METOIO po3nasntoBaHHA
BOPOXHeui B cycninbCcTBax;

* BTPYYaHHSA Y AEMOKpPATUYHI NpoLecu.

3 MeToto NpoTUAIl 3a3Ha4YeHMM 3arposam CTBOpeHoO «lnaH gin
no 60poTb6i i3 fesiHbopmauieto» (Action Plan Against Disinformation),
a TaKoX yxBasieHo PekoMeHpaLil Woao cTpaTeriyHuX KOMyHikauin
no 60poTb6i i3 MponaraHAoHo 3a y4acTHo TPETiX KpaiH.
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Lli #it EBpocorosdy BKasyoTb Ha Te, WO NUTaHHA BTPyYaHHA TPEeTiX
KpaiH y BHYTpiLUHI NONITUYHI MpoLecy, AKki BiA6yBatOTbCA B AepXKaBa-
yneHax €C Habynu gnsi EBPOCOO3Y CTaNoro CTpaTeriYHOro xapakTepy
i iCHye HeobOXigHICTb NPOTMAIT AiiM CNPAMOBaHMX Ha NiAPUB AisNbHOCTI
IHCTUTYLi EBPOCOIO3Y Ta EBPONMENCHKOro MPOEKTY B LisIOMY.

OkpeMmo cnif 3BepHyTH yBary Ha iMnieMeHTauito Kogekcy npakTukm
wozo aesiHdopmalii (Code of Practice on disinformation) sikuit 6yB
niAnNncaHnin HA3KOO rnobanbHUX iIHTepHeT-NaTPopPM Ta KOMMaHin,
AKi npautotoTb y cdepi HagaHHA iHbopMaUiAHMX NOCAyr.

CtparteriyHa Uinb cniBnpaui KoMnaHin y pamxkax Kogy nosefiHku
nepenb6avae:

* MOKpALLEHHS KOHTPOJIKO HaJ PO3MILLEHHAM B iHTEpHET-NNaTdopm
peknamMun 3 MeTo 3MeHLUEHHS [OXOAIB TUX, XTO 3aMaeTbCA
pO3MNoBCIOAXEHHAM Ae3iHpopMauii;

*+ 36iNbLUEHHS NPO30POCTi PO3MILLEHHSA NOMITUYHOI peknamMm 3 Me-
TOI BUABMNEHHS KiHLEBUX 3aMOBHUKIB;

* 3aKpUTTA B colianbHMX Mepexax GPerKoBMX aKKayHTIB, AKi po3-
NOBCHOKYIOTb HENpaBAMBY iHOpPMaLito Ta po3nantoTb BO-
poXKHeuy;

* CMpUSAHHA AOCTYNY KOPUCTYBaYiB A0 Pi3HUX AXXepen HOBUH, L0
NnpefcTaBAstoTb albTEPHATUBHI TOUKM 30pY, @ TaKOX HafaBaTh iM
LOCTYMHi 3acobu ais NoBifOMAEHHSA NPo AesiHdopMmalito.

Kogfekc Takox nepef6ayae 06MeXeHHs napamMeTpiB TapreTyBaHHs
ZNs NoNiTUYHOI peknamu Ta 3abesneyye HafaHHsA (axiBLsAM, HAYKOB-
LUsM Ta gep>XXaBHMM opraHamMm MOXJIMBOCTI MOCTIMHO CTEXMUTK 3a ae-
siHdopMallieto B iHTEpHET.

BukopuctaHHsa gocsigy €sponencbkoro Corosy, a B efKUX BU-
nagkax npuegHaHHsa YKpaiHu [0 3a3HaYeHUX MexaHi3MiB A03BOUTb
3HAYHO MiABULLUTK piBEHb iHPOpPMaLiNHOT 6e3MeKmn HaLOol KpaiHu
Ta KpaiH-uneHiB €C y npoTuAii aep>xkasi-arpecopy.

Pa3om 3 uumMm, icHye npobnema MixXBiAOMYOT B3aemMogii Ta Koop-
AVHauil. Ha cboroHilHin AeHb HeMae XX0AHOro NOCTINHO-Ai0YO0ro
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MexaHi3My cninbHOI NpoTuAil iHpopmauiiHMM 3arposam. [lepxaBHi
IHCTUTYLII 34e6inblLIOro NPOTUCTOATD iHGOPMaLiiHUM onepauiam
CaMOCTINHO, L0 iCTOTHO 3HMXXYE e(heKTUBHICTb TaKUX 3axogiB.

Kpim Toro, nepeBa)kae NpoakTUBHUIA Nigxig oo npoTuaii inbopma-
LinHMM 3arposam, To6TO pearyBaHHs Micns BUABEHHSA PakTy Takol
3arposu. BogHouac, BigCyTHin MexaHi3M paHHbOIro BUSIB/IEHHSA 3arpos,
SIKUIA 61 4O3BONUB MonepeaxaTu iHhopMaLiiHi 3arposu Le Ao ix
nosiBw.

OQHWM 3 pilleHb, ike J03BOJIMTb ONTUMI3yBaTW Ta CKOHLEHTPYBAaTK
3yCUNNA Aep)KaBu € CTBOPEHHS niaTdhopMu MXBiZLOMYOT KOOpAUHaLiT
Ta 06MiHy iHbopMaLUieto MidXX opraHamMu Bnaaw, Lo 3any4deHi 4o npo-
TUail iHdbopMauiiHMM 3arpo3am.
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INFORMATION

SECURITY OF UKRAINE:
improving communication
capabilities in the implementation
of state policy

Oleksandr MAKOBRII,

Head of the Main Division for International Information
Policy, Media and Communications of the Information Policy
and Information Security Directorate Ministry of Culture and
Information Policy of Ukraine

Article 17 of the Constitution of Ukraine stipulates that one of the
priorities for protecting the sovereignty and territorial integrity of our
country is to ensure information security. And this is the most important
function of the State and a matter of concern for all the Ukrainian
people

So, information security, effective counteraction to information
threats is not only a matter of government activities, it is a matter of
combining the efforts of all spheres and areas: of both the state and
public associations, scientific institutions, media, etc.

Therefore, it is the combination of efforts that constitutes the main
key to success in repelling the information aggression being carried
out against Ukraine.

Today, hybrid warfare technologies are being used against
Ukraine, which has turned the information sphere into a key arena of
confrontation.
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The experience that we have already acquired shows that information
is used as a technology for waging war.

In fact, information is the most important component of aggression.
The latest technologies of influencing the consciousness of citizens
directed against Ukraine are being tested.

Monitoring of the media space demonstrates that all available
resources are being used to achieve the goal, that is, the destruction
of Ukraine as a state.

In particular, Russia utilizes both its own capabilities in the form of
TV channels, such as Russia Today, Russia-24, Russia-1, Channel One,
and the mass media of many other countries. The main principle of
using democratic mechanisms against democracy is applied.

Especially hostile narratives and disinformation are highly effective
due to their constant repetition and multiplication in the media and
social networks.

It was social networks that gave access to the personal and
collective subconscious mind. Manipulation, regardless of where the
servers are located, opens up a lot of opportunities for the «correct»
choosing of actions required by the aggressor.

At the same time, it is important to realize that there is no single
answer in the world on how to deal with disinformation, and it is
also definitely impossible to counter the disinformation using mirror
methods.

Sometimes bans and restrictions can be quite effective in particular
cases, but they always entail the risk of violating one of the fundamental
freedoms — the freedom of speech.

The state control is also not a universal solution for tackling
disinformation, and media independence is a mandatory criterion for
the development of a democratic society.

Today, the only strategic document that consolidates the state in
implementing measures to counter information threats is Ukraine’s
Information Security Doctrine approved by the president of Ukraine in 2017.
The main goal of the Doctrine is to develop a unified state policy regarding
protection of the information space in the context of hybrid aggression.
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For the first time, the Doctrine substantiates such concepts as
«strategic communications», «government communications», «crisis
communications», «strategic narrative», as well as defines national
interests in the information sphere, current threats and mechanisms
for overcoming them. The implementation of the Doctrine is associated
with many areas of the information space.

Simultaneously, on September 14, 2020, the president of Ukraine
approved he National Security Strategy of Ukraine that clearly indicates
the problematic aspects of ensuring information security, namely:
«destructive propaganda both from outside and inside Ukraine incites
hostility, provokes conflicts, undermines public unity by using social
contradictions. The lack of a holistic information policy of the state, the
weakness of the strategic communications system make it difficult to
neutralize this threat.»

At the same time, this document provides for updating approaches to
solving relevant problems by creating a new document: the Information
Security Strategy of Ukraine.

The future strategy should take into account the experience of
implementing the Information Security Doctrine, in particular, ways of
further actions of both state authorities and the country as a whole
should be determined.

For the successful implementation of information security measures,
it is necessary to ensure a high level of monitoring of the country’s
information space, in particular the media and the Internet, in order to
identify information that is prohibited in Ukraine. A system for assessing
and monitoring information threats and responding to them should be
established. The analysis of relevant information will make it possible
to universalize existing mechanisms for countering Russian fakes,
as well as outline the relevant main areas and mechanisms for their
distribution.

An important element of ensuring information security is the
development of government communications, the main goal of which
is to introduce own narrative and build an effective system of state
strategic communications. Unfortunately, today there is a big problem

21



of developing the communication capabilities of public authorities
at the level of legal and regulatory framework, as well as of practical
implementation at the national and regional levels.

The lack of national mechanisms that would regulate the organization
of state communications leads to an inadequate level of public
awareness on the activities of state authorities and implementation
of state policy in general.

A practical and important element is the creation of the development
of crisis communication capabilities in public authorities.

So far, communication with the population in times of crisis is carried
out mostly haphazardly, based on internal procedures and regulations
of government bodies and in the absence of unified mechanisms and
standards.

There is almost no regulatory frameworks of this process, there are
no clear rules and instructions on how crisis communications should
be carried out, time intervals of communication, features of interaction
with target audiences, specifics of using various channels of information
dissemination, and so on.

Separately, there is a problem of unregulated interdepartmental
interaction in the context of crisis communications, which leads to the
duplication of authorities to inform society, lack of a single information
dissemination center, and, as a result, insufficient amount of information
on the crisis event in society, spread of rumors, fakes, speeches of
incompetent speakers, etc.

In the absence of the necessary regulation, crisis communications
are carried out situationally, relevant decisions are made spontaneously,
without the established regulatory or at least recommendatory basis.

All this leads to the vulnerability of the national sustainability system
and poses a number of potential risks for the population, and therefore
requires urgent reform and strengthening of capabilities both at the
level of the entire public administration system and within individual
state institutions.

In the context of countering hybrid aggression, it is important to
increase the media literacy of Ukrainian citizens.

22



In most cases, ordinary citizens do not possess the appropriate skills.
Therefore, improving the ability of citizens to independently identify fakes,
resist manipulation, be prepared for changes in the information environment,
and develop their own critical perception of information should be one of
the priorities for implementing the state information policy.

The area of media literacy, as the most important element of
media education, was implemented for a fairly narrow audience,
mainly residents of large cities, journalists, and sometimes teachers.
Unfortunately, media literacy issues usually stays within the professional
environment.

The projects of national improvement of citizens’ media literacy
skills were practically not implemented. The average consumer of
information is not informed about the existence of information threats,
manipulations and doesn’t possess skills to tackle such threats.

This is especially true for residents of the periphery and small towns.
This problem is global in the border areas, where television coverage
is traditionally low and, at the same time, broadcasting from abroad
is powerful.

The key problem in implementing media literacy projects is the
information delivery channel. The lectures/trainings cannot fulfill the task
due to limited audience coverage (usually represented by civil servants
and regional journalists), and educational projects on the Internet are
not interesting or not sufficiently promoted, the brochures do not always
reach the target audience and have a short period of use.

Concurrently, it is impossible to stop the spread of false information
only by media literacy — sometimes this is a matter of media integrity
and compliance with journalistic standards. Therefore, special
attention should be paid to working with media representatives and
journalists.

To fight disinformation, it is important to create and implement own
narrative.

That is why there is a need to implement the areas of public and
cultural diplomacy, in particular, expanding the foreign broadcasting
system, promoting Ukraine in the world, conducting information
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campaigns and cultural events abroad aimed at creating a positive
image of Ukraine.

It is also necessary to implement measures aimed at drawing
attention to the problems of interethnic relations and ethno-national
policy, popularizing the state language, which is an important element
of protecting the information space.

It is important to continue implementing measures to ban the
distribution of film products jeopardizing the national interests of
the state, prevent the distribution of programs of Russian television
broadcasters, whos narratives are sometimes used by Ukrainian media,
and restrict access of printed products with anti-Ukrainian content to
the Ukrainian market.

When preparing a draft Information Security Strategy, the experience
of the European Union in countering disinformation should also be
used.

In particular, the EU divides disinformation campaigns carried
out by third countries against EU member states into these which
include:

+ cyber attacks on critical infrastructure facilities and network
hacking;

+ influence on political debates through social networks and mass
media;

« creation of conflicting content for the purpose of inciting hostility
in societies;

+ interference in democratic processes.

In order to counter these threats, the Action Plan Against
Disinformation was formed, and Recommendations on strategic
communications for tackling propaganda with the participation of third
countries were adopted.

These actions of the European Union indicate that the issues of third-
country interference in the internal political processes taking place in the
EU member states have become of a sustainable strategic nature for
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the European Union, and there is a need to counteract measures aimed
at undermining the activities of the EU institutions and the European
project as a whole.

It is worth to separately pay attention to the implementation of the
Code of Practice on Disinformation signed by a number of global internet
platforms and companies working in the field of providing information
services.

The strategic goal of cooperation between companies within the
framework of the Code of Practice provides for:

+ improving control over the placement of advertising on online
platforms in order to reduce the income of those who spread
disinformation;

* increasing transparency of political advertising placement in order
to identify end customers;
closure of fake accounts spreading false information and inciting
hostility in social networks;

« facilitating users’ access to various news sources representing
alternative points of view, as well as providing them with accessible
means to report the disinformation.

The Code also provides for limiting parameters of targeting for
political advertising and provides specialists, scientists and government
agencies with the means for constant monitoring the disinformation
on the internet.

Using the experience of the European Union, and in some cases
Ukraine’s accession to these mechanisms, will significantly increase
the level of information security of our country and EU member states
in countering the aggressor state.

At the same time, there is a problem of interdepartmental interaction
and coordination. To date, there is not a single permanent working
mechanism for joint counteraction to information threats. The state
institutions mostly oppose the information operations independently,
which significantly reduces the effectiveness of such measures.
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In addition, a proactive approach to countering information threats
prevails, that is, responsing after identifying the fact of such a threat.
In addition, there is no mechanism for early identification of threats
that would allow preventing information threats even before they
appear.

One of the solutions that would optimize and focus the state’s efforts
is to create a platform for interdepartmental coordination and exchange
of information between the authorities involved in tackling information
threats.
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IIPOTUIS KPEMJIIBCHKIHU
OE3IHO®OPMALII B €C

Onexciit [IOJIETKWH,

0OKMOp NOAIMUYHUX HAYK,

KaHadcekull iHCMUMym yKPAaiHChKUX OOCAI0XMCEHD,

yneH KoHcynpmamuBHO! Padu Lleempy ny6ai4yHOI dunaoMamil

IHbopMauiHa BitHa Ta ribpugHi 3arpo3u ctanu B 21-y cToniTTi 6e3-
NeKoBUM BUKJIMKOM A5l 6araTbox KpaiH. BoHM Bigo6paxatoTb CyT-
TEBI 3MiHM B XapaKTepi MDXHapogHOT 6e3neku, 0Co6MBO NOB’'A3aHOT
3 arpecuBHUM peBaHLLn3MoM Pociricbkoi Geaepauii. Y 2014 poui Pocis
posrnoyasna BiAKPUTY BiHY NpOTU YKpaiHK, i B TO e yac MockBa
noyasna akTUBHiLLe BNpoBagyXyBaTu orepadii BNavBy NpoTu 3axigHuX
aemMokparin.

3arpo3sa pociicbkoi AesiHhopMalii cTae Bce 6inbll aKkTyalbHOLO
ONs BCiX eBponencbkmx KpaiH. [leaki KpaiHM novyanu ycBiaoMoBa-
TW CEPMO3HICTb 3arposu, ane iHWi ypsau Bee e CYMHiBatoTbCH, Yn
iCHYe A1 HUX HaCTiNIbKM 3arposa Yn HaBiTb TONIEPYHOTb POCIACBKY
NPUCYTHICTb B €Bpori. baraTo ypaaoBux Ta HeypsA[oBUX iHiLiaTUB
M iIHCTUTYLi, oco6nuBO Y perioHi LleHTpanbHoi Ta CxigHOI EBpOnu,
HamMmaranucsa BUSBUTK, NpoaHanisyBaTu, BUKPUTU Ta NPOTMAIATM po-
CiMCbKi nponaraHai.

Yecbkunit aHaniTuyHuin npoekt Kremlin Watch Monitor* noainue kpa-
THM €C Ha TpW YaCTUHM BIZNOBIAHO A0 IXHbOI peakLii Ha KpeMiBCbKy
nponaraHay: Big kona6opaHTiB MOCKBM 40 aKTUBHMX GOPLIB NPOTH

*  Kremlin Watch Report, «The Prague Manual», 30.04.2018; https://www.kremlinwatch.eu/userfiles/
prague-manual.pdf
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AesiHdopmalii. BignoBigHo fo ix knacudikadii, nigepamu i3 npotu-
Ail KpeMniBCbKin MawwnHi gesiHdopmauii € gepxxasu banTii, LLBeuis
Ta Benuka BpuTaHis, 6inbluicTb eBponencbKuUx KpaiH «CTyp6oBaHi»,
XOM i He fy>Ke, MPMBAN3HO TPETUHA KpaiH MPOCTO 3anepeyyoTb, Lo
npo6nema icHye, a lpeuia Ta Kinp — BigKpuTO NigTPUMYHOTb Kpemsiis-
CbKi HapaTumBsu.

BinbwicTb eBponencbKux KpaiH He roToBi BCe6iUHO po3cnigyBaTu
Ta BUKpMBAaTU POCINCbKi MepeXxi BNANBY Y CBOIX KpaiHax. OKpim nap-
JTaMEeHTCbKMX OpraHiB BennmkobpuTtaHii Ha eBPONENCbKOMY KOHTUHEHTI
He NPOBOAMNNOCH XOAHOro BCe6iyHOro odilinHoro poscnigyBaHHs
POCINCBbKMX MEpPEXX BMJIMBY, POCINCbKUX 3B'sI3KiB 3 EBPOMNENCbKNMU
NoNiTUYHUMK NapTisMKn abo BTpyYaHHs Pociiy pisHi eBponencobki
BUbopwu Ta pedepeHaymu.

Ak npsimo 3asHauae npoekT Kremlin Watch Monitor* 6inbLiicTb eBpo-
NEeNCbKUX ypsaiB He CIPSAMOBYIOTb AOCTATHIX 3YCW/Ib Ha 3aXMCT CBOIX
JeMOKpaTUYHUX AepXKaB i He HaflaloTb CBOIM rpoMagsiHam ny6aiyHoOT
iHcbopMaLii Npo Li ocHOBHI 3arpo3u. [lepxxaBu-uneHn €C noromxyoTbes
LLLOA0 TOrO, Lo CAlif, po6uTH Ha piBHi EC, ane yepes BiACYTHICTb NONITUY-
HOT BOJi 6iNbLUICTb AepXXaB-4eHiB He 6akatoTb (hiHaHCYBaTU NPaKTUYHI
3axoan NpoTuaii Uin 3arposi. binbLwicTb KpaiH, AKi po3yMitoTb POCINCbKY
3arpoay, € MasiMMu i cepefiHiMW, i GINbLUICTb i3 HUX € ofepXXyBaYyaMu Ao-
Tauin 3 6rogxkeTy EC. Benuki gepxxaBu-uneHu, Taki sk @paHuis, lcnanis,
ITanis un HiMeyunHa, He 34iNCHIOIOTL HEOOXiAHWX 3axofiB. Hanpuknag,
HiMeL|bKMUIA NONITUYHMI iCTEBNILUIMEHT Hanonarae Ha peanisadii pocii-
CbKOr0 reononiTM4HOro NpoekTy «[MiBHIYHUIA MOTIK-2», O CYyNepevnTb
€BPONENCbKUM reonoiTMYHUM Ta 6e3NEKOBUM iHTEpPECaM.

Pocinchbki iIHCTPYMEHTH BIIJIUBY

Pocilicbka BiicbkoBa AOKTpUHaA po3rnsaae iHbopmalinHy BiltHy
SIK NOCTIiMHY «BiliHY B yMOBax Mupy». [1ns Pocii cTBOpeHHS ri6pnaHux

*  «Kremlin Watch Strategy for countering Russian interference», Kremlin Watch 2019;
https://www.europeanvalues.net/wp-content/uploads/2019/12/Kremlin-Watch-Strategy.pdf
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3arpos € il OCHOBHOIO CTpaTerieto. BaxsiIMBMM acnekToOM pOCincbKo-
iHbopMaLUiHO-NCUX0NOriYHMX onepaLiv € Tak 3BaHWin pedeKCUBHUN
KoHTposib (PK), IkMi1 TicHO NOB'A3aHWIA 3 KUTAWCbKOK KOHLIENLieto
«cTpaTtareM» Ta aMepmKaHCbKOK KOHLEMNLIE «ynpaB/liHHA CNpUiA-
HATTAMY.

CyuacHa pocivicbka nponaraHfa socepexeHa Hacamnepes Ha ae-
siHdopMaLiH1UX KaMnaHisX, i Tl MeToaun He BKJIKOYAKOTb NponaraHay
NeBHOro CBIiTOrNAAY, ifeonorii Yn cnocoby XUTTsA, a, CKopille, pens-
TuBi3auito Ta dparMmeHTaLito iHdopMmaLii, LWob 3pyriHyBaTK NiagcTaBm
paLioHanbHOro CnpuHATTA 6yab-AKoT iHdbopMauii Ta 3pyiHyBaTH
dbyHAaMeHT couianbHOI foBipy B KpaiHax EC.

BigsHaunmo, Kinbka BaXxnuBWX enemeHTIB B cTpaTerii PO y npoBag-
»KeHi iHpopMaUinHoi BiiHW. Mo-nepLue, niaxig Pocii go iHpopmadinHoi 6o-
POTbL6M € LjiNnicHUM (KOMMJIEKCHWI Migxia), TO6To BiH NoeaHye LndpoBo-
TEXHOMOriYHI Ta KOrHITUBHO-MCUXONOTiYHi aTaku. Xo4a BiiCbKOBUIA
Ta undpoBuit caboTax Mae Ha MeTi e30praHi3aLlito, 3pMB Ta 3HULLEHHS
yrpaBfiHCbKOI CPOMOXHOCTI AepXXaBu, NCUXoNoriyHa AuBepcisa Mae
Ha MeTi BBECTU XXepTBY B OMaHy, ANCKpeaMTyBaTK KepPiBHULTBO, Ae-
30pieHTyBaTV Ta AleMopari3yBaTh HaceneHHs Ta 36poWiHi cunu.

Mo-apyre, BiH yHidhikoBaHWI («eQHICTb 3yCUb»), OCKINIbKU CUHXPO-
Hi3ye iHopMaLifntHy 60poTbOYy 3 BiNCbKOBUMM, MOAITUMHUMMU Ta iH.
JisMU | BOHa € YHi(ikoBaHO 3 TOYKU 30py Koonepalii Ta koopanHau,ii
CreKTpa AepXXaBHUX Ta HeepXXaBHUX CY6'EKTIB — BiICbKOBUX, BOEHi-
30BaHWX Ta HEBINCbKOBMUX.

Mo TpeTe, iHpopMaLiiiHa kaMnaHia — ue 6e3nepepBHe (MPUHLMN
“6e3npepuBHOCTI”) cTpaTeriyHe 3ycunns. BoHa BeeTbCsi B «<MUPHWIA
yac» Ta y BOEHHUIN Yac 0AHOYACHO Y BHYTPILLUHIX Ta MixkHapogHux 3MI
Ta couianbHUX Megia.

Pocis BUKOpUCTOBYE" iIHCTPYMEHTapIii «<M'IKOT Cun», o6 3amacky-
BaTW 3YCUIIISE «<M'IKOFO MPUMYCY», CNIPSIMOBaHi Ha 36epeXKeHHs CBOET
cepu BNAmBy. [isanbHICTb rpyn BMMBY, Y NOEAHAHHI 3 POCINCbKUM

*  Lutsevych, O. Agents of the Russian World Proxy Groups in the Contested Neighbourhood.
Research Paper, Chatham House, 2016; https://www.chathamhouse.org/sites/default/files/
publications/research/2016-04-14-agents-russian-world-lutsevych.pdf
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JepXXaBHUM agMiHICTpPaTUBHUM pecypcoM Ta anapaToM 6e3neku, a Ta-
KOX BNnMBoM Pociincbkol npaBocnaBHOI LIEpPKBY, MPOPOCINCbKUX ENiT,
MacoBOI Ky/bTyp¥ Ta 3aC06iB MacoBoi iHhopMalLlii — MOXKe CEPINO3HO
3alKoAUTM NOMITUYHMM MpoLecamM Ta AEMOKPaATUYHOMY PO3BUTKY
KpaiH B perioHi. MNogaii B Kpumy Ta Ha [JoH6aci nokasanu BaXximBy posib
POCIfCbKUX Hefep)KaBHUX CYO'EKTIB y po3nasitoBaHHi KOHMIKTY.

Kpemib He 3aBX W CTBOPOE COLlianbHO-NONITUYHMX NPO6nemMu, ane
HaBYMBCA BUKOPUCTOBYBATM iCHYIOUI MPOTUPIYYS HA CBOKO KOPUCTb.
MirpauinHa Kpusa Ta TepakTu B €Bponi Bukopuctosysanucsa Kpewm-
NieM oNsl KPUTUKK «3axoay» Ta posnantoBaHHS BOPOXHeYi B cepeuHi
KpaiH €C, nocuntotoum auxoToMito «CunbHoi Pocii» npoTun «cnabkoro,
JekaaeHTcbKoro 3axoay». Hanpuknag, y HimeyunHi ctypb6oBaHicTb
rpoMajCbKOCTi Ta iHTepecC 4,0 BOPOXUX iHhopMaLinHux onepauin
BUKIIMKana crnpaea «J1idan»", B AKin Pocia Hamaranacs nocuanmTu aH-
TUiIMirpaHTCbKi HacTpoI.

Brexit Takox gaB Pocii WwaHc ckopucTaTucs aHTUEBPONENCbKUMU
HaCcTPOAMM i 3MILHWUTK CBOIX HenibepanbHUX COKO3HMKIB. HacTuMHOWO
nopsaaKy AieHHOro AN 3MiHK iMifay Pocii 3a KOpAOHOM € nifgKpecreH-
Hs1 poJli KpaiHM y 36epexeHHi «TpaanLiiHUX EBPONENCHKUX LIHHOCTE,
nigHeceHHs lNMyTiHa AK «KOHCEpPBATUBHOI iKOHWU».

Pocinicbka cTpaTeris no npocyBaHHIO CBOIX iHTepeciB B €Bponi
6a3yeTbCsa Ha HAaCTYMHUX HanpsiMKax.

PocinchbKi €KOHOMIYHI IHCTPYMEHTH

KomnaHii, 6nunsbki 1o Kpemnsi, BUKOPUCTOBYHOTb EKOHOMIYHI 3ac06u
O7151 NONITUYHOrO BIJIUBY B LiNIbOBUX EBPOMENCBKUX Aep)KaBax. Tx
JisinbHiCTb HaWbiNbWw NOMITHa B eHepreTUYHOMY cekTopi. CTpaTe-
riYHi eHepreTMyYHi yroam mMixk eBponencbKMMm KpaiHamu Ta dipmamm
JonomaratoTb Kpemsto HaB'aA3yBaTh CBOI NONITUYHI Ta reononiTUYHI
iHTepecu. BoHN NOCUNIOKOTL 3aNeXHICTb Aep)KaBu Bif APYXXHIX BigHO-

*  The «Lisa case»: Germany as a target of Russian disinformation, 25 July 2016; https://www.nato.
int/docu/review/articles/2016/07/25/the-lisa-case-germany-as-a-target-of-russian-disinformation/
index.html
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cvH 3 Kpemnew, i NOTEHLINHO MOXYTb 6TV iIHCTPYMEHTOM LUAHTaXy
MONITUYHOrO KepiBHMLTBA.

IMonIyK MONMTUYHUX COIO3HUKIB

KpeMrsb HaMaraeTbcs po3BMBaTN CTOCYHKM 3 NONITUYHUMU aKTopamu
Ha BUCOKMX nocagax. Lli knrouosi dirypm MoxyTb 6yTn nigTpumaHi
(dhiHaHCOBO, ifeonoriyHo abo B 3acob6ax MacoBoi iHpopmMalLiii, B 06MiH
Ha nigTpuMKy Kpemnsa. OgHMM i3 NpuKnafis Takoi NpakTUku B €Bponi
€ Yecbkuit npesunaeHT Minow 3emaH, Mapi J1e MNeH y ®paHuii Ta 6arato
iHLIWX.

ITigTpMMKa €BPONENCHKUX PafMKaNbHUX
Ta eKCTPEMICTCHKUX yIPyIIOBaHb

0co061BO, ane He BUKIIHOYHO, B €BPONENCbKUX KpaiHax, ae Pocii
He BAanocs 3abesneunTn cobi NiATPUMKY Ha BUCOKOMY piBHi, Kpemnb
BUKOPUCTOBYE MiATPUMKY pafiMKanbHNX Ta eKCTPEMICTCbKMX cun. Ix
NONITUYHI Ta iA€0NOriYyHi OpieHTaUil He MatoTb MPUHLMUNOBOI Pi3HULI,
NpoTe aHTU-CUCTEMHUI hakTop Mae BUpilLanbHe 3HaYeHHs. Yepes
Ui rpynu Ta pyxu Kpemnb posnasntoe NpOTUCTOAHHA B CepeanHi Lmnx
KpaiH Ta 34iNCHIoE LinecnpsiMoBaHe pyMHYBaHHSA 4eMOKPaTUYHUX
iHCTUTYTIB.

BHUKOpPMCTaHHSA «ITY6JIIYHOI ZUIIJIOMATIii»
Ta rpoOMaZChKMX OpraHisaiin

IHTepecu Pociicbkoi Pefepalii yacTo nponaryroTb HIBUTO HeYpPSAAOBI
opraHi3auii abo opraHi3oBaHi ypsaaoM HeypsifoBi opraHisauii. MeToto
X AiSNbHOCTI € BNWB Ha €BPONENCbKY rPOMaACbKy AyMKY Ta hopMmy-
BaHHSA «PO3YMiHHSA» POCIMCbKOro nornsay Ha nonituky. Lii opranisauii
BiZlirpatoTb posib BM/IMBOBUX CY6'EKTIB, AKi BAKOPUCTOBYHOTb 3aKOH-
Hi 3aC06U [eMOKpaTUYHUX OUCKYCI s neriTumisauii pocincbKo-
ro peXxvmy Ta noniTuku 3a KOpAoHOM. Hanpuknapg, Taki opraHisadii,
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AIK aHaniTUYHUIA LeHTp y BepniHi -»[ianor uusinisauiny, AKMin 040N0e
Bonoaumup AkyHiH, 6113bkuii o Bonogumupa MyTiHa. Lia opraHisauis
BUKOPUCTOBYETbCA MPOCYBaHHSA POCIMCbKUX iHTepeciB, NiATPUMKHU
OeaKnx NoNiTUKIB Ta BNIMBOBUX AiA4iB, 30KpeMa KOMLLIHbOIO npesu-
AeHTa Yexii Baunasa Knayca uv KonuwHboro KaHunepa HimeyuynHu
lepxapaa Wpeaepa. Y cBiTni aHekcil Kpumy Pocieto Ta pociicbkoi
arpecii Ha Cxopgi YkpaiHu, Bigkputa a6o npMxoBaHa niaTpMMKa Takux
opraHisadiv NnoBMHHa CTaTK NpeAMEeTOM 3aHeNoKoeHHs EC.

3MI

Pocincbki 3MI, ocobnmBo MixkHapoaHi pecypcu, Taki sik RT i Sputnik,
CTanu BaX/IMBUM iHCTPYMEHTOM PO3MOBCIOAKEHHS aHTU3axiaHUX
HapaTuBiB Ta AesiHhopMalLil Npo MiXXHaApOAHi BiAHOCMHU Ta 30BHILLHIO
nonitTuky Poci.

ETHIYHI MeHIIMHY Ta «CHiBBITYUIHUKN»

ETHiuHI pocisiHy, iKi NpOXMBaKOTb Y EBPOMENCHKUX AepXaBax, po3rns-
JatoTbea Pociicbkoro Gepepauieto sk NoTeHLiiHa 6a3a, AKY MOXKHa
BUKOPUCTOBYBATU AN BINCbKOBUX Ta 30BHILUHbOMONITUYHUX LiNEeN.
«3axMCT» POCINCbKOI MEHLLMHM ab0 «CMiBBITYN3HMKIB» 32 KOPAOHOM,
BKJ1OYAlOUM AOCTYN A0 BiANOBIAHOI KYNbTYPHOI, iAe010riyHol Ta Na-
TpioTnyHoT iHdopMmaLii Ta OCBiTH, 30KpeMa, y kKpaiHax banTii, Himeu-
4YuHi Ta Yexii — we oguH npueig gns Pocil, wob nowunproBaTu CBi
BMJIMB.

€BpomneNchKa BifNIOBIAb
Ha iHdopmMalIjiiiHi 3arpo3n

3a oCTaHHi poku 3'ABUNocsa 6araTo I'pyHTOBHUX PO3ChifyBaHb’, WO Je-
TaslbHO BMBYAIOTb i1€0IOTYHY Ta KOHL,ENTyanbHY OCHOBY POCIACbKOrO

*  EUvsDisinfo, Studies and Reports; https://euvsdisinfo.eu/reading-list/
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nigxoay Ao iHpopMaLiiHOT BiNHWN Ta AeTasibHO OMUCYOTb ONepaTUBHI
3axoAMm, WO BUKOPUCTOBYOTbCA Kpemnem.

BignoeigHo go Action Plan against Disinformation” npuitnatuia €C,
aesiHpopMmauis 3gicHioBaHa Pociicbkoro Pefepalieto npeacTaBnse
HanbinbLuy 3arpo3y ans €C. BoHa Mae cuctemaTUyHKi xapakTep, Pocis
Ma€ [oCTaTHi pecypcu Ta Mae iHWKUi MacwTab NopiBHAHO 3 iHWNMYK
KpaiHamu.

Ins npotugii nonituyi PO 3 nowmnpeHHs deinkis €spocoto3 y 2015
poLi cTBOpMB poboyy rpyny 3i cTpaTeriyHnux KoMyHikauin — East
StratCom Task Force. Ha ocHoBi MnaHy gin Wwogo cTpaTteriyHoi Ko-
MyHiKaLii, npuHaToro 22 yepsHsa 2015 poky, MaHaaT East Strategic
Communication Task Force Bkitoyae Tpu HanpsiMku ain: 1) ecbekTne-
Ha KOMYHiKaLif Ta npocyBaHHA noniTukn €C wopo kpaiH CxiaHoro
MapTHepcTBa; 2) MocuneHHa 3MI B kpaiHax CxigHoro MNapTHepcTBa
Ta B iep>XaBax-uJieHax, BKJitouatoum nigTpuMky ceoboamn 3MI ta amiu-
HeHHs HezanexHux 3MI; 3) MokpalleHHs CNpoMOXHoCTi EC NporHo-
3yBaTu Ta pearyBaTtyu Ha gesiHdopmauito Pocincbkoi degepalii.

5 rpyaHsa 2018 p. eBpokoMicapu NpeAcTaBuiIv MiiaH NpoTUAi AesiH-
dopmallii, NOKNANKaHUIN 3aXUCTUTKU BUOGOPU B EBPONI Bif MOX/IMBOr0O
BTPy4YaHHs. OnepaTuBHa po6oya rpyna €C 3i cTpaTeriyHMx KOMyHi-
Kauin (East StratCom Task Force) BusiBuna 3a Ba poku noHag 3 tuc.
BUNaaKiB gesiHdopMmalii Big pociicbkomoBHux 3MI. MpeactaBneHui
y 2018 poui nnaH nepenbaydae 36inblUeHHS 6rogKeTy 3 1,9 MinbioHa
€BPO LbOro poKy A0 5 MiNbNOHIB €BpO.

EUvsDisinfo — Lie npoekT po6oyoi rpynu European External Action
Service's East StratCom Task Force™. BiH 6yB cTBopeHuii y 2015 poui
A5 KpaLLoro NporHo3yBaHHSA Ta pearyBaHHsA Ha NOTOYHI gesiHdop-
MaUuinHi kamnaHrii Pocincbkoi ®epgepadil, Wo 3adinatoTb €Bponen-
cbkui Cotos, noro gepxasun-uneHun Ta cycigHi kpaiHn. OcHoBHa MeTa
EUvsDisinfo — niaBUWMTHN 06i3HaHICTb Ta pO3yMiHHSA rPOMaACbKi-

*  Action Plan against Disinformation, 5.12.2018; https://eeas.europa.eu/sites/eeas/files/action_
plan_against_disinformation.pdf

** Questions and Answers about the East StratCom Task Force, 05.12.2018; https://eeas.europa.
eu/headquarters/headquarters-homepage/2116/-questions-and-answers-about-the-east-
stratcom-task-force_en
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CTHO onepauin 3 gesiHdopmauii Kpemna Ta fonomortv rpomagsaHam
€ponu Ta 3a il MexamMu BUPOBUTM OMipHICTb UMdPOoBI iHpopmaLii
Ta MaHinynauiam B 3MI. BukopucToBytouM aHanis gaHux Ta MOHITO-
PUHr 3aco6iB MacoBoi iHpopMalii 18 moeamu, EUvsDisinfo BusiBnsie,
36upae Ta BUKpMBaE BUNaaKuM aesiHpopmaldii, o noxoaaTb i3 Npo-
KpemniBcbkux 3MI, Wo po3noBcroaXytoTbest B EC Ta KpaiHax CxigHoro
napTHepcTBa.

LleHTp cTpaTeriyHnx KoMyHikauin HATO" 3anpautoBaB y ciuHi 2014
poky. MNprknagom akTUBHOCTI MPOPOCINCbKUX «6OTIiB» CTaB Bi3nT [lo-
Hanbga Tpamna B €Bpony y 2018 poui. 3a gaHumu™ LleHTpy cTparteriu-
HUX KOMYHiKaLin HATO (Stratcom), 3a nepiog i3 1 TpaBHsA no 31 fnnHA
2018 601w i Tponi Hanucanu 49 % ycix pociiCbKOMOBHMX NOBIAOMIIEHD
npo HATO B kpaiHax BanTii Ta MNonbLwi. Mpu ubomy Bproccenbcbkuni
camMiT HATO 2018 poky npunas Ha 11-12 nunHsa. Cepepf akayHTIB, AKi
nucany pocicbKolo MoBO, 36 % 6ynM aBTOMaTU30BaHUMMU (60TH).
[ns nopiBHAHHSA: 60TK cknaganu 14 % aHrNMOMOBHUX akayHTiB Ta CTBO-
punun 19 % ycboro aHrNOMOBHOIO KOHTEHTY 3a KBapTarl.

flk 3a3Ha4veHo B panopTi Komicii™ MapnameHTy Benukoi bputaHii
no po3chigyBaHHi pocificbKoro BMBY, xoya ypsg BennkobpuTaHii HagiB
J0Kasn pocincbKol AiANbHOCTI Y cnpasi Npo oTpyeHHSA Ckpunarnis, BiH
Heoxoye npuiiMae foKasu BTpy4aHHs y pedepeHaym no Buxoay Benw-
Ko6pwuTaHii 3 €Cy 2016 poky. (Hanpuknag, Aocnig>KeHHs nokasanu, Wo
pocifcbKi akayHTH po3mMicTunm noHag 45 000 nosigomneHb Npo Brexit
TiNIbKKM 3a oCTaHHi 48 roaMH KamnaHii). BignosigHo Ao Lboro panopry,
K | iHWI KpalHax, BenvkobpuTaHis ABHO BpasniMBa 40 NPUXOBaHMX
KamnaHiv iHpopMaLinHOro BNA1BY, i ypsa NOBUHEH MPOBOAWTU aHanis,
06 3pO3YMITM MacLUTaby MaHinyntoBaHHS BUGOPLIAMU iHO3EMHUMMU
rpaBLiB Nig Yac MUHYIMX BUOGOPIB. 3aKOHOAABCTBO NOBMHHO BiAMNOBI-

*  Stratcom; https://stratcomcoe.org/
**  NATO Strategic Communications Centre of Excellence, “Robotrolling”, 2018/3; https:/www.
stratcomcoe.org/robotrolling-20183
*** Democracy is at risk from the relentless targeting of citizens with disinformation, 18 February
2019; https://houseofcommons.shorthandstories.com/dcms-committee-disinformation-fake-
news/index.html

34



ZlaTu OCTaHHIM TeXHOJIOrYHUM PO3POBKaM i YiTKO BUCBITNOBATU Hese-
ranbHUIN BNAUB iIHO3EMHUX rPaBLiB Ha AeMOKpaTUYHUIA MpoLiec.

BogHouac, pocincbkuii iHpopMauinHWi BAAUB, MO PYWHYBaHHIO
€BpoOAaTNaHTUYHOI coMifapHOCTI Aae CBOI pe3ynbTaTn. Hanpuknag,
53 % rpomaasaH GpaHuii Ta 58 % rpomagsaH HiMeyynHu 3asBunm B onu-
TyBaHHi Pew 2015 poKky, Wo iX KpaiHa He NOBUHHa 3aCTOCOBYBaTKU
BiIICbKOBY CUNYy ANs 3axXMCTy cotosHmka no HATO, akwo Pocis Hanage
Ha Hboro. Y 2020 podui, Ha 3annTaHHs, Y1 MOBUHHA YN HE NOBUHHA
TXHA KpalHa 3aCTOCOBYBaTU BiICbKOBY CU/Y A1 3aXUCTY COKO3HMKA
no HATO Big rinoteTuyHoro Hanagy Pocii, nvwe B n'aTn 3 16 onuta-
HUX Aepxas-uneHiB — Hinepnanpax, CLUA, KaHagi, Benuko6putaHii
Ta JIUTBi — 6inblle NONOBUHM PECMOHAEHTIB BBaXKatoTb, WO M chif
3aCTOCOBYBaTM TaKy cuiny.

[MepeKOHaHHS, WO iX KpaiHa NOBMHHA pearyBaTu Ha rinoTeTUYHNNIA
Hanapg Pocil Ha coto3Huka no HATO, 3 yacoM CTano MeHL nowmpe-
HUM Y KiNbKOX KpaiHax. Hanpuknag, B ITanii nuwe 4ysepTb onnTaHmx
y 2019 poui 3aABASAOTD, WO X KpaiHa MOBUHHA 3axuULLiaTU COO3HUKA
no HATO, nopiBHsAHO 3 YoTupMa 3 gecatu B 2015 poui. MogibHe nagiHHA
3a uei nepiog Big6ynocs B MosnbLi (—8 BiAcoTKOBKX NYHKTIB), IcnaHil
(=7) Ta OpaHuii (—6). OfHaK NigTPMMKA 3aXUCTY HLWIMX KpaiH-YNeHiB
HATO spocna y Benmko6puTaHii 3 2015 poky (+6).

Kpaiuu CxigHoi Ta LleHTpanbHoi EBponu cTanu
BUIIPO6YBaIbHUM MaMaHYMKOM AJIST HOBUX
MeToZiB npomnaraugyu Pocii Ta 0co6IuMBUMHU
MimeHsaMM iHGopMaIiiiHOI BiTHHA

EcToHis, Jlutea Ta J1aTBis — AK KpaiHu-uneHn €sponercbkoro Cotosy,
HalKpalle pearytoTb Ha POCINCbKY AesiHhopmMalLlito, 3aBASKM NONITUY-
HOMY BM3HaHHIO 3arpos Ta Al iX ypsgiB, CNnpsiMOBaHUX Ha 60poTbOy
3 iHpopMaLitHMMK 3arpo3amu.

EcTtoHisg oTpumana nigTpumky HATO y 2008 poui An1A CTBOPEHHSA
Tannini Cooperative Cyber Defense Center of Excellence. Y 2014 poui,
Pura ctana 6a3oto ans iHwoi opraxisauii HATO, sika 6opeTbcs 3 po-
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CiNCbK1UM BNANBOM, — LIeHTpy nepefoBuX cTpaTeriyHmx KOMyHikaLin
(Strategic Communications Center of Excellence).

Ona npotugii iHTepHeT TponsaMm y kpaiHax banTii 3 2016-ro poky
3apoauscsa «pyx enb@dis»’. Lle akTUBICTY, L0 HaMararTbCca BUKpUBa-
Tv iHpopmauiriHi MaHinynauii B iHTepHeTi. Y 2018-My enbdu noyanu
aKTMBHO po3BuBaTucsa™ i B Yexii.

Y 2015 poui ABa NpoBifHi YecbKi aHaNiTUYHI LLeHTpY 3anycTunu cre-
LianisoBaHi nporpamMu 3 Npo6aem pociincbKoro BrnamBy Ta AesiHdop-
mauiii. Mporpama Kremlin Watch Monitor™ cnpsiMmoBaHa Ha BUSIBNEHHS
" NPOTMAiI0 IHCTPYMEHTaM pPOCiiCbKOro BnaMBY Ta AesiHpopmallii i e
nporpamoto Heypsa[oBoi opraHisauii — European Values Think-Tank,
a Prague Security Studies Institute poanoyaB cBoto IHiLiaTMBY 3 Npo-
TUAIT pOCINCbKOro BNUBY.

3 KiHUA 2015 poKy Tpu HanbiNbLi LLeHTpanbHOEBPONENCHKI aHa-
niTnyHi ueHTpu: GLOBSEC Policy Institute, Political Capital Institute
and European Values Think-Tank, ny6nikytoTb wotmxHeBuk Infowar
Monitor.

Kpim Papio CBo6oga €Bponu / Pagio CBo60Aa, sike po3MilLyeTbCS
B cTonuui Yexil 3 1995 poky, B [pasi BunyckaroTbca HOBUHAMU POCiit-
cbkoro MoBoto — Russian Language News Exchange, nporpama, wo
nepeBa)Ho ¢iHaHcyeTbcs MiHicTepcTBOM 3aKopAoOHHMX cnpas Hi-
aepnaHpis.

Acoujiauif 3 MibkHapoAHUX BifHocuH (AMOQ) 3anycTuna YecbKy Bep-
cito ykpaiHcbkoro Be6-canTy StopFake.org y >oBTHi 2016 poky, MeTOro
SIKOI € nepeBipka abo cnpocTyBaHHA AesiHpopMalii Npo cutyadito
B YKpaiHi.

Bellingcat.com — HoBaTOpCbKa rpyna XypHaricTiB-po3cnigyBadis,
SIKi BAKOPUCTOBYIOTb coLjianbHi MepeXi Ta iHpopMmalito 3 BigKpUTmX

*  Lithuanian ‘Elves’ Combat Russian Influence Online, December 28, 2016; https://www.voanews.
com/europe/lithuanian-elves-combat-russian-influence-online
**  «Pyx “enb®iB” NpoTH pociiicbKux iHTEPHET-TPONIB Habmpae nonynspHocTi y Yexii», Detector.
media, 30 xoBTHA 2018; https://ms.detector.media/manipulyatsii/post/22005/2018-10-30-
rukh-elfiv-proti-rosiiskikh-internet-troliv-nabirae-populyarnosti-u-chekhii/
**  Kremlin Watch; https://www.kremlinwatch.eu/
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[hKepen Ans aHanisy nogin Ha Micuax y panoHax KoHMbNiKTY, 0cO6MBO
B Cupii Ta YkpaiHi.

CBoboga cioBa Ta iHpopMal[iHi 3arpo3n.

CBoboga crnoBa € Haf3BUYaNHO BaXK/IMBUM €/1eMEHTOM eBponew-
CbKOI apXiTeKTypu geMoKpaTU4Horo npaeniHHsA. OgHak, B cUTyaLisix
30BHILUHbOrO BMNNBY, BOHA X CTAE i «C/IabKO0 NTaHKOK», IKOK KOpU-
cTyeTbes Kpemib B NpocyBaHHi cBoro Bnnuey. Ak Nitep NomepaHues
Ta Mankn Baic™ onucytoTb pocincbky iHdbopMaLiiHy BiriHY, «Kpeminb
BUKOPUCTOBYE ifeto cBoboam iHpopmMauii, o6 BBecTn AesiHdhopma-
Lito B cycninbcTBo. EdekT nonarae He B TOMY, 06 NepekoHaT (K Yy
KJTaCMYHil Ny6nivHin gunnomarTii) abo 3acnyXutu AoBipY, a B TOMY,
o6 ciATK NAyTaHMHY 3a AOMOMOrOH TEOPI 3MOBM Ta NOLUMPIOBATH
OPEXHIO».

Ona pocsrHeHHs ayanTopil B €éBpPONenCcbKuUx KpaiHax Pocis BuKko-
PUCTOBYE NasiBKN B HOpMaTUBHUKX akTax EC. HanbinbLioto npobnemoto
pocincbki 3MI € gnsa kpaiH fe 3HavyHa YacTUHa POCINCbKOMOBHOIO Ha-
ceneHHsi. PoCinCbKOMOBHE HaceneHHs Ta S0y CTapLUoro BiKy € TUMHU
rpynamu, siki HanbinbL CXUbHi A0 BMJIMBY POCIACBHKOI NponaraHau.
3BUYarHO, HOCIT POCINCbKOI MOBM HE € OQHOPIAHOIO rPyroko i MaroTb
[OCUTb pi3Hi NoNiTUYHI BNogo6aHHA Ta piBeHb iHTerpauii. HanbinbLu
3Ha4YMMMNM GaKTOPOM € piBEHb KOPUCTYBaHHSA pociicbknmmn 3MI.

BignoBiaHo fo 3akoHogaBcTBa EC, 3apeectpyBaTn 3MI B 6yab-aKii
KpaiHi-uneHi EC MOX/IMBO, AKLLO OAWH i3 YNeHiB NpaBfiHHA Mefiia KOM-
naHii NpoXxmBae B Ui KpaiHi. BanTincbKi KpaiHW HarosoLWyHTb, LLO Liei
niaxia He 4O3BONSAE M HAaNEXHUM YUUHOM PErynoBaT Mefiia-KoMmaHit,
OCKifIbKM BOHU NignagatoTb Mifg Aito 3aKOHOA4aBCTBa iHWKMX KpaiH. He-
3Ba)Karouu Ha ue, Jlntea Ta J1aTBisi BXXe MaroTb A40CBI TUMYacoOBOIro
61M0KYBaHHSA TpaHCASAUIT TeNneBisiHMX KaHaniB 3 pOCINCbKNUM KOHTEH-
TOM, SIKi NOPYLLUYHOTb BHYTPILLIHE 3aKOHOAABCTBO.

*  Peter Pomerantsev and Michael Weiss, “The Menace of Unreality: How the Kremlin Weaponizes
Information, Culture and Money”, The Interpreter, November 2014: 6.
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Y Nat.ii Ta ECTOHIi YOTMpKM 3 flecaTn HanbinbLL NONyNsSPHUX Tene-
Bi3iNHMX KaHaiB TaKOX aKTUBHO TPAHCIIIOTb POCINCbKNA KOHTEHT,
a TOMY HepifKO NOLNPHOKOTL KPEMAIBCbKY AesiHdopMalito Ta npo-
naraHgy. OfHiero 3 NpMYMH NPUBaABANBOCTI POCINCbKUX TeNeKaHarnis
B KpaiHax banTii € cyTTeBa pisHMLA MiX hiHaHCYBaHHAM NaTBINCbKUX
Ta poCiiCbKUX KaHaniB. 3a JaHHUMW OOCiAXXEHHS™ aHaNiTUMHOrO LieH-
Tpy MNpunama, Ui kKaHann MaroTb ayauTopito y 24,8 % Ta 16,3 % B JlaTBil
Ta EcToHii BignogigHo. B J1aTBii BNpoBaXytoTb™ 3aKOH, AKMiA monerwye
60poTbOy 3 AesiHdopmauieto PO. Kpim Toro, B J1aTBii BBE/IM Nonpas-
KW™, 3rigHo 3 AKMMK 90 % 3MiCTy OCHOBHUX MaKeTiB MNOCnyr Teneba-
YyeHHs1 Mae 6yTn MmoBamMu EC. OcKiflbKM pOCiiCbKOMOBHA YacTuHa
HaceneHHs JINTBM 3HaYHO MeHLL YMcenbHa, MIMTOBL MOMITHO MeHLLe
nigaaroTbCA BNANBY POCINCbKUX Mefia Ta pifille BUKOPUCTOBYIOTb
POCINCbKi coLMepeXxi.

Takox y 2017 poui Mongoea 3a6opoHuna™ peTpaHcnsauito aHa-
NITUYHMX, NONITUYHUX | BINCbKOBMX Nporpam pocincbkoro teneba-
YeHHS.

MegiiHuii perynsatop Benukoi Bputanii Ofcom Tex nif KiHelb poky
2018 poky 3BUHYBaTUB™ kaHan Russia Today y nopyLueHHi 6puTaH-
CbKOr0 KOAEKCY TenepafioMOBMEHHS.

Y 2018 poui ®paHuin TakoXX NpueaHanacsa Ao KpaiH, AKi MaroTb
3aKoH ans 6noKyBaHHA NponaraHAMCTCbKUX TenekaHanis PO. Micns
BiAKpMTOro BTpy4YaHHA Pocii B dpaHLUy3bKy nepeaBubopyy kamna-
Hito, Mpe3naeHT MakpoH iHilitoBaB 3aKOHM NPOTU iHHOpMaLiMHNX

Fkkk

*  Disinformation Resilience in Eastern and Central Europe, Kyiv 2018; http://prismua.org/wp-

content/uploads/2018/06/DRI_CEE_2018.pdf

«Y NaTBii roTytoTb 3aKOHOMPOEKT, IKWiA MonerwmTb 60poTbBy 3 nponaraHfoto PO», Detector

media, 19 yepBHs 2018; https://ms.detector.media/zakonodavstvo/post/21364/2018-06-19-

u-latvii-gotuyut-zakonoproekt-yakii-polegshit-borotbu-z-propagandoyu-rf/

«Kak JlaTBuA pelunna 3akoHoAaTe;IbHO 60pOTbCS C MpornaraHaomn Ha TeneBuaeHMn?» StopFake,

11 ceHTA6pS, 2018; https://www.stopfake.org/ru/kak-latviya-reshila-zakonodatelno-borotsya-s-

propagandoj-na-televidene/

«MapnameHT MongoBu 3a60poHMB AesiKi BUAM POCiiCbKux Tenenporpam», Detector media 7

rpynHst 2017; https://ms.detector.media/zakonodavstvo/post/20170/2017-12-07-parlament-

moldovi-zaboroniv-deyaki-vidi-rosiiskikh-teleprogram/

*xxxx (UK media watchdog says Russian broadcaster RT broke impartiality rules», Reuters, December
20 2018; https://uk.reuters.com/article/uk-britain-russia-ofcom/ofcom-says-russian-broadcaster-
broke-impartiality-rules-idUKKCN10J121

*kkk
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MaHinynsauin®. «Russia Today Ta Sputnik He noBoguNUCH AK opraHu
npecwu, BOHM NOBOAMWIIUCH K OpraHy BNJIMBY Ta NponaraHay, i HaBiTb
6pexnnMBoil NponaraHan», — NpsiMo ckasae MakpoH™.0OfHe i3 HOBO-
BBeJleHb Hafae rnpaso perynsatopy — Buulin ayaiosisyanbHin pagi
(CSA) — y nepeaBM60OpUMiA Nepiof NPUMUHSTY TPAHCASILIIO MOBHUKA,
AKLLO BiH NOLUMPIOE NOTEHLiNHO Hebe3neyHy iHdhopMaLito 1 nepebyBae
nig BNJAMBOM iHO3EMHUX AEpXKaB.

ByCHOBKHU

Micns Kinbkox pokiB pocicbKoi arpecii B YkpaiHi, nicnsa pagy cnpob
BTpy4YaTUCSs B €BPOMENChKi HaLioHanbHi BU60pW, Nicns KinbKox po3chi-
ZyBaHb, MPOBEAEHMX 3 METOIO 3p0O3yMiTV MacLuTabu BnmBy Kpemns
B 3axiHWX KpaiHax, EBPOMeNCbKi ypsaam HapeLwTi NoTpoxXy NepexoasaTb
BiZL MUTaHHS, UM iCHYe 3arpo3a A0 BXUTTA 3axofiB Ana eheKTUBHOro
NpoTUAIl LbOMY. 3a OCTaHHi POKW 3[INCHEHO YNCNEHHI 3YyCUINA 3 Me-
TOM aKTUBI3aLil ypsaAoBol Ta HeypsAoBoOl Aif/IbHOCTI, CNPAMOBaHOI
Ha MigBWLLEHHA CTIMKOCTI, aHani3 YM NpoTugito aesiHpopmauinHum
KamraHifaM Ta onepadisam sBnnuey Kpemns.

Bce 6inblie kpaiH €C npuainatoTe yBary 60poTb6bi 3 nponarat-
[Ot0 Ha IHCTUTYUiNHOMY Ta iHAMBIAYyanbHOMY piBHAX. OgHaK 6inbL
LUMPOKOro BMCBITIEHHS NMponaraHANCTCbKMUX 3arpo3 Ha perioHanb-
HOMY piBHi BCe Le 6pakye, i HeobxigHa 6iNnblua y4acTb HaliOHaNbHUX
yCTaHOB.

3MiHK B peakLii eBponerncbKux KpalH Ha pOoCiNCbKy 3arposy.

Micnsa KinbKoOX poKiB pOCINCbKOT arpecii € 3HayHi okasu, Lo He-
MOX/IMBO 3anepeyyBaTh iCHyBaHHS Ta aKTyaslbHICTb L€l He6esneku.
Mnan gin €C npoTtu gesiHdopmadii, npuiiHaTMI y 2018 poui, odiuitHo
HasuBae Pocito ronoBHUM AXXepesioM 3arpos. Y Ton vac, K y nepuui
POKM Benncb 6ypxNMBI ANCKYCIT LLoA0 piBHA POCINCbKOI arpecii, cboroa-

*  «flk dpaHuin 6opeTbes 3 herkaMu: AeTani yxsaneHux 3akoHiBy, Detector media, 26 nuctonaga
2018; https://detector.media/infospace/article/142843/2018-11-26-yak-frantsiya-boretsya-z-
feikami-detali-ukhvalenikh-zakoniv/

**  «MakpoH Ha3BaB Russia Today Ta Sputnik opraHamu nponaraHgmu», EBponeicbka npaBga,
29 TpaBHa 2017; https://www.eurointegration.com.ua/news/2017/05/29/7066400/
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Hi Maie HIXTO He 3anepeYye Lboro Yepes fokasun BTOprHeHHs Pocil
B YKpaiHy Ta no4yaTKy MacoBMX orepadi poCinCbKoro BrnauBy.

HesBaxkatoun Ha npobneMu noe’asaHi 3 Brexit, BennkobpuTaHis
6yna sBHMM €BPOMENCbKUM NifepOM Y BifNOBiAi Ha Lo 3arpo3y B €B-
poni. HesBa)katoum Ha BaraHHs pearyBaTu Ha 6pyaHi poCiicbKi rpoLui
BCepeanHi Kpaiiu, BennkobputaHia mobinisyeana €C, oco6nueo nicns
onepau,ii 3 oTpyeHHA Ckpunans.

Xoua Bce ue 6inbluiCTb EBPONENCHKNX YPAAIB He HafjaloTb A0-
CTaTHbOro ¢iHaHCyBaHHA CBOIM BiAMNOBIAHUM FrPOMaAAHCBKUM CY-
cninbcTBaM Asia 60poTboU 3 Lieto NPo6/IeMOID, PYLLINHOD CUIOK
€BPOMNENCbKOro po3yMiHHA Ta pearyBaHHsl Ha 3arposy € LUMpoKa rpo-
MagcbKicTb. (poMagsHCbKe CycninbCTBO B 6ilbLIOCTi EBPONENCHKMX
KpaiHax yCBiJOMMIO L0 3arposy, YacTo KOHTPACTYHOUN 3 BIACHOK
NoNiTUYHOK BNaAoH0.

IIlo morno 6 6yTH 3pobineHo

Kpainu €C noBMHHI MaT 3MOry CBOE€YaCHO pearyBaTtu Ha aesiHbopma-
Lito Ta 3abe3nevyBaTi CNpOCTyBaHHSA (elKiB, 3a6e3mneyytoun BpasmBi
[0 pOCiicbKOi NponaraHam rpynu iHhopmalvieto, 3acHoBaHy Ha (akTax.
Loci Hi B CxigHin, Hi B 3axigHin €Bponi HeMae cnewianbHOro areHT-
CTBa, ke 6 aHasi3yBano BNMB pociicbkoi (abo iHWoi) nponaraHan
Ha pisHy ayguTopito.

Yci pep>xaBu-unenn €C manu 6 posnoyaTu BNacHi NnapnamMeHTCbKi
poschifyBaHHSA LWOAO POCINCbKUX MepeX BMJIMBY Y CBOIX KpaiHax.

KoxxHa KpaiHa Ta €C sk opraH NoBUHHI MaTu LWOAEHHY CUTYaLinHy
06i3HaHiCTb Ta 3aaTHICTb pyMHYBaTH MichM 32 LONOMOIOH NPaKTUYHOMO
npoTuaii iHuMaeHTam gesiHdbopmallil.

€BponencbKi KpalH1 NOBWHHI NPUMUHUTY NeriTuMisaLito pOCinCbKMX
3acobiB AesiHhopmali, Lo BUAATbCs AK “XypHanicTcbki nnatgopmu”,
AKUMM ePeKTUBHO Kepye pocihcbkuin ypsag, 6yab 1o RT, Sputnik un iHwi
POCINCbKi Aep)aBHi TeniekaHanu.
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TACKLING KREMLIN
DISINFORMATION IN THE EU

Oleksii POLEGKY],

doctor of political science,

Canadian Institute of Ukrainian Studies,

member of the Advisory Council of the Center for Public Diplomacy

Information warfare and hybrid threats have become a security
challenge for many countries in the 21st century. They reflect significant
changes in the nature of international security, especially related to
the aggressive revanchism of the Russian Federation. In 2014, Russia
started an open war against Ukraine, and at the same time, Moscow
began to actively implement operations of influence against Western
democracies.

The threat of Russian disinformation is becoming increasingly
relevant for all European countries. Some countries have begun to realize
the severity of the threat, but other governments still doubt whether such
a threat exists for them or even tolerate a Russian presence in Europe.
Many governmental and non-governmental initiatives and institutions,
especially in the Central and Eastern European region, have tried to
identify, analyze, expose and tackle Russian propaganda.

Czech analytical project Kremlin Watch Monitor™ has divided the
EU countries into three parts according to their reaction to Kremlin
propaganda: from Moscow collaborators to active fighters against
disinformation. According to their classification, the leaders in

*  Kremlin Watch Report, «The Prague Manual», 30.04.2018; https://www.kremlinwatch.eu/userfiles/
prague-manual.pdf
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countering the Kremlin's disinformation machine are the Baltic states,
Sweden and the United Kingdom. Most European countries are
«concerned», although not very much, and about a third of countries
simply deny the problem, and Greece and Cyprus openly support the
Kremlin's narratives.

Most European countries are not ready to fully investigate and
expose Russian networks of influence in their countries. Apart from
the UK'’s parliamentary bodies, no comprehensive official investigation
has been conducted on the European continent into Russian networks
of influence, Russian ties to European political parties, or Russian
interference in various European elections and referendums.

As the Kremlin Watch Monitor” project explicitly notes, most European
governments do not make sufficient efforts to protect their democratic
states and do not provide their citizens with public information on these
major threats. EU member states agree on what should be done at
the EU level, but due to a lack of political will, most member states are
unwilling to finance practical measures to counter this threat. Most
countries that understand the Russian threat are small and medium-
sized, and most of them are recipients of subsidies from the EU budget.
The major member states, such as France, Spain, Italy or Germany, do
not implement the necessary measures. For example, the German
political establishment insists on implementing the Russian geopolitical
project Nord Stream 2, which contradicts European geopolitical and
security interests.

Russian instruments of influence

The Russian military doctrine considers information warfare as a
permanent «war in peace». For Russia, creating hybrid threats is its main
strategy. An important aspect of Russian information and psychological
operations is the so-called reflexive control (RC), which is closely related

*  «Kremlin Watch Strategy for countering Russian interference», Kremlin Watch 2019; https://
www.europeanvalues.net/wp-content/uploads/2019/12/Kremlin-Watch-Strategy.pdf

42



to the Chinese concept of «stratagems» and the American concept of
«perception management».

Modern Russian propaganda focuses primarily on disinformation
campaigns, and its methods do not include promoting a particular
worldview, ideology or way of life, but rather relativizing and fragmenting
information in order to destroy the foundations of rational perception
of any information and destroy the foundation of social trust in EU
countries.

It should be noted that there are several important elements in
the strategy of the Russian Federation in conducting an information
warfare. First, Russia’s approach to the information struggle is a holistic
(integrated approach), that is, it combines digital-technological and
cognitive-psychological attacks. Although military and digital sabotage
is aimed at disorganizing, disrupting and destroying the managerial
capacity of the state, psychological sabotage is aimed at misleading
the victim, discrediting the leadership, disorienting and demoralizing
the population and armed forces.

Secondly, it is unified («unity of efforts»), since it synchronizes the
information struggle with military, political, etc. actions and it is also
unified from the point of view of cooperation and coordination of the
spectrum of state and non-state actors, such as military, quasi-military
and non-military.

Third, an information campaign is a continuous (the principle of
«continuity») strategic effort. It is conducted both in «peacetime» and
wartime simultaneously in domestic and international media and social
networks.

Russia uses” the «soft power» tools to disguise the efforts of «soft
coercion» aimed at preserving its sphere of influence. The activities
of influence groups combined with the Russian state administrative
resource and security apparatus, as well as the influence of the Russian
Orthodox Church, pro-Russian elites, mass culture and the media can

*  Lutsevych, O. Agents of the Russian World Proxy Groups in the Contested Neighbourhood.
Research Paper, Chatham House, 2016; https://www.chathamhouse.org/sites/default/files/
publications/research/2016-04-14-agents-russian-world-lutsevych.pdf
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seriously damage the political processes and democratic development
of countries in the region. The events in Crimea and Donbas have
shown the important role of Russian non-state actors in fueling the
conflict.

The Kremlin does not always create socio-political problems, but
it has learned to use existing contradictions to its advantage. The
migration crisis and terrorist attacks in Europe have been used by the
Kremlin to criticize the «West» and incite hostility within EU countries
reinforcing the dichotomy of a «strong Russia» against a «weak,
decadent West.» For example, in Germany, public concern and interest
in hostile information operations was caused by the Lisa case’, in which
Russia tried to increase anti-immigrant sentiments.

Brexit also gave Russia a chance to take advantage of anti-European
sentiments and strengthen its illiberal allies. The part of the agenda
for changing Russia’s image abroad is to emphasize the country’s role
in preserving «traditional European values» and elevate Putin as a
«conservative icon».

The Russian strategy to promote its interests in Europe is based on
the following areas.

Russian economic instruments

The companies associated with the Kremlin use economic means to
exert political influence in targeted European states. Their activities are
most prominent in the energy sector. The strategic energy agreements
between European countries and firms help the Kremlin to impose its
political and geopolitical interests. They increase the state’s dependence
on friendly relations with the Kremlin, and can potentially be a tool for
blackmailing the political leadership.

*  The «Lisa case»: Germany as a target of Russian disinformation, 25 July 2016; https://www.nato.
int/docu/review/articles/2016/07/25/the-lisa-case-germany-as-a-target-of-russian-disinformation/
index.html
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Search for political allies

The Kremlin is trying to develop relations with political actors in high
positions. These key figures can be supported financially, ideologically,
or in the media in exchange for the Kremlin's support. One example of
this practice in Europe is Czech President Milos Zeman, Marie Le Pen
in France, and many others.

Support for European radical and
extremist groups

Especially, but not exclusively, in European countries where Russia has
failed to secure high-level support, the Kremlin uses the support of
radical and extremist forces. Their political and ideological orientations
do not have a fundamental difference, but the anti-systemic factor is
crucial. Through these groups and movements, the Kremlin incites
confrontation within these countries and purposefully destroys
democratic institutions.

Use of «public diplomacy»
and public organizations

The interests of the Russian Federation are often promoted by allegedly
non-governmental organizations or non-governmental organizations
incorporated by the government. The purpose of their activities is to
influence European public opinion and shape an «understanding» of the
Russian view of politics. These organizations play the role of influential
actors who use legitimate means of democratic discussion to legitimize
the Russian regime and politics abroad. For example, these are the or-
ganizations such as the «Dialogue of Civilizations» think tank in Berlin,
which is headed by Vladimir Yakunin, who is closely associated with
Vladimir Putin. This organization is used to promote Russian interests
and support some politicians and influential figures, including former
Czech President Vaclav Klaus or former German Chancellor Gerhard
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Schroeder. In light of Russia’s annexation of Crimea and Russian aggres-
sion in eastern Ukraine, open or covert support for such organizations
should be a matter of concern for the EU.

Mass media

The Russian media, especially international resources such as RT and
Sputnik, have become an important tool for spreading anti-Western
narratives and disinformation on Russia’s international relations and
foreign policy.

Ethnic minorities and «compatriots»

Ethnic Russians living in European countries are considered by the Russian
Federation as a potential base that can be used for military and foreign
policy purposes. The «protection» of the Russian minority or «<compatriots»
abroad, including access to relevant cultural, ideological and patriotic
information and education, in particular in the Baltic states, Germany and the
Czech Republic, is another reason for Russia to spread its influence.

European response to information threats

In recent years, many thorough investigations” have been carried out that
examine in detail the ideological and conceptual basis of the Russian
approach to information warfare and describe in detail the prompt
measures taken by the Kremlin.

According to the Action Plan against Disinformation™ adopted
by the EU, disinformation carried out by the Russian Federation
poses the greatest threat to the EU. It is systematic, but Russia has
sufficient resources and it is of a different scale compared to other
countries.

*  EUvsDisinfo, Studies and Reports; https://euvsdisinfo.eu/reading-list/
**  Action Plan against Disinformation, 5.12.2018; https://eeas.europa.eu/sites/eeas/files/action_
plan_against_disinformation.pdf
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In order to counteract the policy of the Russian Federation on the
spread of fakes, the European Union in 2015 established a working
group on strategic communications called East StratCom Task Force.
Based on the Strategic Communication Action Plan adopted on 22 June
2015, the mandate of the East Strategic Communication Task Force
includes three areas of measures: 1) effective communication and
promotion of EU policy regarding the Eastern Partnership countries;
2) strengthening the media in the Eastern Partnership countries and
member states, including supporting media freedom and strengthening
independent media; 3) Improving the EU’s ability to predict and respond
to Russian disinformation.

On December 5, 2018, the European commissioners presented a plan
to counter disinformation designed to protect the elections in Europe
from possible interference. The EU Communication Task Force (East
StratCom Task Force) has identified more than 3 thousand cases of
disinformation from Russian-language media in two years. The plan
presented in 2018 provides for an increase in the budget from 1.9 million
euros this year to 5 million euros.

EUvsDisinfo is a project of the European External Action Service’s
East StratCom Task Force’. It was created in 2015 to better predict
and respond to the current disinformation campaigns of the Russian
Federation affecting the European Union, its member states and
neighboring countries. The main goal of EUvsDisinfo is to raise public
awareness and understanding of the Kremlin's disinformation operations
and help citizens in Europe and beyond develop resistance to digital
information and media manipulation. Using data analysis and media
monitoring in 18 languages, EUvsDisinfo identifies, collects and exposes
cases of disinformation originating from pro-Kremlin media distributed
in the EU and Eastern Partnership countries.

*  Questions and Answers about the East StratCom Task Force, 05.12.2018; https://eeas.europa.
eu/headquarters/headquarters-homepage/2116/-questions-and-answers-about-the-east-
stratcom-task-force_en
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NATO Strategic Communications Center* started working in January
2014. An example of the activity of pro-Russian «bots» was the visit of
Donald Trump to Europe in 2018. According to the data™ of NATO Strategic
Communications Center (Stratcom), during the period from May 1 to July
31, 2018, bots and trolls wrote 49 % of all Russian-language messages
about NATO in the Baltic states and Poland. At the same time, the 2018
NATO Brussels summit fell on July 11-12. Among the accounts that was
used to write in Russian, 36 % were automated (bots). For comparison,
bots made up 14 % of all English-language accounts and created 19 % of
all English-language content in the quarter.

As indicated in the report of the UK Parliament’s Commission™ for
the investigation of Russian influence, although the UK Government has
provided evidence of Russian activities in the Skripal poisoning case, it
is reluctant to accept evidence of interference in the 2016 referendum
on Britain's exit from the EU. (For example, research has shown that
Russian accounts posted more than 45.000 Brexit messages in the
last 48 hours of the campaign alone.) According to this report, the
UK, like other countries, is clearly vulnerable to covert campaigns of
information influence, and the government should conduct an analysis
to understand the extent of manipulation of voters by foreign players
during the past election. The legislation should comply with the latest
technological developments and clearly highlight the illegal influence
of foreign players on the democratic process.

At the same time, the Russian information influence on the
destruction of Euro-Atlantic solidarity is yielding results. For example,
53 % of French citizens and 58 % of German citizens stated in a 2015
Pew survey that their country should not use military force to protect
a NATO ally if Russia attacks it. In 2020, when asked whether or not
their country should use military force to protect a NATO ally from a

Fkk

*  Stratcom; https://stratcomcoe.org/
**  NATO Strategic Communications Centre of Excellence, “Robotrolling”, 2018/3; https:/www.
stratcomcoe.org/robotrolling-20183
*** Democracy is at risk from the relentless targeting of citizens with disinformation, 18 February
2019; https://houseofcommons.shorthandstories.com/dcms-committee-disinformation-fake-
news/index.html
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hypothetical Russian attack, only five of the 16 member states surveyed,
namely the Netherlands, the United States, Canada, the United Kingdom,
and Lithuania, believe that they should use such force.

The belief that their country should respond to Russia’s hypothetical
attack on a NATO ally has become less common in several countries
over time. In Italy, for example, only a quarter of respondents in 2019
stated that their country should protect a NATO ally, up from four out of
ten in 2015. A similar reduction during this period occurred in Poland
(-8 percentage points), Spain (-7) and France (-6). However, support
for the protection of other NATO member countries has increased in
the UK since 2015 (+6).

The countries of Eastern and Central Europe
have become a proving ground for new Russian
methods of propaganda and the special

targets of information warfare

Estonia, Lithuania and Latvia, as Member States of the European
Union, respond best to Russian disinformation due to their political
recognition of threats and the actions of their governments aimed at
fighting information threats.

Estonia received NATO support in 2008 to establish the Cooperative
Cyber Defense Center of Excellence in Tallinn. In 2014, Riga became the
base for the Strategic Communications Center of Excellence which is
another NATO organization fighting Russian influence.

To oppose internet trolls in the Baltic states, the «elves movement»*
was born in 2016. These are activists trying to expose information
manipulation on the internet. In 2018, «elves» began to develop™ actively
in the Czech Republic. In 2015, two leading Czech think tanks launched
specialized programs on Russian influence and disinformation. The

*  Lithuanian ‘Elves’ Combat Russian Influence Online, December 28, 2016; https://www.voanews.
com/europe/lithuanian-elves-combat-russian-influence-online

**  «The elves movement against Russian internet trolls becomes popular in the Czech Republic»,
Detector.media, 30 October 2018; https://ms.detector.media/manipulyatsii/post/22005/2018-
10-30-rukh-elfiv-proti-rosiiskikh-internet-troliv-nabirae-populyarnosti-u-chekhii/
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Kremlin Watch Monitor* program is aimed at identifying and opposing
tools of Russian influence and disinformation, and it is a program of
a non-governmental organization European Values Think-Tank, and
also the Prague Security Studies Institute has launched its initiative to
counter Russian influence.

Since the end of 2015, three major central European think tanks:
GLOBSEC Policy Institute, Political Capital Institute and European Values
Think-Tank publish the weekly Information Warfare Monitor.

In addition to Radio Free Europe/Radio Liberty located in the Czech
capital since 1995, Prague publishes news in Russian via Russian
Language News Exchange, a program mainly funded by the Ministry
of Foreign Affairs of the Netherlands.

In October 2016, the Association for International Relations (AIR)
has launched a Czech version of the Ukrainian website StopFake.org,
the purpose of which is to verify or refute disinformation about the
situation in Ukraine.

Bellingcat.com is an innovative group of investigative journalists
who use social networks and information from open sources to
analyze events on the ground in conflict areas, especially in Syria and
Ukraine.

Free speech and information threats.

The free speech is an extremely important element of the European
architecture of democratic governance. However, in situations of
external influence, free speech also becomes the «weak link» that the
Kremlin uses to promote its influence. «The Kremlin utilizes the idea
of freedom of information to introduce disinformation into society.
(https://imrussia.org/media/pdf/Research/Michael_Weiss_and_Peter_
Pomerantsev__The_Menace_of_Unreality.pdf) The effect is not to
convince (as in classical public diplomacy) or gain trust, but to sow
confusion through conspiracy theories and spread lies,» as Peter

*  Kremlin Watch; https://www.kremlinwatch.eu/
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Pomerantsev and Michael Weiss" described the Russian information
war.

To reach an audience in European countries, Russia uses loopholes
in EU regulations. The Russian media constitute the biggest problem for
the countries with a significant part of the Russian-speaking population.
The Russian-speaking population and older people are the groups that
are most affected by Russian propaganda. Of course, native Russian
speakers are not a homogeneous group and have rather different
political preferences and levels of integration. The most significant
factor is the level of use of Russian media.

According to EU law, it is possible to register a media outlet in
any EU member state if one of the members of the media company’s
management board resides in that country. The Baltic states point out
that this approach does not allow them to properly regulate media
companies, since they are subject to the laws of other countries. Despite
this fact, Lithuania and Latvia already have experience in temporarily
blocking the broadcast of television channels with Russian content
violating domestic law.

In Latvia and Estonia, four of the ten most popular TV channels
also actively broadcast Russian content, and therefore often spread
Kremlin disinformation and propaganda. One of the reasons for
the attractiveness of Russian TV channels in the Baltic states is
the significant difference between the financing of Latvian and
Russian channels. According to the Prisma think tank study™, these
channels have an audience of 24.8 % and 16.3 % in Latvia and Estonia,
respectively. Latvia is introducing™ a law that facilitates the fight
against disinformation of the Russian Federation. In addition, Latvia

*  Peter Pomerantsev and Michael Weiss, “The Menace of Unreality: How the Kremlin Weaponizes
Information, Culture and Money”, The Interpreter, November 2014: 6.
**  Disinformation Resilience in Eastern and Central Europe, Kyiv 2018; http://prismua.org/wp-
content/uploads/2018/06/DRI_CEE_2018.pdf
**%  «In Latvia a draft law is prepared that will facilitate the struggle against Russian propaganda”,
Detector media, 19 June 2018; https://ms.detector.media/zakonodavstvo/post/21364/2018-
06-19-u-latvii-gotuyut-zakonoproekt-yakii-polegshit-borotbu-z-propagandoyu-rf/
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has introduced amendments” according to which 90 % of the content
of the main packages of television services shall be in EU languages.
Since the Russian-speaking part of the Lithuanian population is much
less numerous, Lithuanians are noticeably less influenced by Russian
media and less likely to use Russian social networks.

Also in 2017, Moldova banned™ the re-broadcasting of analytical,
political and military programs of Russian television.

The UK media regulator Ofcom also accused™ the Russia Today
channel of violating the British Broadcasting Code at the end of 2018.

In 2018, France also joined the countries that have a law that allows
blocking Russian propaganda channels. After Russia openly interfered
in the French election campaign, President Macron initiated laws against
the manipulation of information™. «Russia Today and Sputnik didn’t
behave like organs of the press, they behaved like organs of influence
and propaganda, and mendacious propaganda,» Macron said bluntly™.
One of the innovations grants the regulator, i.e. the Superior Council of
the Audiovisual (CSA), the right to stop broadcasting during the pre-
election period if a broadcaster disseminates potentially dangerous
information and is under the influence of foreign countries.

Conclusions

After several years of Russian aggression in Ukraine, after a number
of attempts to interfere in European national elections, after several

*  «How did Latvia decide to legislatively fight against propaganda on TV?» StopFake, 11 September
2018; https://www.stopfake.org/ru/kak-latviya-reshila-zakonodatelno-borotsya-s-propagandoj-
na-televidene/

**  The Parliament of Moldova prohibited some kinds of Russian TV programmes”, Detector media,
7 December 2017; https://ms.detector.media/zakonodavstvo/post/20170/2017-12-07-parlament-
moldovi-zaboroniv-deyaki-vidi-rosiiskikh-teleprogram/

*** «UK media watchdog says Russian broadcaster RT broke impartiality rules», Reuters, December
20 2018; https://uk.reuters.com/article/uk-britain-russia-ofcom/ofcom-says-russian-broadcaster-
broke-impartiality-rules-idUKKCN10J121

***% «How France fights against fakes: details of approved laws», Detector media, 26 November
2018; https://detector.media/infospace/article/142843/2018-11-26-yak-frantsiya-boretsya-z-
feikami-detali-ukhvalenikh-zakoniv/

**+k* “Macron called Russia Today and Sputnik as the organs of propaganda ", European Pravda, 29
May 2017; https://www.eurointegration.com.ua/news/2017/05/29/7066400/
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investigations conducted to understand the extent of the Kremlin's
influence in Western countries, European governments are finally gradually
moving from the question of whether there is even a threat to adoption of
measures to effectively counter it. In recent years, numerous efforts have
been made to intensify governmental and non-governmental activities
aimed at increasing resilience, analyzing or countering disinformation
campaigns and operations of the Kremlin's influence.

More and more EU countries are paying attention to fighting
propaganda at the institutional and individual levels. However, greater
coverage of propaganda threats at the regional level is still lacking, and
greater involvement of national institutions is required.

Changes in the response of European countries to the Russian
threat.

After several years of Russian aggression, there is considerable
evidence that it is impossible to deny the existence and relevance of
this danger. The EU’s action plan against disinformation adopted in
2018 officially identifies Russia as the main source of threats. While
in the early years there were heated discussions about the level of
Russian aggression, today almost no one denies this fact because
of the evidence of Russia’s invasion of Ukraine and the beginning of
massive Russian influence operations.

Despite the challenges associated with Brexit, the UK has been
clearly a European leader in responding to this threat in Europe. Despite
hesitating to respond to the problem of dirty Russian money inside
the country, the UK has mobilized the EU, especially after the Skripal
poisoning operation.

While most European governments still do not provide sufficient
funding to their respective civil societies to address this problem, the
general public is the driving force behind European understanding
and response to this threat. Civil society in most European countries
has recognized this threat, often in contrast to its own political
authority.
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What could be done

EU countries should be able to respond to disinformation in a timely
manner and ensure that fakes are refuted by providing groups vulnerable
to Russian propaganda with information based on facts. So far, neither
in Eastern nor Western Europe has there been a special agency that
would analyze the impact of Russian (or other) propaganda on different
audiences.

All EU member states should launch their own parliamentary
investigations into Russian networks of influence in their
countries.

Every country and the EU as a body should possess daily situational
awareness and ability to destroy myths through practical counteraction
to disinformation incidents.

The European countries should stop legitimizing Russian
disinformation means that are presented as “journalistic platforms”
that are effectively managed by the Russian government, whether it is
RT, Sputnik or other Russian state-owned TV channels.
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GAKTYEKIHI I IIONIUPEHHSA
®EHNKIB Y HOBUX ME[IA:
BUKJIMKH OJISI XKYPHAJIICTChKMX
CTaHJapTIB

HOap'a TITYIIEHKO,

aHaalmuk-cnigpatimep,

KepIBHUK 0enapmaMeHmy KOMYyHIKayill

B HauioHaABHIU acoylayll a0BoKamiB YKpaiHu

Pocincbki Mepia noHaa ABa AeCATUNITTS 34iNCHIOBANY TUXY OKynaLlito
yKpaiHCbKOro iHpopMaLinHOro NpocTopy, NPoTe, PO3YMiHHSA IXHbOI poi
AK IHCTPYMEHTY 30BHILLUHBbOrO MOAITUYHOrO BTPYYaHHA Ta ifeonoriyHoro
BM/IMBY Ha rPOMaZCbKY AYMKY YiTKO cchopmMyBanocs Tinbku 2014 poky
nig BNIMBOM aHekcil Kpumy Ta okynauii TepuTopin 2 npuKopAOHHUX
obnacTten. TenebauyeHHs B Pocii — cunoea cTpykTypa. Liei gyxe
JaBHii xapT caTtupuka BikTopa LUeHaepoBuYa, Nig SsKUM HanpuKiHUi
1990-x «<xoBanu» onirapxiyHi, ane HesanexHi Bif AepXxaBu PoOCiNCbKi
TenekaHanu, cTaB A5 YKpaiHCbKOT LUIMPOKOT ayaAnTopii | Ans obpaHoi
2014 poky yKpaiHcbKoi Bnaaun hopMysoro yCBiJOMIIEHHS HeGE3MeKU
Bif MpoBOKaLiin, nponaraHam i HOBUX TEXHONOTiN B pyKax pPOCIiNnCbKUX
aepxxaBHnx 3MI. Came TexHOMOriYyHa nepeBara i cTpaTerivyHe nna-
HyBaHHS (3a SIKUM CTOSININ He NULLE BENNYE3HI AiepXaBHi 6roXeTu
P®, ane i uinicHi umMBinisauiHi WoBIHICTMYHI Bisii poni Pocii'y cBiTi)
J03BOSIUN POCIACHKIN MaLLMHI MponaraHAn BNMBAaTU Ha CyCNinbCcTaa
Pi3HUX KpaiH, rpatovmchb reornoniTMYHOR KapToto CBITY. AK 3acBiguunu
nogii nicna 2014 poky, YkpaiHa — Le nu1uie NoairoH Ansa rnoéanbHux
BUNPOBYBaHb POCINCbKMX CUM MacoBOI AesiHpopmMalLlii.
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Bianosigato Ha nepuii MacluTabHi iHbopmaLiiHi 3arpoau i ausepcii
cTanu GaKTyYeKiHroBi opraHisauii — TOYKM NPOTUAIT MacoBii Henpasg,,
OpraHisoBaHi, Han4acTilwe, 3yCUnsasMu rpoMafiIaHCbKOro cycninb-
CTBA, BOJIOHTEpIB, NpaUiBHUKIB Mefia, Ae novyanu 3’ABNATUCA OKPEMI
Nigpo3ainu, Wo 3anMaroTbCsl NepPEBIPKOLO My6NIYHONO KOHTEHTY. fAK
BiloMO, (PaKTYeKiHr — Le aHaniTMYHa nepeBipka pakTiB, ika nonsirae
B TOMY, LLLO6 NepecBigyyBaTMCs B JOCTOBIPHOCTI, MOBHOTI i HAZIAHOCTI
iHpopmaLlir.

30a€eTbCes, WO Lie TakKuil 3BUYHUIA NPOLEC, AKUIA POOUTL KOXHUI
YKypHaricT, ane Hapasi GakTyeKiHI BUOKPEMIIIOIOTb K OKpeMuii BUj
XYPHanNiCTCbKUX poscnifyBaHb, akuin 3 2003 poky po3BUBAETbLCSA | OCO-
6/1IMBO aKTUBHMIA pO3BMTOK crocTepiraeTbest 3 2015 poky. OcobnmBicTio
(haKTYeKiHry € Te, o BiH He MOXKe I'PYHTYBaTMCS Ha iHCalnaepCbKiin
iHbopMaLii XXypHanicTis, a npautoe 3 odilitHUMKN faHMMK, cTaTUC-
TUKOLO, BiANOBIASMM Ha Ny6iYyHi 3anNUTK 40 OpraHiB Blaan, 3aKOHO-
JaBCTBOM Ta flyMKOO peasibHUX eKCNepTiB, KOMMNETEHTHICTb AKUX €
nigTBepmxeHoto (skwo Le KoBig, To pakTyekep afpecye NUTaHHsA
[0 iHdekLioHicTa, a He Belyuoro MenYHoI pagionporpamu). Hanpu-
Knag, KepenbHUMK 6aszaMu MOXYTb 6yTU pecypcy [lepkaBHOI Cry»6m
CTaTUCTMKM YKpaiHu, MiHicTepcTBa diHaHciB YKpaiHu, [lep>xaBHoi
KasHayencbKoi cnyx6u YkpaiHu, BepxoBHoi Paan Ykpainu, KabiHeTy
MiHicTpiB YKpaiHu, HauioHanbHoro 6aHky YkpaiHu, MixkHapoaHoro
BantoTHOro GoHAy, BcecBiTHbOro 6aHKy Ta iH.

Yomy 2015 pik € 3HaKOBUM Yy PO3BUTKY TaKol iHPpopMaLliiHOI ekcrnep-
Tn3K, K hakTuekiHr? | B YkpaiHi, i B cBiTi 2015-2016 poku npuHecnu
Ay>xe 6araTo NoNiTUYHOT, FeoNONITUYHOI i LiHHICHOT TypOY/IeHTHOCTI,
sIKa NocTaBwW/a BENMKI BUKIMKKU Nepeq TpaguuinHUMK Megia i HaBiTb
CTabiNbHUMWN PO3BUHEHUMM AEMOKPATUYHUMM CYCNiSIbCTBAMM.

®elikyn, AK 3apas Ha3MBaktOTb MOMUIKOBI HOBMHMW, CTanu 3arpo-
)KyBaTu CTabiNlbHOCTi LUMx cycninbcTB. MacliTabu IXHboro 6e3nepe-
LWUKOAHOrO MOLUMPEHHSA Habynun 6e3npeLiefeHTHOro BUMIpY, | Hapasi
€KCNepTun CXMNbHI OUiHOBaTK AesiHdhopMalito i nponaraHay sik 3arpo3sy
HauioHanbHin 6e3neui. BigTak, NpoTugin iM € 3aBAaHHAM He fmLle
XYpHanicTiB, ane i AepXXaBHUX iIHCTUTYLN, | BUSHAETLCS BUKIIUKOM
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HaLioHanbHin 6e3neui. Y €BponercbkomMy Cotosi OnepaTmMBHa po-
604a rpyna 3si cTpaTeriyHMx KoMyHikauii (East Stratcom Task Force)
6yna cTBOpeHa y ckiafi EBponeincbKoi CnyXKo6u 30BHILUHbOT NOMITUKK
(European External Action Service) y 6epesHi 2015 poKy cneuiasnbHo
Ana Toro, Wwo6 pearyBaTu Ha «ge3iHdopMaLiitHi kamnaHii Pocii».

Y 6epe3sHi 2018 poky Komicap EC 3 undposoi ekoHoMikM Mapist
[abpienb Npe3eHTyBana gonoBigb" baratomipHuii nigxig Ao aesiHgpop-
Madii, B AKOMY 3anpOnoHOBaHO KOHKPETHI 3axoAu A5 MPOTUCTOSHHSA
3aBifoMo HenpaBauBii iHpopmaLii B 3MI i coumepexax.

Hag ponosigaro™, onpuntogHeHoto 12 6epesHs, npautoBanu 39
daxiBuiB y cepi Megia, cepep AKUX BifoMi XXypHanictn, npodeco-
pv BYy3iB, NnpefacTaBHUKM Twitter, Google i Facebook. [lokymeHT cTaB
BiANOBIfAI0 Ha pO3NOPAAXKEHHSA ronoBu EBpokoMmicil XKaHa-Knopga
lOHKepa Npo HeobXigHICTb 3aXMCTUTK rpoMagsaH EC Big HAapoCTa4oro
NoToKy (hernKoBUIA HOBUH, FTOJIOBHUM iHCTPYMEHTOM MOLUMPEHHS AKUX
3anNunLwarTbCa CoLMepeXi Ta iHLWi OHNarkH-NnaThopmu.

Ha nymky aBTOpiB AOMOBIAI, cNI0BOCNONyYeHHSA «penkoBa HOBMHa»
nepecTano BijobpaxaTu BeCb MacLUTab Nnpobnemu, 6inbLl TOrO — HUM
HepiZKO 3M0BXMBaKTb MONITUKU. TOMY eKCnepTu NPONOHYTb BU3HATU
ofiHieto i3 3arpo3 aemMokpartii B EC aesiHdbopmalito — To6To «BCi hopmu
HenpaBAMBOI, HETOYHOI @60 TaKol, L0 BBOAUTb B OMaHy, iHpopmaliil,
AIKY CTBOPUAU, ONPUITIOAHUAN | MPOCYBalOTb 3 METOLO NMPUBYTKY abo
HaBMMWCHOIO 3aMOAiAHHS LWKOAN CYCMiNIbCTBY».

BignoBigHi KopekLii 6y/iM BHECEHiI i O cTpaTeriyHmx JOKYMeHTIB™,
AIKi BU3HaYaloTb CTpATErito HauioHanbHOI 6e3nekn B YKpaiHi.

3 TOro X Yacy, KM MU MOXEMO Ha3BaTW PO3ropTaHHAM r1o6anbHON
KpW3u NONiTUYHOT cTabinbHOCTI, MM 6a4MMO, AIK NepeBipKa A0CTOBIPHOCTI
iHpopMmaLii ycknagHunacs. Ha noniTM4HOMyY ropM30HTI LEMOKPaTUYHMX
KpaiH 3'sBunucs noniTMKM i nocafoBL,, siki caMi € AykepenoM HernpaBau-
BoOI iHbopMaLii. ABTOpMTET iXHix Nnocaj Ta AoBipa A0 HUX CyCniNbCTBa

*  https://ec.europa.eu/digital-single-market/en/news/final-report-high-level-expert-group-fake-
news-and-online-disinformation
** ec.europa.eu/newsroom/dae/document.cfm?doc_id=50271
**% https://zakon.rada.gov.ua/laws/show/47/2017 #Text
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BUKOPUCTOBYIOTbCA HUMM ANS NleriTuMaLil Henpasau, Ky BOHW MOLUNPHO-
toTb Yepes 3MI Ta couianbHi Mepexi. 3rafganMo, K posroptanuncs nogir
B AMepuuj, ae Bu6op4ya kamnaHist 2016 poky cTBopvna Takuit eHOMEH,
AK kKaHauaat Tpamn. BiH ogpaasy ctaB ¢yiarMaHOM Y MOLUMPEHHI Here-
peBipeHMx GaKTiB, NapanefibHO aTaKytoum XXypHasnicTCbKi cTaHaapTu
i IHCTUTYUINHY NOTY)XHICTb NatopanicTuyHmMx Megia. 3a 1200 gHis cBoEl
KageHUil Tpamn 3po6ue 6inbLue 20 TUCAY HenpaBAUBUX MOBIAOMIIEHD,
36epiratoumn AnHaMiKy nepefBMO0PYOI KaMMaHii 3a LM NOKasHUKOM.
JlokazaMu Takoi eKCTpaopAMHapHOi MOBEAHKM rNaBu Aep)KaBu € BU-
najku BuaaneHHs noro TBITiB agMiHicTpadieto TBiTTepa 3a NOPYLLEHHSA
npaBwn CNiflbHOTM KOPUCTYBaYiB LibOro pecypcy Ta 610KyBaHHSA akayHTy
Moro nepeBmbopYOro WTaby y ceprHi 2020 poky.

Baknueo yceigoMnTy, WO B YKpaiHi us TeHAEHLIS AyXe CUNbHO
nposiBunacs nif yac npesunaeHTcbkoi Kamnarii 2019 poky. Hawwa kpa-
THa onuMHMNacsa B cuTyauii, Konv HenpaBAuBY iHPopMaLito, MaHiny-
NAuil i penky NoWMpPOOTL He NuLle 330BHi, 3 60Ky KpaiHu arpecopa.
OdoiuinHi ocobm i NONITUKM yce YacTiwe cTatoTb Axepenom derkis
i MaHinynsLin, SKi NigpuBatoTb CYCNiNbCTBO, 36YPIOKOTb, CMPUUNHAOTH
HEHaBUCTb | XEATEPCTBO, NJIeKatoTb HE3[,0pOBY aTMocdepy HeAOBIpU
i cTpaxy. MUHynuiA pik 3MiHMB OCTaTOYHO MeAiiHMIA naHawadT i noni-
TUYHUIA AnCKYpC B YKpalHi.

Tpeba TakoX yCBiLOMUTH, LLO Lie Ay>Ke rnobanbHa icTopis, sika MoXxe
NOSICHIOBATUCSA i LIHHICHUMW 3MiHaMU MOCTMOAEPHUX CYCNINbCTB,
i MOWMPEHHAM coLlianbHUX Mefia, BNMB AKUX CMiBCTaBHUM i3 Tene-
6ayeHHAM. BigbyBaeTbcs LiHHICHMI 3naM i KyNbTypHe 6aHKPYTCTBO,
XBUNA AKX pinwna i go YkpaiHu. Came ToMy cycninbCcTBa, BTpava-
FOUMN OPIEHTUPWU, paf0 CNPUIMAtOTb TaK 3BaHi aflbTepHATUBHI ¢dak-
T, Ik Tpamn HasnBae CBOI XMOGHI 3asBY, | PparMeHTYHOTbCSt BHACi-
OOK CMPUMHATTA PiSHUMK FpynamMu pisHoro, a iHofi i cynepeynneoro
KOHTeHTY. Lli rpynn 06’'eAHYOTbCA AOBKO/A CBOIX BipTyasbHUX iCTUH
i He KOMYHIKYIOTb OfjHa 3 O4HOLO, BAAKOUNCH iIHKOIM A0 KOHPPOHTAL i
y peanbHOMY CBITi.

B YkpaiHi ¢pakTueKiHr nowmpmnsecs 3aBaAaKu NigTpMMLI iHO3eM-
HUX NapTHepiB. [1o KNnacn4yHoro dakTYeKiHry HanexaTb 3 iIHCTUTY-
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Lii — «Cnoeo i Aino», StopFake i VoxCheck. IxHiil KOHTEHT € BiAKPUTUM,
i BApTO B XXypHanicTCbKiii po60Ti Ta MPOCTO LUMPOKIN ayauTopil Yac Big
yacy 3axOfUTK Ha TXHi calTu i NepeBipsATU TOUYHICTb NONITUYHNX 3aSB
abo eKOHOMIiYHi OLiHKK. TeMa KOpPOHaBipyCy TaKoX BapTa NnepeBipKu
Ha crnpaBXHiCTb NOBIJOMIIEHD, | MO BCbOMY CBIiTY BOHa CTasna Ayxe
CNpUATAMBUM MaTepianom NS NOLWMPEHHS NCeBAOMEANYHUX Ta IHLIMX
telKoBUX HOBMH i MacoBoi icTepii (pakTyekepu 3acsigunnu, Wwo anro-
PUTMU COLMEPEX CMPUANN MOLUMPEHHIO HEMpaBAuBUX MOBIJOMIIEHD
npo KopoHasipyc. CTopiHkKM 3 Ton-10 canTiB, WO NOWNpPOOTb heinku
Ta Teopii 3MOB MpO 3/10POB’A, OTPUMaNM MalXe B YOTUPK pasu GinbLue
nepernagie B Facebook, Hixk Ton-10 canTiB 3 4OKA30BOO iHpopMaLi-
€10.). CaMoCTIHO fiy>Xe CKJIagHO poBUTU TaKy aHaniTUKY, IK pobnsTb
rpynu gpakTyeKkepiB 3a NEBHUMU anropuTMamMm, agyke Cy4yacHuUii Temn
OVKTYe Megia NeBHi NpaBuNa, i TYT BaXXJIMBO MpaLtoBaTu 3 NepesipeHun-
MW flaHUMMU | 3HATW, Ha K JyKepena MOXKHa NoknagaTucs i e 3HanTu
roTOBY eKCrnepTunay.

Tpeba po3yMiTu, Wwo dhaKTYeKiHr € 4OCTaTHbO CKTafHOK CXEMOHO
nepesipku QakTiB y Kinbka eTanis, a iHCTPyMeHTH hakTyekepiB 4acTo
NoTpebytoTb 4OCUTb BUCOKOIO PiBHS LIMPPOBOI r(PaMOTHOCTI, 4YacTo —
3HaHHA aHrNINCbKOT MOBU Ta aHaniTUYHMX HaBUYoK. Crnpasai, Benu-
Ka KiNnbKiCTb OHNanH-pecypciB fonomMaratoTb nepeBipsATU KOHTEHT
i BigcTexxyBaTu umdposuii cnig dpotorpadin, Bigeo, nyénikadin cam-
TiB, peknaMHuX KaMnaHin y dpencoyky Towo. MocibHmk 3 Bepudikadii
LleHTpy €BponencbKol XXypHanicTUK1 HaBOAUTb NpaKTUYHi nopagu
CTOCOBHO TOro, Ik KOPUCTYBATUCSA TaKUMU pecypcamu. 3BU4ainHo, LLLO
Lie Ly>Xe KOPUCHMWIN NopajHUK ANA pefakuin, ane Tpeba posymiTy, Lo
apceHan undpoBoi NpoTuaii henkam NocTiNHO 3MIHIOETLCS; afIrOpPUT-
MW NMpocyBaHHSA iHhopMaLii y colMepexax TaKoXX €BOJIHOLOHYOTb,
a aediunT KOMNETEHTHOCTI | 06i3HAHOCTI B LUMX NpaBuUiax € He TiNbKu
YKpaiHCbKO Npo6s1eMolo.

Tak, BNiTKy Lboro poky TBiTTep Buganue oilifnHMi akayHT 5-ro
KaHany, noBiAOMUBLLM, LLO Lien KopuctyBad He gocsr 13 pokiB. Oue-
BUAHO, LWLO Bigbynacs neBHa ataka 60TiB, AKi MOCKap)XWUIUCA Ha Lew
akayHT, i TBiTTep 3pearyBas.
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IHKonu 6yBatoTb BUNaAKM, KOK N0AMHA He MOXe NiATBEpPAUTH
CBOIO 0c0o6Y abo cTaTyc opraHisaLii y hbencbyky (aBTOpU30BaHi akayHTU
ny6iYHUX OCi6 Ta OpraHi3aLliit MT03HaYatTbCA CMHLOO ranoyKoto). Ane
B ®b € aBTOpM30BaHuin akayHT Gefopsa [LJOCTOEBCHKOIO — 3 CUHLOKO
rasioyKoro i MOPTEPOM NCbMeHHMKa. BiH aBTopr3oBaHuii Geicbykom.
To6TO, iCHYIOTb NpaBua, ane HUMKU MOXXHa MaHinyntBaTH, | BOHU
MOXXYTb NMpaLuoBaTh He 3aBXAMW NPOTU NiAPUBHUKIB iHpOpMaLiiHOT
6e3rneKkn — a iHKONM | NPOTU MUPHUX KOPUCTYBauiB.

BopoTuca 3 60TamMu y couianbHMX MepeXkax Tak camMo BaxKo,
AK i 3 PerikoBMM KOHTEHTOM. Monpu Te, wo Peitcbyk HamaraeTbcs
06MEXUTU, HanNpUKNag, NoWMUpPEHHN NONITUYHO 3HaUYUMMOT iHpopMa-
uii, 3anuTyroum ineHTMdikalito ocobu, Wo HamaraeTbes il MOWNpPUTK
PEKTAMHUMMU iHCTPYMEHTaMW, Lie He [03BOJISAE MOBHICTIO Biadinb-
TpoByBaTu 60TiB. BOHW NpoAOBXYOTb iCHYBaTH | 6YTU CEPNO3HUM
TpeHAa-ceTTepoM hencbyYHMX OUCKYCIN.

Yomy e BiabyBaeTbcsA? ANropuTMM HauineHi Ha NPoCcyBaHHA Hal-
6inbL nonynapHoi iHPopMaLlil; a OCKiNbKu Genkn NoLMNPIOOTHCSA B 6
pasiB WBKALIE, TO cama MexaHika Peicbyky cnpusie IXHbOMy MUT-
TEBOMY PO3HECEHHIO Ha HalbinbLly ayanTopito. AHanoriyHo i Myrn
6yne BuaaBaTu pe3dynbTaTu MOLUYKY, BPaXOBYHOUM NOMEPEAHHO iCTOPItO
3anuTiB KopucTyBaya. SKLO BiH YMTae cTaTTi MPo nNaacky 3emnio,
noro 3anutu B I'yrn 6yayTb BuAaBaTH Le Ginblue cTaTei Npo nnacky
3eMJ1to, a He HayKOBI CNPOCTYBaHHA i€l Bepcil. [JlokyMeHTanbHUN
¢dinbm «CouianbHa gunema»’ getanbHO PO3KPUBAE L0 MPO6IeMy B Xofi
iHTEPB'I0 3 KONULIHIMM PO3pPO6HUKaMK, ToN-MeHemxkepamMm Facebook,
Google, Instagram, gocnigHnkamm Ta iHBectopammB |IT-komnaHii. An-
ropuTMU HE MOXYTb AaTu BiANOBIAi Ha Te, K BiApi3HWUTK NpaBay Bif,
HenpaBZAM — BOHW NPOCYBalOTb JINLLE TOW KOHTEHT, SIKUI € Ha6iNbLL
3annTyBaHMM, i MOKa3ytoTb KOHKPETHOMY KOPUCTYBAaYeBi Te, Lo 36ira-
€TbCA 3 oro unMdpoBoO KapTUHOLO CBITY. Lie He mpocTo TexHonoriyHa
npo6nema — Le rnuéoka npobsema AesiHTerpadii LisiMx cycninbcTe,
SIKi po3nafaroTbCs Ha rpynu, Wo BipsATb Y BNacHMI Habip dakTiB came

*  https://www.youtube.com/watch?v=LQHpmd6l0Gs
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3aBAsAKU coLmepexaM. | uen BUKIKK, Ha AKMIA Hapasi HeMae CUCTEMHOI
BignoBiAi. Pencbyk LO3BONSAE «MEPErOPHYTM» Liiny KpaiHy, BUKOPUCTO-
BYIOYM aBCONKOTHO NleranbHi MOro iIHCTPYMEHTH i 3aco6Mm.

Pasom 3 T1M, BaXX/IMBWIA NOCW YXKe 3raflaHoro nociéHuka 3 sepuai-
Kauii* nonarae ToMy, O NOKNagaTcs NOTPIGHO He TiNIbKM i He CTiNlbKK
Ha OHNaMH-IHCTPYMEHTU nepesipku. MNopaan XXypHanicTiB i peaakTopis
PownTepc, Accowmnateg npec, BBC, a ue ctoBnn 06’eKTUBHOI XXypHa-
NICTUKW, AKi MatOTb Ay)XKe BENIMKY ICTOpPitO CBOET po6OTH | came BOHM
DecATUNITTAMN 3aatoTb XXYPHaNiCTCbKi CTaHAapTU, roOBOPSTb NPO
Te, WO SIKUM 61 He 6YyB Lieil HOBITHIi iIHCTpyMeHTapiit nepeBipku (a BiH
MOCTiAHO 3MiHIOETbCSA | OHOBJIIOETLCSA | Tpe6a BUBYATHU Lii angenTu), —
Le pefakuiiHi ctaHaapt po6oTu 3 iHpopmalieto. «<PoboTa 3 nigTBEp-
IDKEHHS YM pO3BiHYaHHSA My6MiYHOro KOHTEHTY HabaraTto CUbHille
NOKNA[aETbCA Ha XYPHANICTCbKY iHTYILitO, aHiXX Ha 3pYYHICTb TEXHO-
norin,» — nuwe Jeia ToopHep Npo LIeHTp KOPUCTYBALIbKOIO KOHTEHTY
BBC, skuin npautoe 3 iHpopmaLieto «<BUNagKoBUX 04eBUALB» Ta CoLi-
anbHUX Megia. Lle BUMarae Bif, XXypHanicTiB Ta iHLWKX 3afistHUX NoJen
cnepLy gMBuTUCA Ha dyHAaMeHTallbHi OCHOBM 3 NiATBEPIAXKEHHS
iHpopMaLii, AKi icHyBanu JecATUAITTAMM | HIKOMM He 3acTapitoTb.

Konu Associated Press npuaHauuna ®epryca benna Ha nocaay
BULLLOMO piBHA — BigMNOBifanbHOro 3a CTBOPEHHSA Ta BTiNIEHHS npoue-
Cy NigTBEpAXKEHHS Bifleo BiJ iHTEPHET-KOPUCTYBaYiB — BiH crieplly
3BEpPHYBCS [0 AaBHILLHIX BKa3iBOK opraHisauii woao niaTBepAYKEHHS
iHpopMaLii, a He O HOBUX IHCTPYMEHTIB YM TEXHOJOTIM.

«Associated Press 3aBXau Mana BnacHi cTaHfapTy, i BOHU He 3Mi-
Hunucs. Came 3aBAsAKM iX BUKOPUCTAHHIO MU 3MOTIN HanawTyBaTu
po6oui npoLiecu Ta 3afisTU HallKpalli NpaKTUKK Ans po6oTu 3 co-
UianbHUMK Megia, — kaxke benn. — Tomy Associated Press 3aBxau
6oponacs 3a Nowyk nepog)xepena, 3aBaskn sKoMy M1 Mornm 6
3pobuTn penoptax. | Lie 3aBxamn 6y10 CNOCO60M NEPEBIPKU KOHTEHTY,
OTPMMaHOrO Bif, KOPMCTYBaYiB. B 6inblIOCTi BUNaAKiB M1 HE MOXXEMO

*  https://verificationhandbook.com/book_ua/
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niaTBEpPAMTM iHhOpMaLito, LOMOKM He MOroBOPMMO 3 JIIDAMNHOLO, KA
1 nepwoto nowmpuna

Ctapi TpaguuiiHi MmeToamn nepeBipku iHdbopmauii, npodeciiHa 3BKY-
Ka XXypHanicTiB CTaBUTU NUTAHHS, 3BiIKM A Lie 3HalO, 3BiKM NtoAnHa-
CBiZlOK 3HaE€, NPO Te, L0 BOHA CTBEPAKYE, HABMK LLYyKaTU NepLUOaKe-
peno i peanbHUX CBIAKIB — Liel anropuTmM, L 3BMYKa CyMHIBaTuKCA
i LWyKaTW BiANOBIAi € Ay>Ke KOPUCHOK B Cy4acHOMY LIM(GPOBOMY CBITi,
konu iHdbopMaLii Ay>xe 6araTo i BOHa HagxoauTb 3Bigycinb. Mo cyTi,
MOLUYK NepLuofxepena — Le KBiHTeceHUis hakTyekiHry. HeobxiaHo
NigTBEPAMTU [XKEPeno Ta CaM KOHTEHT.

Tenerpam KaHanu — o4YeBUAHUN IHCTPYMEHT POCIACLKOro BMNNBY.
Lle HoBa TeHAeHUisi B YKpaiHi, ska 6araTto B YoMy 3yMOBJIEHA He TifIbKu
CKaHAAsbHICTHO YKPaIHCbKOT MOMITUKMK, sIKa iHTEHCUIKYETbCS, a i TUM, LLO
pocilicbki Meflia (BKoHTaKTe, iHthopMaLifiHi i cMiTTeBI caiiTu) 3a6opoHeHi
B YKpaiHi, ToMy Pocisi nparHe 36epiratt CBOK NPUCYTHICTb | MOYMHAE iH-
dhopmalinHi gnBepcii pobutn yepes Tenerpam. € gekinbka po3cnigyBaHb,
SIKi pobunn BeNUKi yKpaiHCbKi Mefja, fKi CTOCYIOTbCA AIKPa3 30BHILLUHBbOIO
iHbopmauinHoro Bnaney Yepes Tenerpam-kaHanu. B Hux posknageHa
cxema 06MiHy MOBIgOMIEHHSIMW, BSBaEMHOI NiATPUMKMN TEM | B3BaEMHOT
NiATPUMKM BlacHe KaHanis A1 PO3KPYTKW; HaBeAEeHO NpUKIagn oaHo-
YaCHOro BMUX0y OHaKOBOIo KOHTEHTY. BifbLLiCTb NOMNyNsipHUX Tenerpam-
KaHaniB € aHOHIMHUMMW, AesiKi BeAyTb [OCTaTHbO OAI03HI HapoaHi Aeny-
TaTv i nonitukun. Yepes Tenerpam NoLUMpOeTbCs iHhopMaLlisi, ika YacTo
He UMTYETbCA B Meflia, ane ayanTopis Tenerpam- KaHanis 4OCTaTHbO
Besinka. CTBOPEHO KOHIrTIoMepaTu PO3roHy NosfiTMYHOro ncesaoiHcanay
i XenTepCTBa, NaHikK, LWOBIHI3MY. | K pa3 came Ls «KynyapLinHa», SKol
HeMae y 3arafibHUX Mefiia, rapHo «MpoAae» Ui Tenerpam KaHanw. Jlrogu
XOUyTb BijuyBaTu CBOO NPUYETHICTb 0 «CMPaBXHiX CEKpeTiB NONiTH-
KW», Lie NiABULLYE TXHiA OCOBUCTMI CTaTyC 3@ PaxyHOK BOJSIOAIHHS Li€to
«iHopMmaLiieto». Lis cxema fobpe npavtoe, ane ue HebesneyHa JOCUTb
icTopis BNAMBIB Ha rpoMafAcbKy AYMKY. B MapkeTUHroBux Linax npo
Tenerpam 3aBx v roBopsATb AK NPO AoAaTKOBUIA pecypc. AKLLO HeMaEe
CKaHJaNIbHOro XeMTEPCbKOro KOHTEHTY, BOHU He Ay>Ke NONyNsApHi.
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dakTyeKiHr B OCTaHHi pOKM 3po6uB BeNMKUn Kpok ynepes. Npo
HbOr0 rOBOPSATH Yce BinbLue KpaiH, NoNITUKIB, YNIIMBOBUX MiXKHapOAHMX
Megia Ta opraHizauii. JJocTynHi Ta npueabnuei hopmMu nogadi nepe-
BipKM akTiB, 0CO6MBO Nif Yac BUBOPUYMX NEPErOHiB, 3p06UNKN NOro
uikaBiwmm gnsa ymtadie. OgHak nopasku hakTyekepiB y BUNagKax
i3 loHanbaom TpamMnom Ta «bpekantom» noctaBuan Yumaro BigKpu-
TUX 3anuTaHb nepep hakTYeKiHroM AK iHCTPYMeHTOM. MNMoaanblui poku
MOKaXyTb, Y 3MOXKE Liel PO3KBIT i nitopaniaMm GakTUeKiHry mepepocTu
B OOMH i3 pakTopiB BNIMBY Ha FPOMaCbKy AYMKY abo NoniTUKIB.
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FACT-CHECKING

AND SPREAD OF FAKES

IN NEW MEDIA:

challenges for journalistic standards

Daria HLUSHCHENKO,
speechwriter-analyst,

Head of Communications Department

at the National Bar Association of Ukraine

The Russian media have been quietly occupying the Ukrainian
information space for more than two decades, however, the
understanding of their role as a tool for external political interference
and ideological influence on public opinion was clearly formed only in
2014 in response to the annexation of Crimea and occupation of the
territories of 2 border regions. The television in Russia is a security
sector service. The old joke of satirist Viktor Shenderovych, used
when oligarchic but independent Russian TV channels were «buried»
in the late 1990s, became a formula for the Ukrainian wide audience
and for the Ukrainian authorities chosen in 2014 to realize the danger
of provocations, propaganda and new technologies in the hands of
Russian state media. It was technological superiority and strategic
planning (which was based not only on the huge state budgets of the
Russian Federation, but also on holistic civilizational chauvinistic visions
of Russia’s role in the world) that allowed the Russian propaganda
machine to influence the societies of different countries, playing with
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the geopolitical map of the world. As events occurred since 2014 have
shown, Ukraine is only a testing ground for Russian mass disinformation
forces.

The response to the first large-scale information threats and
sabotage was establishment of the fact-checking organizations that
became points of counteraction to mass lies and were organized,
typically, by the efforts of civil society, volunteers, and media workers,
where separate departments engaged in checking public content began
to appear. It is known that fact-checking is an analytical verification
of facts, which is to ensure that information is correct, complete and
reliable.

It may seem that this is such a familiar procedure performed by
every journalist, but today fact-checking is classified as a separate type
of investigative journalism, which has been developing since 2003 and
has been particularly active since 2015. The peculiarity of fact-checking
is that it can not be based on insider information of journalists, but
works with official data, statistics, answers to public requests to the
authorities, legislation, and opinion of real experts, whose competence is
confirmed (with regard to Covid, for example, the fact-checker addresses
the question to the infectious diseases specialist, and not the host of
a medical radio program). For example, source databases can include
resources of the State Statistics Service of Ukraine, the Ministry of
Finance of Ukraine, the State Treasury Service of Ukraine, the Verkhovna
Rada of Ukraine, the Cabinet of Ministers of Ukraine, the National Bank
of Ukraine, the International Monetary Fund, the World Bank, etc.

Why is 2015 a landmark year in the development of such information
expertise as fact-checking? Both in Ukraine and in the world, 2015-
2016 brought a lot of political, geopolitical and value turbulence, which
posed great challenges to traditional media and even stable developed
democratic societies.

The fakes, as false news is now called, have begun to threaten the
stability of these societies. The scale of their unhindered spread has
become unprecedented, and now experts tend to assess disinformation
and propaganda as a threat to national security. Consequently, tackling
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this threat is a task not only for journalists, but also for state institutions,
and is recognized as a challenge to national security. In the European
Union, the East Stratcom Task Force was established as part of the
European External Action Service in March 2015 specifically to respond
to Russia's «disinformation campaigns.»

In March 2018, EU Commissioner for Digital Economy Mariya
Gabriel presented the report” called «A multi-dimensional approach
to disinformation» which proposed specific measures to counter
deliberately false information in the media and social networks.

39 media professionals, including well-known journalists, university
professors, representatives of Twitter, Google and Facebook, worked on
the report™ published on March 12. The document was a response to
the order of European Commission President Jean-Claude Juncker to
protect EU citizens from the growing flow of fake news which are mainly
disseminated via social networks and other online platforms.

According to the authors of the report, the phrase «fake news»
has ceased to reflect the full scale of the problem, moreover, it is
often abused by politicians. Therefore, experts suggest recognizing
disinformation as one of the threats to democracy in the EU, that is,
«all forms of false, inaccurate, or misleading information designed,
presented and promoted to intentionally cause public harm, or for
profit.»

Appropriate corrections were also made to the strategic documents™
defining the national security strategy in Ukraine.

Since what we can call the unfolding global crisis of political
stability, we have seen how verification of information has become
more complex. Politicians and officials who are themselves a source of
false information have appeared on the political horizon of democratic
countries. The credibility of their positions and the public’s trust in them
are used by them to legitimize the lies they disseminate through the

*  https://ec.europa.eu/digital-single-market/en/news/final-report-high-level-expert-group-fake-
news-and-online-disinformation
**  ec.europa.eu/newsroom/dae/document.cfm?doc_id=50271
***  https://zakon.rada.gov.ua/laws/show/47/2017 #Text

66



media and social networks. Let’s recall how events unfolded in America,
where the 2016 election campaign created such a phenomenon as
candidate Trump. He immediately became a «flag officer» in spreading
unverified facts, while simultaneously attacking journalistic standards
and institutional power of pluralistic media. During the 1,200 days of
his term, Trump made more than 20,000 false statements, maintaining
the dynamics of the election campaign according to this indicator.
The evidence of such an extraordinary behavior of the head of state is
deleting his tweets by the Twitter administration for violating the rules
of the community of users of this resource and blocking the account
of his re-election campaign office in August 2020.

It is important to recognize that in Ukraine, this trend was very
pronounced during the 2019 presidential campaign. Our country has
been faced with a situation when false information, manipulations and
fakes are spread not only from the outside, but also from the aggressor
country. The officials and politicians are increasingly becoming a source
of fakes and manipulations that undermine and shake up society, cause
hatred and hating, and foster an unhealthy atmosphere of distrust and
fear. Last year completely changed the media landscape and political
discourse in Ukraine.

It should also be understood that this is a very global story, which can
be explained both by the value changes of postmodern societies and by
the spread of social networks, the influence of which is comparable to
television one. There is a breakdown of values and cultural bankruptcy,
a wave of which has reached Ukraine. That's why societies, losing their
orientation, are happy to accept the so-called alternative facts, as Trump
calls his false statements, and are fragmented due to the perception
of various and sometimes contradictory content by different groups
of people. These groups unite around their virtual truths and do not
communicate with each other, sometimes resorting to confrontations
in the real world.

In Ukraine, fact-checking has spread thanks to the support of foreign
partners. The classical fact-checking includes 3 Institutions: Slovo i dilo,
StopFake and VoxCheck. Their content is open, and the journalists
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and the general public should visit their websites from time to time to
check the accuracy of political statements or economic assessments.
The coronavirus issue should also be verified for the authenticity of
statements, as around the world this problem has become very favorable
material for spreading pseudo-medical and other fake news and mass
hysteria (the fact-checkers have shown that the algorithms of social
networks contribute to the spread of false reports about coronavirus.
Pages from the top 10 sites that spread fakes and conspiracy theories
about health received almost four times more views on Facebook than
the top 10 sites with evidence-based information.). It is very difficult to do
such analytics on your own, as groups of fact-checkers do using certain
algorithms, because the modern pace dictates certain rules to the media,
and it is important here to work with verified data and to know what
sources you can rely on and where to find ready-made expertise.

It is important to understand that fact-checking is a rather complex
scheme for verifying facts in several stages, and the means of fact-
checkers often require a fairly high level of digital literacy, often
knowledge of English, and analytical skills. Indeed, a large number
of online resources facilitate verifying the content and tracking the
digital footprint of photos, videos, website posts, Facebook advertising
campaigns, and so on. The Verification Handbook of the Center for
European Journalism provides practical tips on how to use such
resources. Of course, this is a very useful adviser for editorial offices,
but it should be noticed that the armoury of digital counteraction to
fakes is constantly changing; algorithms for promoting information
in social networks are also evolving, and the lack of competence and
awareness in these rules is not only a Ukrainian problem.

Thus, in the summer of this year, Twitter deleted the official account
of Channel 5, notifying that this user was under the age of 13. Obviously,
there was some kind of attack of bots that reported this account, and
Twitter reacted.

Sometimes there are cases when a person cannot confirm its identity
or the status of an organization on Facebook (authorized accounts of
public individuals and organizations are marked with a blue check mark).
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But there is an authorized account of Fyodor Dostoevsky in Facebook
with a blue check mark and a writer’s portrait. It is authorized by
Facebook. In other words, there are rules, but they can be manipulated,
and they may not always work against persons jeopardizing information
security, but sometimes also may work against peaceful users.

Fighting bots on social media is just as difficult as dealing with fake
content. Despite the fact that Facebook tries to limit, for example, the
dissemination of politically significant information by requesting the
identification of the person trying to disseminate it with advertising
means, it does not allow to completely filter out bots. They continue
to exist and be a serious trend setter for Facebook discussions.

Why is this happening? The algorithms are aimed at promoting the
most popular information; and since fakes are disseminated 6 times
faster, the very mechanics of Facebook contribute to their instant
distribution to the largest audience. Similarly, Google will display search
results based on the user’s previous search history. If a user reads articles
about flat Earth, it's Google searches will result in showing even more
articles about flat Earth, rather than scientific refutations of this version.
The documentary «the Social Dilemma»* details this issue in interviews
with former developers, top managers of Facebook, Google, Instagram,
researchers and investors in IT companies. This algorithms can't answer
how to distinguish truth from falsehood, but they only promote the
content that is most requested and show a specific user what matches
it's digital picture of the world. This is not just a technological problem,
but it is a deep problem of disintegration of entire societies breaking up
into groups that believe in their own set of facts precisely because of
social networks. And this is a challenge to which there is currently no
systemic response. Facebook allows to «turn upside down» the entire
country, using its absolutely legal tools and means.

At the same time, an important message of the Verification™
Handbook already mentioned is that you need to rely not only and not

*  https://www.youtube.com/watch?v=LQHpmd610Gs
**  https://verificationhandbook.com/book_ua/
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so much on online verification tools. The advice of journalists and editors
of Reuters, Associated Press, BBC, and these are the pillars of objective
journalism, which have a very long history of their work and they have
been setting journalistic standards for decades, suggest that whatever
this latest verification toolkit is (it is constantly changing and updated
and these updates should be studied), it is editorial standards for working
with information. «The business of verifying and debunking content from
the public relies far more on journalistic hunches than snazzy technology,’
wrote David Turner about the BBC's User Generated Content Hub which
works with information obtained from «random eyewitnesses» and social
media. This requires journalists and other people involved to first look
at the fundamental principles for verifying information that have existed
for decades and will never become obsolete.

When the Associated Press appointed Fergus Bell to the top-level
position in order to create and implement the verification process
for video content generated by internet users, he first turned to the
organization’s long-standing guidelines for verifying information, rather
than new tools or technologies.

«The Associated Press has always had its standards and those really
haven't changed. And it was working with those standards that we were
able to specifically set up workflows and best practices for dealing with
social media,» Bell says. «So the Associated Press has always strived
to find the original source so that we can do the reporting around it.
And that’s always the way that we go about verifying user-generated
content. In most cases, we can't verify the information unless we speak
to the person that disseminated it."

The old traditional methods of verifying information, the professional
habit of journalists to ask such questions as «how do | know this», <how
does the person-witness know about what he states», the skill to search
for the original source and real witnesses — it is this algorithm, this habit
of doubting and looking for answers that is very useful in today'’s digital
world, when there is a lot of information and it comes from everywhere.
In fact, the search for the original source is the quintessence of fact-
checking. The source and the content itself require verification.
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Telegram channels are an obvious means of Russian influence.
This is a new trend in Ukraine, which is largely due not only to the
intensifying scandalous nature of Ukrainian politics, but also to the fact
that Russian media (VKontakte, information and garbage websites)
are banned in Ukraine, so Russia seeks to maintain its presence and
begins to carry out information sabotage through Telegram. There are
several investigations conducted by major Ukrainian media, which relate
specifically to external information influence through Telegram channels.
They describe the scheme of messaging, mutual support for topics,
and mutual support for the actual promotional channels; examples
of simultaneous release of the same content are given. Most popular
Telegram channels are anonymous, and some are run by rather odious
people’s deputies and politicians. Telegram spreads the information
that is often not quoted in the media, but the audience of Telegram
channels is quite large. The conglomerates for whipping up political
pseudo-inside, hatred, panic, and chauvinism have been created. And
it is precisely this «behind-the-scenes games», which are not covered
in the general media, that «sell» these Telegram channels well. People
want to feel involved in the «real secrets of politics», this increases their
personal status by owning this «information». This scheme works well,
but it's a dangerous enough stories of influencing public opinion. For
marketing purposes, Telegram is always referred to as an additional
resource. If there is no scandalous hater content, such information are
not very popular.

Fact-checking has taken a big step forward in recent years. More
and more countries, politicians, influential international media and
organizations are talking about it. Accessible and attractive fact-
checking forms, especially during the election campaign trail, have
made it more interesting for readers. However, the defeats of fact-
checkers, as in the cases of Donald Trump and Brexit, raised many open
questions for fact-checking as a tool. Further years will show whether
this flourishing and pluralism of fact-checking can develop into one of
the aspects influencing public opinion or politicians.
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AHAJIITUYHUHU 3BIT

IIOZO0 pe3yJIbTaTiB ONUTYBaHHSA
y4YaCHMKIB IIPoeKTy «IHpopMalinHi
BIMHM IIPOTHU YKpPAIHM Ta IHUINUX
€BPOIIeMChKMX KpaiH: JOCBig
JINTBM Y IPOTHUALI ITpoIaraHgi»

3aranbHi 3ayBa)KeHHSI

Mig yac npoBefeHHA 3axogiB NpoekTy «IHhopMaLiliHi BiHK NpoTK
YKpaiHu Ta iHWKUX eBPONEenCbKUX KpaiHu: aocBif JInten y npotuaii
nponaraHgi», cepeg Moro y4acHukiB 6yno nposefeHe fO6POBiNbHE
ONUTYBaAHHS LLJIAXOM aHKETYBaHHSA LLOA0 KOPUCTYBaHHA 3acobamu
MacoBoIl iHpopMaLii, NpoTUAiT pociincbkin nponaraHAi Ta Megiarpa-
MOTHOCTI HacesleHHs.

OCHOBHMMU eTanaMu JOCAIAXKEHHS CTanu: po3po6Ka aHKeTH, Npo-
BeAEHHS iHTEPB'IO 3 pecnoHAeHTaMu, KOHTPOJb IKOCTi BUKOHAHOT po-
60TH, BBEEHHS Ta NepeBipKy AaHuX, NiaroToBKY OCTaTOYHOro MacuBy
JaHUX Ta aHaniTUYHOro 3BITY.

OnuTtyBaHHA nposoaunocsa B CeBepofoHeLbkKy, Mapiynoni, Xepco-
Hi, Opeci Ta MyKonaesi WAXoM po3fadi aHKeT yyacHUKaM 3axofiB
NPOEeKTY i nofanblunMM 36MpaHHAM aHKeT cepej TUX, XTO Noroauecs
BiANOBICTM Ha 3anNUTaHHA aHKETH.

MuTaHHA aHKeTW 6yNn CTPYKTYPOBaHi 3a po3ainamu: xapakTepucTu-
Ka fykepen iHpopMaLii npo cutyadito B KpaiHi i CBIiTi Ta foBipa A0 HUX;
nepe.ipka iHpopmaLii; moBHOTa iHhopMaLii; iHTepnpeTauia nogin,
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NnoB’'A3aHmMX 3 aHeKcieto KpnmMy Ta okynaLieto okpeMumx panoHis [JoHe-
ubKoi Ta JlyraHcbKoi o6nacTei; NpoTUAiA KpeMNiBCbKUiA Nponaraxfi;
caMoOLjiHKa 34aTHOCTI BUSBNATU Gelnkn; MeaiarpaMoTHICTb.

1. XapakTepucTuKa mxepen indpopmargii
IIpOo CUTYaI}il0 B KpaiHi 1 CBITI

[lns abCcontoTHOI GiNbLIOCTI PECNOHAEHTIB fKepenamu iHbopmaii
npo nogii B YkpaiHi i cBiTi € ykpalHcbKi iHTepHeT-3MI (68 %), 3aranbHo-
HauioHanbHi KaHanM ykpaiHcbkoro Tene6adeHHs (62 %) Ta couianbHi
Mepexi, Hacamnepes Facebook (60 %) Ta Telegram (32 %).

Mopi6Ha X CTPYKTypa Aykepen cTocyeTbes i iHhopMauii npo noaii
B [loH6aci Ta Kpumy, BignosigHo 60, 53, 51 Ta 21 BiacoTok. MNpnb6amsHo
NMOMNOBUHA PECNOHAEHTIB, LLLO KOPUCTYIOTLCA UMW JyKepenamun AoBips-
t0Tb iHdopMaLii B HUX. Mapiynonb BUSIBUBCA €ANHUM CEpef, iHLLUX MICT.
Y AKoMy [0Ns TUX, XTO Haae nepesary MicLueBuM iHTepHeT-3MI wopo
oTpuMaHHs iHpopmauii npo nogii B [loH6aci Ta Kpumy nepesepunna

I>xepena iHdopmalii npo cTaH cnpaB B YKpaiHi, %

1 YKpa'l'chKi iHTepHeT-3M| Y IS S S N S R

2 T (3arafibHOHALLOHA TbHE) s s S S S o

3 Facebook | Y O E— —
4 Telergram | —
5 MicueBi iHTepHeT-3MI  ——

6 YkpaiHcbki gpykoBaHi 3MI

7 YkpaiHcbKe pagio f—
8 Tb (micueBe)
9 Poanui
10 IHwe
11 TB (pociiicbke) =
0 10 20 30 40 50 60 70 80
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JOJIH0 TUX, XTO KOPUCTYETbCA BCEYKPAIHCbKUMU caTaMn. YYaCHUKU
onuTyBaHHA B CeBEpPOAOHeELbKY cepes axepen iHdbopmalii BUoKpe-
Munnn odiliviHi iHTepHeT-NpeACTaBHMLTBA, 30Kpema canT JlyraHcbKol
o6nacHoi fepXXaBHOI aiMiHicTpaLil. AHi pociicbke Tene6ayeHHs, aHi
pPOCICbKi cCalTu He Big3Havyanucsa pecnoHgeHTaMum aK g)xepena iH-
dbopmauii npo nogii B YkpaiHi Ta CBiTi.

Ton-kaHanamu 3a 3arasibHo ayanTopieto € «1+1», AKUN AUBAATbCA
Maiixe nonosuHa (48 %) pecnongenTig, ICTV 3 goneto 34 % Ta Hoeuit
KaHan — 18 %. [loBoni Bennkot — 17 % € fona TUX XTO He AUBUTbLCS Te-
nebayeHHs. Takuin caMuii BiCOTOK CK1afae i 1018 TUX, XTO IUBUTLCS
TenekaHan «lHTep». Habinblie NnpoTUBHUKIB Tenieb6auyeHHsi MpoXUBae
B Ogeci — Mmaike NonoBUHA PECMOHAEHTIB.

Ton-KaHanu € Tako)X KaHanaMu 3 HanGiNbLLIOK A0BIpPOtO cepef,
rnapadis. OgHak nigepom AoBipu, HacamMnepes 3a paxyHoK rosiocis
y [loHeLbKil Ta JlyraHcbkinn o6nactsax € pomagcbke TB, a Takox lMep-
wuin UA. HanbinbLuy HepoBipy Ta Bif'eMHe CriBBigHOLWEHHA JOBipu/
HeJOBIpM BUK/IMKAKOTb Tak 3BaHi «iHpopMaLiiHi» kaHanu: 112 Ykpa-
iHa, News One, ZIK Ta Mpamuii. B [oHeubkuiA Ta Ofecbkii obnacTsax
3HayHy He[lOBipy BUKINKAE TenekaHan IHTep.

Cepep, colianbHUX Mepex 6e33anepedyHnM nigepom € Facebook,
SAKMM KOPUCTYIOTbCSt 84 % pecrnoHAeHTIB. Telegram BUKOPUCTOBYOTb
55 %, Instagram — 25 %. B Opeci kopucTtyBadie Facebook Ta Telegram
nopieHy, a B CeBepoaoHeLbKy KopucTyBadi Facebook Bagiui nepeBaxa-
I0Tb KOopucTyBauiB Telegram. 3BepTae Ha cebe yBary NnpakTM4YHO NOBHa
BiZICYTHICTb KOPUCTYBa4iB POCINCbKUX coLlianbHMX Mepex BKoHTakTe
Ta OgHOKNacHiKi.

2. I[IepeBipka iHdpopmMaizii

28 % pecnoHAeHTIB CTBEPAXKYHOTb: SIKLLO BOHWU OTpMManu iHpopmaldito
3 YKpalHCbKOro 3arasibHOHaLioOHaNbHOro, pocCincbkoro, Micuesoro 3Ml
a60 3MI «AHP»/«JTHP», TO BOHM NepeBipstoTh iy 3MI «iHLLOI» CTOPOHMU.
BogHouac Tpoxu 6inblue nonosuHu (51 %) nepeBipatoTb iHhopMaLlito
yac Bij vacy.
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Y pasi cynepeunuBoi iHpopMaLlii 3 pisHux mxepen 55 % pecnoHaeH-
TiB HagaloTb NepeBary yKpaiHCbKOMY 3arafibHoHaLioHanbHOMY 3aco6y
MacoBoi iHhopMalLlii. TPMBOXHUM CUMMNTOMOM € Te, WO A0BOJi BUCOKUI
BiACcOTOK (38 %) TUX, XTO He Haae nepeBarv XXxoaHoMy axepeny. MNpu-
yomy B CeBEPOAOHELbKY TaKMX, XTO He AOBIpsie HIKOMY — 6iNnbLUICTb,
y TOM Yac K B XepCoOHi NpaKTU4YHO OAHOCTaNHO HagaloTb nepesary
YKpalHCbKOMY 3aranibHoHauioHanbHoMy 3MI.

3. ToBHOTa iHpOopMarrii

70 % pecnoHAeHTIiB BBaXatoTb cebe HeloCcTaTHbO NOiHGOpPMOBaHK-
MW NPO 3yCUNNA AepXXaBy LWOAO BUPILLEHHA «<KPUMCbKOIO MUTaHHSA,
61 % He 3HalOTb NPO CTpaTerito NOBEPHEHHS TUMYACOBO OKYMOBaHMUX
TepuTopin [loH6acy. 3aTe 58 % BBaXkaTb cebe AOCTATHbO NOiHhOpPMO-
BaHUMMU LLOAO POCINCbKO-YKPaIHCbKUX BIAHOCKH. [pK LbOMY HalMeHLW
noiHPpopMOBaHUMM BBaXKatoTb cebe XuTeni XepcoHa. Mukonaieuam
HanbinbL CKMagHo cepep ycix onnuTaHnx 6yno BU3HAYNTUCS LLOAO
3a3HayYeHMX NMUTaHb.

4. IHTepIIpeTalia MOAiN, IIOB'A3aHMUX 3 aHEKCi€l0
KpumMy Ta oKyIalli€elo OKpeMHuX paioHiB
HoHe1bKol Ta JIyraHChbKOi o6J1acTen

BinbLwicTb onutaHmx (65 %) BBaXxkatoTb Pocito BUHHOO B aHeKcii Kpumy,
npu TOMy WO Ha YKpaiHy noknanu BuHy 5 %. LLle 6inblu nepekoHnu-
BOIO € NepeBara Tux, XTo BBaxkae POCito BUHHOIO B oKynaLyii YaCTUHU
[oH6acy: 74 BigcoTku npotu 1-ro. B Mukonaesi, Ogeci Ta XepcoHi
He 6YN0 XXOLHOro PeCcnoHAEHTA, AKNA BBaXKaB 61 YKpaiHy BUHHOHO
B UMx nopisx. BogHouac, nepwomy Bunagky wono Kpumy, ceoto no-
3uuito 6yno cknagHo Bu3Haumth 30 % pecnoHAeHTam cepep ycix onu-
TaHux, a B gpyromy — 25 %.

AyanTopis B UisIOMY NO3UTUBHO NOCTaBUNach 40 HOPMaTUBHOI
3a60POHU POCINCbKMX TeneBisiiHux kaHanie (61 %) Ta pocilcbKux co-
LianbHux Mepex (57 %). 13 % BBaXkatoTb 3a6OPOHY POCINCbKUX KaHaniB
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AHekcito Kpumy BiitHy B [loH6aci

W CnpoBsokysana YkpaiHa, 5% W Posnouana YkpaiHa, 1%
| Cnposokysana Pocis, 65 % | Posnouana Pocisi, 74 %
1 Baxko Bignosicty, 25 % [  Baxxo Bignosicti, 17 %
BiamoBa Big Bignosigi, 5% BiamoBa Big Bignosigi, 8 %
3abopoHa pociiicbknx Tb-kaHaniB 3abopoHa pocilicbK1X coLianbHUX MepeXx

H  TpaBunbHWii KPOK, 61 % W TpaBunbHuii KPoK, 57 %
I Momwmnka i HacTyn Ha cBo6oAy cnosa, 13 % I MNomunka i HacTyn Ha cBo60AY CnoBa, 22 %
[ ] Baxkko Bignosictu, 22 % [ ] Baxkko Bignosictu, 16 %

BiamoBa Bia Bignosiai, 4 % Biamosaa Bif Bignosiai, 5 %

3a6opoHa pocilicbkux apTUCTIB

MpaBuUbHUIA KPOK | 3aXMCT HaLioHaNbHKX iHTepeciB, 35 %
Momunka i HacTyn Ha cBo6oay cno.a, 29 %

Baxkko Bignosictu, 31 %

BiamoBa Big Bignosigi, 5 %




NMOMWJIKOIO Ta HAacTYyMOM Ha cBo6oy cnoBa. 22 % BBa)katoTb TakKnUM
HacTyrnoM 3ab0OpOoHY POCINCbKMUX CoLliaNibHUX Mepex. 3Ha4YHO MeHLU
NO3UTUBHUM € CTaBJIEHHSA 10 3a6OPOHM FaCTPONEeN poCiNCbKUX apTUc-
TiB. Jlnwe 35 % BBaXae€ Lie NpaBUIbHUM KPOKOM, CNPAMOBaHNM Ha 3a-
XWUCT HauioHanbHUX iHTepeciB. 55 % BBaXkatoTb, L0 cuTyauis B Kpumy
Ta B [loH6aci 3i cBO600t0 C/IOBa € HeraTUBHOLO, Maike 40 % cknaaHo
6Yy/10 OLiHATY CTaH BHYTPILUHbOT NOMITUKN Ha LIUX TEPUTOPISIX.

5. IIpoTuAia KpeMIIiBChKiM IIponaraHzgi

A6contoTHa 6inbluicTb pecrnioHAeHTIB (91 %) BBaXkaloTb AeprKaBy
Ta il opraHu ronoBHMMMU BiAMoBiganbHUMU B cripaBi NpoTUAiT Kpem-
niBCbKi Nnponaraxai Ta gesiHdopMallil. 82 % noknagaroTbCa Ha 3aC06U
MacoBoi iHpopMalii, 53 % — Ha rpoMafCcbKi opraHisauii. Taka CTpyk-
Typa Bignosigen NeBHUM YNHOM KOPENOETHCA 3 OLIHKOI NMPUYKH
BM/IMBY KpeMJliBCbKOT nponaraHaun. Cepep ronoBHUx ¢hakTopis Takoro
BMAUBY ayauTOpIs BBaXae Te, Lo Pocis Bknagae B nponaraHagy 6arato
kowTiB (69 %), Ta L0 iHWWi fep>KaBu He pearytoTb Ha TaKy nponaraHay
HaneXXHUM YnHoM (38 %). MNpu uboMy 52 % ONMTaHUX BBAXKAtOTb, LLLO
BifICYTHICTb KPUTUYHOIO MUC/IEHHS B CY6'EKTIB BMNJIUBY € OfHIE 3 rO-
NIOBHUX MPUYMH NOLIMPEHHSA nponaraHau.

BignoBiaHo, 69 % onuTaHMX BBaXXaltOTb MefiarpaMOTHICTb OAHUM
3 roJIOBHMX 3ac06iB NPOTUAIT KpeMiBCbKUI NnponaraHgi. binbwwni
BifcoToK (73 %) ayauTopisa Bigaana nvie CTBOPEHHIO BUCOKOSIKICHO-
ro YKpaiHCbKOro po3Ba)kasibHOro KOHTEHTY. 62 % BBaXatoTb TakuMm
3ac060M MOHOBJIEHHS YKPaAiHCbKOro MOBJIeHHA Ha [loH6ac Ta Kpum,
npuv LbOMY YacTUHa ayauTopil pO3yMi€ TEXHIUHY CKNafHICTb Takoro
NMOHOBJ/IEHHSI. 3anNpoBaXXeHHSI KBOT Ha YKpaiHCbKy MOBY Ha Tefeba-
YeHHi Ta pafio BBaXkatoTb BAanNoto igeeto nuwe 27 % onuTaHux.

LocBip kpaiH banTii Ta CnonyyeHux LLUtaTtiB AMepukn B NpoTuair
KPeMNIBCbKil nponaraHAi pecnoHAeHTM BBaXKatoTb HanbinbL Baa-
nuMm. OZHMM 3 HacniaKiB NpoBeAEeHHA MPOEKTY MOXHA BBaXarw, L0
6e33arnepeyHe NiAepcTBO B NPOTUAIT MponaraHan ayanTopis Bigaana
JlnTsi (42 %).
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6. CaMOOIiHKA 3JaTHOCT1 BUSIBNATHU PerKnu

OnuTaHi BBaXKatoTb, LLLO BOHM Y 6ifbLIOCTi BUNaAKiB 34aTHi Biapi3Hu-
TH AKicHy iHdbopMauito Big aesiHdopmalii Ta deitkie (69 %). e 17 %
BBa)atOTb cebe CPOMOXXHUMW BUABUTU DENKM B YCiX BUNagKax.
B KOXXHOMY 3 MiCT NpM6AN3HO OfHAKOBA KiflbKiCTb pEeCMOHAEHTIB
BBa)kaloThb, L0 BOHM 3AaTHi ineHTUdikyBaTn denkn. Cepep KpuTepiie
dhenkoBocTi iHPpopMaLlil pecnoHAeHTU Ha3Banu BiACYTHICTb Aepena
iHpopmaLii (77 %), nowmpeHHs iHpopmadii 6oTamu (61 %), BigCyTHICTb
aBTopa iHbopMalii Ta HaaTo emMouiiiHa nogayva iHopmauii (44 % ans
KOXHOTO 3 LIX Kputepiis).

7. MegiarpaMoTHICTb

AyauTopist 6yna npakTUYHO OAHOCTaNHOK B HEOOXiAHOCTI HaBYaH-
HA MegiarpamoTHocTi (93 %). MpuyoMy NpoLec HaBYaHHSA NMOBUHEH
cTocyBaTucA i giTen i NigniTkiB i fopocnux. Tak BBaxatoTb 82 % onu-
TaHux. 90 % ayauTopii rotToBi 6paTi yyacTb Y HaBYa/IbHUX 3axofax
3 nigBuULEeHHA MepiarpaMoTHOCTI. Cepep, Taknx 3axofiB Ans ayau-
TOpIT HaW6iNbL NpMBaGANBMMYK 6YSI0 Ha3BaHO OHMAlH KypcK (64 %),
npeaMert y wkoni (59 %) Ta Tenenporpamy (36 %). Cepes MOXIUBUX
i NPUIAHATHUX 3aX0fiB Ha3UBaIUCA TaKOX ceMiHapw, Ny6nivHi nekuii,
KOpPOTKOCTPOKOBI NporpamMu, TPEHiHIM, ceMiHapu, Tenerpam-KaHarn,
FOTY6-KaHan ToLLO.
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ANALYTICAL REPORT

on the results of a survey of
participants of the project
«Information wars against
Ukraine and other European
countries: Lithuania's experience
in tackling propaganda»

General remarks

During the events of the project «Information wars against Ukraine
and other European countries: Lithuania’s experience in tackling
propagandan, a voluntary survey was conducted among its participants
through questionnaires on the use of mass media, tackling Russian
propaganda and media literacy of the population.

The main stages of the study were: developing a questionnaire,
conducting interviews with respondents, monitoring the quality of work
performed, entering and verifying data, preparing the final data set and
analytical report.

The survey was conducted in Severodonetsk, Mariupol, Kherson,
Odesa and Mykolaiv by distributing questionnaires to participants of
project events and then collecting questionnaires among those who
agreed to answer the questionnaire.

The questions in questionnaire were structured into sections:
characteristics of sources of information on the situation in the
country and the world and trust in them; verification of information;
completeness of information; interpretation of events related to the
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annexation of Crimea and the occupation of certain areas of Donetsk
and Luhansk regions; tackling Kremlin propaganda; self-assessment
regarding the ability to detect fakes; media literacy.

1. Characteristics of sources of information on the
situation in the country and the world

For the absolute majority of respondents, the main sources of
information on events in Ukraine and the world are Ukrainian internet
media (68 %), national channels of Ukrainian television (62 %) and social
networks, primarily Facebook (60 %) and Telegram (32 %).

The same structure of sources applies also to information on
events in Donbas and Crimea, 60, 53, 51 and 21 percent, respectively.
Approximately half of the respondents using these sources trust the
information contained in them. Mariupol turned out to be the only
one among other cities, in which the share of those preferring local
online media to receive information on events in Donbas and Crimea

Channels of information on the situation in Ukraine, %

1 Ukrainian online media

2 TV (national)

3 Facebook | Y Y O E E—
4 Telergram I ———

5 Local online media I —

6 Ukrainian printed media

7 Ukrainian radio f—
8 TV (local)

9 Relatives

10 Other

11 TV (Russian) ]
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exceeded the share of those who use all-Ukrainian websites. The survey
participants in Severodonetsk indicated official internet representative
offices, in particular the website of the Luhansk Regional State
Administration, among the sources of information. Neither Russian
television nor Russian websites were indicated by respondents as
sources of information on events in Ukraine and the world.

The top channels by total audience are «1+1», which is watched by
almost half (48 %) of respondents, ICTV with a share of 34 % and Novyi
Kanal with 18 %. Quite large percentage, i.e. 17 %, is the share of those
who do not watch television. The same percentage is made up of those
who watch the «Inter» TV channel. Most of the opponents of television
(almost half of the respondents) live in Odessa.

Top channels are also the channels with the most confidence among
viewers. However, the leaders of trust, primarily due to votes in the
Donetsk and Luhansk regions, are Hromadske TV and Pershyi UA. The
greatest distrust and negative trust/distrust ratio are caused by the so-
called «information» channels: 112 Ukraine, News one, ZIK and Priamyi.
In the Donetsk and Odessa regions, significant distrust is caused by
the Inter TV channel.

Among social networks, the undisputed leader is Facebook, which is
used by 84 % of respondents. Telegram is used by 55 %, and Instagram
receives 25 %. Facebook and Telegram users are equally distributed in
Odessa, while Facebook users are twice as large as Telegram users in
Severodonetsk. Attention is drawn to the almost complete absence of
users of the Russian social networks VKontakte and Odnoklassniki.

2. Verification of information

28 % of respondents state that if they received information from the
Ukrainian national, Russian, local media, or «xDPR»/»LPR» media, they
check it in the media of the «other» party. At the same time, just over
half (51 %) verify the information from time to time.

In case of conflicting information from various sources, 55 % of
respondents prefer the Ukrainian national mass media. An alarming
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symptom is that there is a fairly high percentage (38 %) of those who
do not prefer any source. Moreover, in Severodonetsk, those who do
not trust anyone are the majority, while in Kherson, people almost
unanimously prefer the Ukrainian national media.

3. Completeness of information

70 % of respondents consider themselves insufficiently informed about
the state’s efforts to resolve the «Crimean issue», and 61 % do not know
about the strategy for returning the temporarily occupied territories
of Donbas. But 58 % consider themselves sufficiently informed about
Russian-Ukrainian relations. At the same time, residents of Kherson
consider themselves to be the least informed. Among all respondents,
it was most difficult for residents of Mykolaiv to decide on these
issues.

4. Interpretation of events related to the annexation
of Crimea and the occupation of certain areas
of Donetsk and Luhansk regions

The majority of respondents (65 %) consider Russia guilty of the
annexation of Crimea, while 5 % blamed Ukraine. Even more convincing
is the superiority of those who consider Russia guilty of occupying part
of the Donbass: 74 percent against 1. In Mykolaiv, Odesa and Kherson
there was not a single respondent who would consider Ukraine guilty of
these events. At the same time, it was difficult for 30 % of respondents
among all respondents to determine their position regarding the case
of Crimea, and for the second case this number was 25 %.

The audience generally reacted positively to the regulatory ban on
Russian television channels (61 %) and Russian social networks (57 %).
13 % consider the ban on Russian channels a mistake and an assault
on free speech. 22 % consider the ban on Russian social networks to
be such an assault. Much less positive is the attitude to the ban on
touring Russian artists. Only 35 % consider this the right step aimed at
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Annexation of Crimea The war in Donbas

Il Was provoked by Ukraine, 5% Bl Was started by Ukraine, 1%
[ Was provoked by Russia, 65% 1 Was started by Russia, 74%
W Itsdifficult to answer, 25% | Its difficult to answer, 17%
Refusal to give answer, 5% Refusal to give answer, 8%
Prohibition of Russian TV channels Prohibition of Russian social media
W Istheright step, 61 % W s theright step, 57 %
I s amistake and attack on freedom of speech, 13 % 1 Is amistake and attack on freedom of speech, 22 %
W Itsdifficult to answer, 22 % I Itsdifficult to answer, 16 %
Refusal to give answer, 4 % Refusal to give answer, 5%

Ban on Russian artists

Is the right step and protection of national interests, 35 %
Is a mistake and attack on freedom of speech, 29 %

It's difficult to answer, 31 %
Refusal to give answer, 5%




protecting national interests. 55 % believe that the situation in Crimea
and Donbas with free speech is negative, while almost 40 % found it
difficult to assess the state of domestic policy in these territories.

5. Tackling Kremlin propaganda

The absolute majority of respondents (91 %) consider the state and its
bodies to be the main ones responsible for tackling Kremlin propaganda
and disinformation. 82 % rely on the mass media, 53 % — on public
organizations. This structure of responses correlates in a certain
way with the assessment of the reasons for the influence of Kremlin
propaganda. Among the main factors of such influence, the audience
believes that Russia invests a lot of funds in propaganda (69 %), and
that other states do not respond properly to such propaganda (38 %).
However, 52 % of respondents believe that the lack of critical thinking
among subjects of influence is one of the main reasons for the spread
of propaganda.

Accordingly, 69 % of respondents consider media literacy to be
one of the main means of tackling Kremlin propaganda. The audience
gave a larger percentage (73 %) only to the creation of high-quality
Ukrainian entertainment content. 62 % consider the resumption of
Ukrainian broadcasting in Donbas and Crimea to be such a means,
while some of the audience understands the technical complexity of
such a resumption. Only 27 % of respondents consider the introduction
of quotas for the Ukrainian language on television and radio to be a
good idea.

The respondents consider the experience of the Baltic states and
the United States of America in tackling Kremlin propaganda to be the
most successful. One of the effect of the project is that the audience
gave Lithuania the undisputed leadership in tackling propaganda
(42 %).
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6. Self-assessment of the ability to detect fakes

The respondents believe that in most cases they are able to distinguish
high-quality information from disinformation and fakes (69 %). Another
17 % consider themselves able to detect fakes in all cases. In each
city, approximately the same number of respondents believe that they
are able to identify fakes. Among the criteria for fake information,
respondents named the lack of a source of information (77 %), the
dissemination of information by bots (61 %), the lack of an author of
information and excessively emotional presentation of information
(44 % for each of these criteria).

7. Media literacy

The audience was almost unanimous in the need for media literacy
training (93 %). Moreover, the training process should concern both
children, adolescents and adults. This is the opinion of 82 % of
respondents. 90 % of the audience is ready to participate in training
events to improve media literacy. Among such events, online courses
(64 %), a subject at school (59 %) and a TV program (36 %) were
named the most attractive for the audience. Among other possible and
acceptable measures, there are also seminars, public lectures, short-
term programs, trainings, Telegram channel, YouTube channel, etc.
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PO3MOIIT 2

OOCBI[ JIUTBU Y ITPOTULII
ITPOITATAHAI TA ITOCHUJIEHHI
HE3AJIEXKXHHUX 3MI

PART 2

LITHUANIA'S EXPERIENCE
IN TACKLING PROPAGANDA
AND STRENGTHENING
INDEPENDENT MEDIA






SIK BOPOTUCH

31 CTPATETTYHUMH
KOMYHIKALIIMHUMH
KPU3AMHY, 1110 BUKJIUKAHI
OE3IH®OPMAILIIEIO?

Hepinra BJIIONXXIOTE,

eKCcnepmka 3 NUMAaHb cmpame2iYHUX KOMYHIKauidy,
sacHoBHUUA WOW («CBim cniB»),

padHuus MiHicmpa 3aKopOOHHUX cnpaB JIumBU 3 NUMAHb
cmpameeivyHUX ma WodeHHUX KOMYyHIKayill (2013—2017)

CTparTeriyHy KOMyHiKaLito MOXHa onucaTu ik cnpoby foMiHyBaTH
Ha 3eMni — TiNbKKW 3@ JOMOMOToto chiB. Y KNlacUYHilh 6UTBI NOACbKiI
pecypcy BU3HauatoTb LaHCK Ha nepemMory. ToYHo Tak camo i B cTpare-
rYHiN KOMYHiKaLil — nepeBara y BUCIOBNOBAHHSAX, @ TOYHiLLe HapaTuBi,
36inbLUye MMOBIPHICTb Nepemoru. Cnoea, ki M1 YyeMO HalvacTille,
C/TOBOCMOJIYYEHHS, SIKi JOMiHYIOTb B iHOpMaLiiHOMY NpoCTopi, BU-
3HayaroTb i POPMYIOTb CycniflbHE PO3YMiHHS cuTYyaLii. TOMy rofoBHe —
[OKNACTN aKTUBHUX 3yCUJb ANSA MPOLUTOBXYBAHHSA BIaCHOro HapaTuBy,
BNacHOro NoefHaHHA cniB Ta acoujiauin. B iHLWWOMY BUNaaKy foauHi
3aNMLWAaETbCS TiNIbKW 6OPOTUCS | pearyBaTu Ha C/ioBa i HapaTuBW, SAKi
NpoCyBatoThb iHLWI. BpaTh yyacTb y Yyxux 6uteax. Mu a6o dopmyemo
HapaTuB, abo [03B0OIAEMO POPMYBaTM HaLly OCOOGUCTICTb HapaTUBaMm
iHLWIKX Noaen.

CTtpaTeriyHa KOMYHiKaLlis — Lie akTMuBHa cnpo6a BU3Ha4MTH i Npocy-
HYTM CBilA HApaTMB, IKUK flonoMarae focsaratv NosaiTUYHUX Linen.
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LLlo noraHoro B Yy>xunx 6uTBax? BoHn 3abupatoTb €Heprito, pecypcu,
yac. BoHu BigBoNikaroTb Hally yBary Bif, 6i/blU BaXXIMBUX, a iHOAI
i GiNbLL HarasbHUX NMUTaHb, i, HANTOJIOBHiILLIE, BiABOMiIKaOTb BiJ HaLUUX
BJlaCHUX MNNaHiB.

KoykHa KpalHa Ma€e CBOKO BJ1aCHY iCTOPItO 3apOMXKEHHSA CTpaTeriy-
HOI KOMYHiKaLii. 1 BBa)kato, WO CTpaTeriyHa KOMYHikauis Tak caMo
cTapa, K i 1toACTBO, a KOXXHa KpM3a 3HOB MiATBEPAXYE T BaXUBICTD,
slka 3a3BUYan irHopyeTbCsa B MUPHi/CNokinHi Yacu. Yomy? Tomy Lo
3arasbHUM A1 BCiX KpM3 € bpakK Yacy i pecypciB ANns pearyBaHHs.
€AMHa BantoTa B KpM3y-Le Balli HAaBUYKM Ta AOCBIA, AKi He0O6XiaHi
ANa poboTu B cknagHux ymosax. Lle eanHmii cnoci6 saowaautm yac
i OTpMMaTK nepesary.

MepLa MixkHapoAHa KOMYHiKauitHa Kpu3a B JITBi 3 Moro npode-
CillHOro goceify cTanacs nicnst 3HameHHoro Bctyny Jiuten B HATO i €C.
JntoBui 6ynun 3aTATMMU NpUXUIbHMKaMM YneHcTea i HATO — puca,
sIka, K BBa)kasocs, 36epiratumerbcs BiyHo. OgHak Hapatme «<HATO
3axuuiaTMme Hac» 6yB ockapXXeHui Pocieto B HannepLunin pik unex-
CTBa KpaiHu. Pocisa po36una cBiii BUHULLYBay Cy-24 Ha NUTOBCbLKIl
3eM7li — ipoHiYHO, ane onepaTUBHO Bigpasy X Micnsa Toro, iK COK3HUKU
HATO posnoyanu Micito 3 naTpynroBaHHA NoBiTpsiHOro npoctopy HATO
HaZ KpaiHamu banTii ans 3axucty banTiicbkoro Heba. Pocist xoTina
nocnaTu curHan npo Te, wo MNMpubantuka 6e3saxmcHa, a HATO — He-
HafiHa opraHisauis. 3a Kinbka TUXHIB NnToBCbKa nigTpuMmka HATO
ckopoTunacsa Mmaixe BABidi. BoHa BigHOBMNachb, ane Le 3anHAI0 ae-
KU Yac. HesBa)katoum Ha Te, L0 6yno foknageHo 6araTto 3ycuib
i JoKNageHo ayxe npodeciHo, Wo6 BNopaTucs 3 caMoto KpU3oto,
ane HaMm He BL,asnocs BNopaTucs 3 KpU30r CyCNifiIbHUX OYiKyBaHb.
| onuTyBaHHA rpoMaCcbKol AYMKU Lie nokasyBanu.

Lle ssicHO BKa3yBano Ha HeOHXiHICTb CTBOPEHHS AepXXaBHMNX 3acO6iB
cTpaTeriyHol KOMyHiKaLil. Ane, Ha )kanb, Kpusa npowiiia JapeMHo, 3 Hel
He 6yno OTPMMaHO >XOAHOI KOPUCTi Ta BOHA HiYOMY He HaBuuna.

HactynHa moxnusicTb 3'aBunacs B 2013 poui, konum 1 nunHa 2013
poky JluTBa posrnoyana CBO€ nepLue rosioByBaHHA B Pagi €Esponent-
cbkoro Cotosy. Cam akT NpUNHATTA Ha cebe Takoi BaXKNMBOI poni
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i3 3a3HayeHHAM CxigHOro napTHepcTBa AK NPiOPUTETHOrO MPUBEPHYB
yBary i ctyp6oBaHicTb Pocii. Toro nita B MiHicTepcTBi 3aKOpAOHHUX
cnpaB MU CrocTepiranu NpUNINB BOPOXUX iHPopMaLiiHNX BKUAAHD,
nepwuin danblMBUIA CKaHAAN 3 «BUTOKAMM AUNIOMATUYHOI iHbOp-
Mauii» (HibuTo B 3MI npocoynnucsi cteHorpamm TefieOHHUMX PO3MOB
3a y4acTHo IMTOBCbKMX AUNsioMarie B 6e3nagHiii i banblumein hopmi),
AKMIN NOCTYNOBO MPU3BIB A0 TOrO, WO iX CTanu BU3Ha4yaTu He AK Bunag-
KOBI 3annTK abo cKaHAanm, a ik opraHisoBaHy BOpOXy iHhopmaLliiHy
JisnbHicTb. K cnpaBeanMBo 3ayBaxkne EaBapp, Jlykac, ToAilHin pe-
JakTop >XypHany The Economist, knto4oBMM 3aBAaHHSIM POCINCHKOI
nponaraHau 6yno NnowMpeHHst HapaTUBY MO Te, LWo JInTea (AK i iHLwWwi
KpaiHu banTii) «<npupeyeHa, nos6aeneHa apysis i pawmcTcbka». Po-
ciicbka nponaraHpa B JITBi 6e3yMOBHO He 6ynia HOBUHKOLO, LLLOPOKY
iCHyBanu NeBHi MOMEHTH, KOJIM BOHA Habupana cuny, ane i iHTeHCcuB-
HICTb | CNpsAMOBaHICTb 6€3yMOBHO A0CANN 6e3npeLefeHTHOro piBHA
B LibOMY pOLii.

Bu3HayanbHUM MOMEHT HacTaB, KONu [0 Liel iHpopmauiinHoi Jisnb-
HOCTI, LLIO NOCTiNHO CTaBuna nig CyMHIB pecypc AOBipKU Ta HaZiNHICTb
JlnTBKY, a TaKOX 1T BHYTPILUHIO 3rypTOBaHICTb, MPUEAHANOCS PilLleHHS
poCificbKOT BNaan BBECTM HiYHY 3a6OPOHY Ha TPAH3UT JIMTOBCbKUX
BaHTaXiB B Pocito i iIMNOpPT NMTOBCBKUX MONTOYHMX NPOAYKTIB. IHpopma-
LiHa JisnbHICTb 3aBXAW € NuLle eN1IeMEHTOM LUMPLIOT CTpaTeril...

Ha nignpuemctBa JIuTBM Npunagana oCHOBHa YacTka TpaH3uTy
BaHTaxiB €C go Pocii. HaBiTb kL0 Pocis i He 6yna KNYOBUM pUH-
KOM 36yTYy IMTOBCbKOI MOJIOYHOI MPOAYKLT, pidaka 3a60poHa Bce X
BMNAMHyNa Ha 6idHec. Ane nofoflaHHss eKOHOMIUYHUX HacnigKiB Liel
KpuW3u 6yn0 HanbiNbLIMM BUKIIMKOM — BOHa He3abapoM nepepocna
B iHbOpMaLifiHy KpW3y, OCKIifIbKM Pi3Hi IMTOBCHKI iIHCTUTYTK NoYanu
BUCTYNaTn 3 pisSHUMU NOBIJOMISIEHHAMM i PI3HOKO OLIHKOKO CUTYaUil.
Lle, 3B4anHO, MancTepHO BUKOPUCTOBYBaJia pociincbKa nponaraH-
ANCTCbKa MalLMHa, NPOAOBXYOYM PO3BUBATU HapaTUB NpUpeYeHol
JepXXaBy, WO Jie Bcynepey HauioHallbHUM iHTepecam (CTaBuTb Mig-
TPUMKY rpoueciB geMokpaTmnsauil B CXifHOEBPOMNENCbKUX KpaiHax
BULLe iHTepeciB HalioHaNbHOro 6isHecy i Hapoay).
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YucreHHi WwoheHHi 3anuTn 3acobiB MacoBoi iHopMalLii, Memy,
Bisyanisaujii Toro, ik nocTpaxgae 6isHec Ta 6t04XeT (6e3yMOBHO,
MaKCMMIi3yloum NponopLii Ta BUAMPAKOYM LMTATH i AaHi 3 KOHTEKCTY),
XJMHYNW y Ny6AiYHUIA NPOCTip, Ta iX pO3BiHYaHHAM LOBeNOCs 3aiMaTu-
ca M3C. OgHak Yyepes fesikui Yyac My 3p03yMinu, Lo OfHe TifIbKu pe-
aryBaHHs Ha elrkoBi NoBigOMIEHHA Ta AesiHdbopMaLito 3abmpae BCro
Hallly eHeprito Ta pecypcu, He 3anuLiaroum Yacy Ans BUKOHaHHS HaBiTb
iHLIMX NOBCSKAEHHUX 060B'A3KIB, 0OMEXYHOUN HaLly 3AaTHICTb hYHK-
LioHyBaTH, @ MOXJIMBICTb PO3PO6EHHS CTpaTerii pO3yMHOI BiANOBiAi
B3arani ctasna HenpunycTUMOoro posKilwio. IHbopmaLiiHa AisanbHICTb
MiHicTepcTBa nepeTBOopMnacsa Ha 60poTbby [1oH KixoTa 3 BiTpsikamy,
a BogHo4ac 3 UMM noTik iHdhbopMaLil Ans po3BiHYaHHSA, NepeBipKu
i pearyBaHHs 6e3 6yAb-1KOro Bif4yTHOro eekTy 3pocTaB.

Po6o4e HaBaHTaXeHHS, L0 3POCTano, @ TaKOX BHYTPILLHA Kakodho-
HiA cynepeynnBMX NOBIAOMIIEHb Bifl YCTAHOB i NOMITUKIB, LLO 3HO-
BY XX CNPUSANO 36iNbLUEHHIO POHOYOro HaBaHTaXKEHHS i He3JaTHOCTI
(dyHKLUiOHYBaTH, LUBUMAKO 3MYCU/IM YCTAaHOBU 06'efHaATUCS | moYaTn
KOOpAMHYBATU AK MOBIAOMJIEHHS, TaK i Aii. MiHicTepcTBO 3aKOPAOHHUX
cnpae 6yno nifgepoM, OCKifIbKM BOHO OTPUMYBAsIO HalbinbLuy KinbKicTb
TenedoHHUx A3BiHKIB Big 3MI.

Mu novanu 3 HaMBULLOro NMNOAITUYHOrO Ta IHCTUTYLIMHOIO PiBHA
MIHICTpiB i AMpPeKTOpIB 3anyyeHunx ycTaHoB (60 caMe BOHU Hailbinb-
Le BUCTYNanu nepeg ny6nikoto). MocnigoBHO My 3anyymnu crikepis,
pagHUKIB i AMPEKTOPIB 3 KOMYHiKaLil, AKi TaKoX rnoyanun perynspHo
3ycTpivaTmcsa — cnoyatky Afs pearyBaHHs Ha KOHKPETHY Kpuay, a NoTiM
[Nsl pearyBaHHs Ha BCHo AiesiHopMallito, o6 NiABULLUTY FPOMasiH-
CbKY CTiNKIiCTb i 3MILHUTU 3AaTHICTb IHCTUTYTIB i KpaiHN NpocyBaTu
BflaCHUM HapaTuB.

Liei koopAnHaLiNnHUIA MexaHi3M He 6yB iHCTUTYLiOHani3oBaHMM,
OCKIifIbKU He 6YN0 Yacy Ha CTBOPEHHS 0diLiiHNX CTPYKTYP, NPUAHATTA
3aKOHiIB i HOpMaTUBHMX aKTiB. Heo6XiAHICTb NpaBUIbHO BUKOHYBaTH
CBOIO po6OTY i ycyBaTh BCi MepeLlKom, a TakoxX naTpioTuyHa Big-
MoBifanbHICTb 3a 3aXUCT KpaiHW 6yNIM HANCUMbHILIOK MOTMBALiEetO
ONs npocyBaHHA Uiel KoopAnHaLil i cninbHUx ain. MiHicTepcTBO 3a-
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KOPAOHHUX CrpaB CTasno UeHTpaibHUM KOOpAMHALiIMHUM LEHTPOM —
BUK/HOYHO Yepes Noro QyHKLUio 3aiMaTUCA 30BHILIHbOMOMITUYHUMMU
nMTaHHAMU. Ha gogaTtok Ao MidXXBIiAOMYOro KoopanHauinHOro Mexa-
Hi3My, NpeCTaBHWUKM IKOFO PEryAsipHO 3ycTpivanucs, ans uboro 6yno
CTBOPEHO MiaposAin 3i cTpaTeriyHnx KOMyHikauin nig 6esnocepegHim
KepiBHULTBOM MOMITUYHOIO ANPEKTOPa, AKUI NPsAMO NigNOpsaAKo-
ByBaBCAl MiHicTpy. Lle Hagano niaposfiny sk ctatyc, Tak i NOBHOBa-
YKEHHS, HeOOXiAHI ANs eeKTUBHOI pOBOTH 3 IHLUMMM IHCTUTYLLIRHUMHU
yyacHUKaMMU.

Migposain cTpaTeriyHMX KOMYHiKaLii BiB CTOCTEPEXEHHSA 3a iH-
dhopmMaLiiHMM NPOCTOPOM, CUIHaNi3yBaB NPO BOPOXXi Aii i MPOMOHy-
BaB BiANoBiAHI 3axoan. CnoyaTKy BesIMKY YacTUHa vacy nigposgin
BUTPaATUB Ha BUKPUTTSA AiSNIbHOCTI — NPOCTO TOMY, L0 He 6YN0 iHLWOoro
IHCTMTYLINHOIO y4acHWKa, IKUA Mir 61 Lie 3pOBUTU HAaNTEXXHUM YMHOM.
[MocTynoBo, 3aBAAKM KOOpAMHaLlil Ta po3noginy npadi, a Takox 3any-
YeHH HeiHCTUTYLiHUX akTopiB (3MI, HYO, akafemiuHi kona) cTano
MOX/IMBWUM MepeBecTU iHTeneKTyanbHi Ta IF0ACbKi pecypcu 3 YNCTOro
BUKPUTTS Ha MPOCYBaHHA BNIaCHOro CTpaTeriyHoro HapaTtuey. B peaynb-
TaTi Nigpo3Ain cTpaTeriyHMX KOMyHiKaLii noYyaB po3po6naTy HapaTUBK
ANs1 NpocyBaHHSA iHTepeciB JINTBK 3a KOPAOHOM i (DOpPMYBaHHS cyc-
NiSIbHOrO PO3YMIHHSA i NiATPUMKN 30BHILLHbOT MONITUKMK JTNTBM.

3abopoHa Ha MOMOYHI NPOAYKTW | TPAH3UT, @ TaKOX HaLl NMOCTINHWUIA
Bigyain NpuBepHYTU yBary eBponencbkux nigepis i rpoMagcbKocTi,
O[HAKOBO NiALWTOBXHYIM Hally BUHaXignnBicTb. besa cepio3Horo 3a-
BYACHOro nyiaHyBaHHS (OCKiNIbKM KpU3a 3aBXAMW 3acTae 3HeHalb-
Ka) MV NPOBEJM Hally MNepLUy KaMMnaHito 3i cTpaTeriyHoi KOMyHikauil
#freedomcheese, B sikiit Ham Bganocsa npuepHyTh yBary 3Ml i amicTu-
TN HapaTuB 3 «JIUTOBLi — 6anamyTy, AKi CTpaXK4atoTb NapaHoOEHo LLOAO
Pocii», skui nepeBaxas, Ha «Pocisa nopyLye npasuna, ane €C 3anu-
LaeTbcA 3rypTroBaHnM». KamMnaHis Bktovana B cebe BCi eN1eMeHTH
cTpaTeriyHoi KoMyHikauii: 1. EaMHa cucteMa 06MiHy NOBIAOMNEHHAMM
(‘Pocia nopylye npaBuna», ‘NMMTOBCbKMI 6idHec B 6e3neLi», ‘EBpona
eavHar). 2. KoopanHalia Mix yciMa 3any4eHnMu yyacHukamm (Bci ycTa-
HOBMW i HaBiTb 3aC06M MacoBoOI iHhopMaLlii Ta Nnigepu rpPoMaasHCbKOro
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CycninbCcTBa NpuegHanucs Ao uux 3ycusb) 3. CTpaTeriyHa B3aeMogist
BULLOMO KepiBHUUTBA (Mpe3unaeHT JINTBK, MiHiCTpK, genyTaTu nap-
NlaMeHTy i YneHn EBpPONEeNCcbKOro NnapnaMeHTy TakoX nNpueaHanuncs
[10 NoLUMpeHHs uiel igei). Mu oTpumanu nocTiiHy yBary 3MI 3 060x
60KiB ATNaHTUKK, MM OTPMManu yBary iHoO3eMHOI ayauTopii, oTpuma-
1M Heo6XiaHi NoniTMUHI pieHHs (PiweHHA Pagum €C, Wo 3acyaxye
Aii Pocil, ki cynepeyats ii ToproefnbHUM yrogam 3 €C Ta npaBuiam
COT 3aranom) i yeary 3MI fo Hux (Moganblue NowupeHHs ifgel npo
Te, WO Lie He «3HOB NpMbanTy, fiKi CTpaXkgaroTb NapaHOEO», a «Le
3HOB Pocisi»). | ocTaHHEe, ane He MeHLL Ba)x/TMBE: MV MOBEPHYN Nu-
TOBCbKill F(POMaACbKOCTI ifeto Npo Te, WO «MU HE CaMOTHI, MapTHepwu
€C 3HaxoaaTbcA Nopyy» i «Lie He Halwla BMHa, Pocia Befe cBOT irpu». #
freedomcheese 6yB HeBENUKMM NPOBGANCKOM TOrO, LLLO MOXHa JOCAT-
TW, KON iCHYE AOBrOCTPOKOBUI CTpaTEriYHUIA KOMYHIKaLinHWA TUnN
MMCJIEHHS, @ He TiNIbKW HaMip OCYAUTUN BPEXHIO.

KopoTko kaxxyuun, gocsig Jiuteu y 2013-2015 pokax femMoH-
CTpYE, WO CTpaTeriyHMin KOMYHiKaLinHWi Nigxia BuMarae Hacamre-
pef eouHOI ifel | y3rof)XeHHs cnisibHOro HapaTusy/icTopil. [Mo-apyre,
Len niaxig BumMarae KoopAauHauii MixX yciMa ydacHUKaMU (AK iHCTUTY-
LiMHUMMU, TaK | HEIHCTUTYLINHMMMK) y NPOCYBaHHi HapaTUBY, a TaKOX
y 3MiLIHEHHi cycninbHOI CTIMKOCTiI A0 Ae3iHdopMallii i 06MeXeHHi Npo-
HUKHEHHSA nponaraHANCTCbKUX iaen. OCTaHHIN apryMeHT CTOCYETbCS
3abe3rneyeHHst efleMeHTapHOI ririeHn B iHpopmMaLiinHoMy npocTopi —
nonpuv NoBHY nosary Ao ceo6oan 3MI, He3anexkHi iIHCTUTYTK 3060B’s-
3aHi 3abesneyvyBaT piBHi yMOBU rpu ans Beix cy6'ekTie 3MI, Hanpu-
Knag, CUrHanisyBaTu, AKLLO iIHO3EMHI lepXXaBHi areHT! KOPUCTYHOTbCA
ab0 3/10BXNBatOTb CTaTycoM BinbHUX 3MI, abo curHanisyeatu npo
6yAb-AKi NOpyLLEHHsI 06'eKTUBHOI 3BIiTHOCTI. MNo-TpeTe, nigxig Bumarae
3a/ly4YeHHs cTpaTeriyHoro KepiBHULUTBA. IHOAI cknagHo o6’'egHaTH
3ycunnsa NpeacTaBHUKIB Pi3HOMO NOMITUYHOIO CNEKTPY, ane ix yyacTb
€ BaX/IMBOIO AN151 yCNixy 6yAb-iKMX CTpaTEriYHNX KOMYHiKaLinHWUX 3y-
cunb. BoHa 3abesneuye aoBipy, cTabiNbHICTb i NOCNIAOBHICTb 3yCUb.
KanitaH 3aB)xau NOBMHEH 6yTW Ha 60pTY.
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HOW TO DEAL WITH STRATEGIC
COMMUNICATION CRISES
CAUSED BY DISINFORMATION?

Neringa BLIUDZIUTE,

Expert on strategic communication,

Founder in WOW («World of Words»),

Adviser to the Minister of Foreign Affairs of Lithuania
for strategic and daily communication (2013—2017)

Strategic communication can be described as an effort to dominate the
ground — only with words. In the classical battle manpower defines the
chances to win. Similarly, in Strategic communication — dominance of
words and even more precisely, narrative, increases the likelihood of
victory. Words that we hear the most, combinations of words that dom-
inate information space define and shape public understanding of the
situation. Therefore key is to make an active effort to push own narrative,
own combination of words and associations. Otherwise one is left with
only option to fight and respond to words and narratives promoted by
others. To fight the battles others want us to get involved in. We either
shape the narrative or are left to be shaped by narratives of others.

Strategic communication is an active effort to define and promote
your narrative that helps you to advance your political agenda.

What is wrong in fighting battles others want us to fight? It takes
away energy, resources, time. It moves our attention from more impor-
tant and sometimes even more pressing, issues, and, most importantly,
it moves us way from our own agenda.
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Every country has own history of starting to take Strategic com-
munication seriously. | believe strategic communication is as old as
humanity, every crisis renews its importance, usually ignored in peace-
ful/stress-free times. Why? Because what all crises have in common
is shortage of time and resources to respond. The single currency in
crisis is your skills and experience to perform under pressure. It is the
only time-saver and advantage-giver.

First international communication crisis in Lithuania from my pro-
fessional experience was after Lithuania’s glorious entry into NATO and
the EU. Lithuanians were the staunchest supporters of the membership
and NATO — the feature thought to last forever. However, this “NATO
will defend us” narrative was challenged by Russia at the very first year
of the membership. Russia crashed its fighter SU-24 on Lithuanian
soil- ironically yet strategically right after NATO allies launched NATO
air policing mission over the Baltic countries to defend Baltic skies.
Russia wanted to send the signal that Baltics are indefensible and NATO
is unreliable. In few weeks time, Lithuanian support to NATO dropped
by nearly half. It did recover, but it took some time. Even though many
efforts were done and done highly professionally to manage the crisis
itself, but we failed to manage the crisis of public expectations. And
public polls were showing it. This clearly pointed at the need for national
strategic communication capacity. But unfortunately, the crisis was
wasted rather than treasured and learned from.

Next opportunity came in 2013, when Lithuania started her first ever
Presidency of the European Union Council from 1st of July, 2013. The
mere fact of taking up such an important task, coupled with naming the
Eastern Partnership a priority brought Russia’s attention and unease. That
summer at the Ministry of Foreign Affairs we saw influx of hostile informa-
tion attacks, first fake ‘diplomatic leaks’ scandal (supposed transcripts of
phone conversations leaked to the media featuring Lithuanian diplomats
in a messy and fake way) that slowly led to define it not as accidental
queries or scandals, but as organised hostile information activity. As
Edward Lucas, at that time Editor of the Economist once rightly framed,
the key task of the Russian propaganda was to spread the narrative that
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Lithuania (as well as other Baltic countries) are “failed, friendless and
fascist”. Russian propaganda in Lithuania was definitely not a novelty,
every year had particular moments where it would pick up, but its intensity
and focus definitely took up unprecedented level that year.

Defining moment came when those information activities, constant-
ly questioning Lithuania’s credibility and reliability as well as internal
cohesion, were joined by decision of Russian authorities to introduce
an over-night ban on Lithuanian cargo transit to Russia and import of
Lithuanian diary products. Information activities are always just an
elements of a larger strategy...

Lithuania's businesses had leading share of the EU’s cargo transit
to Russia. Even if Russia was not the key market for Lithuanian diary
products, an abrupt ban did make an impact to the businesses. But
handling economic effects of this crisis was a single challenge — it
soon turned into information crisis, as different Lithuanian institutions
started to go out with different messages and different assessment of
the situation. This of course was masterly used by the Russian propa-
ganda machine further developing the narrative of failed state that is
acting against national interests (putting support to democratisation
processes in the Eastern European countries prior to interests of na-
tional businesses and the people).

Numerous daily media quieries, memes, visualisations how business
and budget will suffer (surely maximising proportions and taking quotes
and data out of context) were pouring into the public space, leaving the
MFA to debunk them. However, after some time we understood, that
only responding to fake messages and diss-information is taking ALL
our energy and recourses, leaving no time to carry out even other routine
responsibilities, infringing our ability to function, least having the luxury
to strategise a clever response. Ministry’s information activities turned
into an don kihotian effort of fighting windmills, with increasing flow of
info to debunk, check and respond without any tangible effect.

Increased workload and internal cacophony of conflicting messages
from institutions and politicians, that contributed again to the workload
and ability to function, quickly forced institutions to get together and
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start coordinating — both messages and actions. Ministry of Foreign
affairs was in the lead, because it was receiving the most media phone-
calls. We started from the highest political and institutional level of
ministers and directors of institutions involved (because they were
those who spoke the most in the public). Consecutively we involved
spokespeople, advisers and communication directors, who also started
to meet regularly — first to respond to particular crisis, then to respond
to all disinformation, to increase civil resilience and to strengthen ca-
pability of institutions and the country to advance own narrative.

This coordination mechanism was not institutionalised, as there was
no time to set up formal structures, pass laws and regulations. The need
to do the job right and eliminate all the hurdles as well as patriotic re-
sponsibility to defend the country was the strongest motivation to move
that coordination and common action forward. Ministry of foreign affairs
became the central point for coordination — purely out of its function
to take care of “foreign” issues. For that purpose, further to interagency
coordination mechanism that was meeting regularly, a StratCom unit was
set up right under direct supervision of the Political director who was di-
rectly reporting to the Minister. That gave both status and authority to the
unit required vis-a-vis other institutional players to work effectively.

Stratcom unit was surveilling the information space, signaling hostile
activities and suggesting response. At the beginning most of its time
was consumed by debunking activities — simply because there was no
other institutional player to do it properly. Slowly, due to coordination
and distribution of labour, as well as engagement of non-institutional
actors (media, NGOs, academia) it was possible to move intellectual
and human recourses from pure debunking to advancing own strategic
narrative. As a result the StratCom unit started to develop narratives to
advance Lithuania’s interests abroad and generate public understanding
and support to Lithuania’s foreign policy.

The ban of dairy and transit as well as our growing desperation to get
attention of European leaders and publics alike pushed our creativity.
Without huge advance planing (as crisis alwasy hits unprepared) we did
our first Stratcom campaign #freedomcheese where we managed to get
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media attention and to move the dominant narrative from “Lithuanians

are troublemakers paranoid about Russia” to “Russia breaks rules, but

EU stands united”. Campaign entailed all the elements of Strategic

communication: 1. Unified messaging (‘Russia brakes rules”, ‘Lithuanian

business is safe”, 'Europe stands united’). 2.Coordination among all

players involved (all institutions and even media and civil society leaders

joined the effort) 3. Strategic engagement of top leadership (Lithuani-
an President, Ministers, Members of Parliament and Members of the

European parliament joined in spreading the message around as well).
We got continuous media attention on both sides of the Atlantic, we got
attention of foreign audiences, we got political decisions needed (The

EU council decision denouncing Russias actions as going against its

trade agreements with the EU and WTO rules in general) and media’s

attention to them (further spreading the message that it's not “paranoid

Baltics, again”, but “Russia again”). And last but not the least, we got
the message back to the Lithuanian public that “we are not alone, EU

partners stand by” and “it's not our fault, Russia is playing games”. #free-
domcheese was a small glimpse of what is possible when long term

Stratcom thinking is in place, not only intention to denounce lies.

In short, Lithuania’s experience of 2013-2015 shows that strategic
communication approach requires first and foremost, united message and
agreement on the joint narrative/story. Second, it requires coordination
among all the players (institutional and non-institutional players alike) how
to advance the narrative, but also how to strengthen public resillience to
disinformation and how to limit penetration of propaganda messages.
The latter argument refers to ensuring basic hygiene in information space
-while fully respecting freedom of media, independent institutions are
obliged to safeguard equal level playing field for all media actors, for ex-
ample signal when foreign state agents are enjoying or abusing the status
of the free media, or signal any violations to objective reporting. Third, it
requires engagement of strategic leadership. It is hard sometimes to get
the act together across different political spectrum, but the engagement
is essential to success of any StratCom effort. It brings credibility, stability
and continuity to the effort. Captain must be aboard.
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COIIIAJIBHA CTIHUKICTD Y JIUTBI:
6opoThba 3 gesiHdpopmMalielo
yepes3 aKTyanisaljiio

I-p Hepiroc MAJTIOKSIBIYYC,

excnepm 3 NUMAHb IHQopMayiliHoi 6e3nexuy,
BUK/1a0ay¥ | HAyKOBUl CNIBPO6IMHUK [Hcmumymy
MIXCHAPOOHUX BIOHOCUH [ n0aimosoe2ii
BinbpHIOCHK020 YHIBEpCUMEMY

ArpecuBHa nponaraHza Ta kamnadii gesiHdopmalii He € YUNMOCb HO-
BUM Ans kpaiH banTii abo YkpaiHu. JIMTOBCbKi Ta yKpaiHCbKi eKcnepTu
MOCTINHO BMC/IOB/IIOKOTH 3aKJ/IOMOTAHICTb Y 3B'A3KY 3 PEryNsipHUMHU
pociicbKnMu onepadisiMu 3 gesiHdbopMalii, ki HamararTbcsl pos-
JiNVMTY Hawi cycninbcTBa i 3a6pyAHUTM HaLl iHdhopMaLiiHWUA NPOCTip
dhenkamu. Pocis nig yac BiHU Ha YKpaiHi LLMPOKO BUKOPUCTOBYBana
iHCTpyMeHTU gesiHpopmMalii. 3apas JIntea nepexxmBae NOCUNIEHHSA
arpecuBHux iHdbopMauinHux onepadin npotu Biicbk HATO. Y cBitni
LbOro ypsg, rpoMagsaHCbKe CycrnisibCTBO Ta eKCNepTu noyanu pea-
ryBaTu i peanisoByBaTu NeBHi 3axo4u NpoTugii gesiHbopmauinHomy
HacTyny Kpemns.

Y 2018 poui rpyna MMTOBCbKUX Ta WBEACbKUX eKCrepTiB 3i cTpa-
TeriyHMx KoMyHiKaui Ta cTpaTerin KOHTpnponaraHam po3poéuna
pekoMeHpau,ii Wwoao 3MilHeHHs couianbHOI CTiKocTi B JINTBI". EKc-

*  Binbw geTtanbHy iHGopmaLito AMB. B eKCMNEepPTHIN aHaniTUuHin gosigui LieHTpy focnigxeHb
3 eBponencbkoi iHTerpauii Bia 2018 poky
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nepTun Haronocunu, Wwo edekTUBHA coLianbHa CTIMKICTb Mae 3abes-
neyyBaTu NiAroToBKY i FOTOBHICTb 3aXMLATUCA HaBiTb Y MUPHWIA Yac;
3aranbHocouianbHUI NigXi Mae rapaHTyBaTy, WO hYHKLIT i 060B'A3KM
pO3MoAiNsaTbCA BCepeanHi cycninibcTBa (KOXKHa couiasibHa rpyna
Hece MeBHy BiANoOBiAabHICTb SIK OKpeMa YacTuHa CUCTeMM); a OpraH
B/laAn HadiNSETbCA MOBHOBAXXEHHAMM 3 KOOPAWHYBAHHA LMX DYHKLINA
i 3a6e3neyeHHs NOCTINHOIO BiAKPUTOro Aiasory MiX ycima CTOpoHaMu.
[0NnoBHOK METOK TaKoro niaxoay Mae 6yTu CycninbCcTBO, ke fobpe
06i3HaHe Npo NOTEHLiNHI 3arposun, 34aTHe i HagisieHe MOBHOBAaXEH-
HSIMU LiSITW Y BiANOBiAb Ha HUX, — CTiliKe CycniNbCTBO B MUPHUIA 260
KpU30BMI Yac.

JlntBa BUCTYNUNa iHiLiaTOpOM cTpaTeriyHMX KOMyHiKaLinHKUX iHiuia-
TWB Ha HaLioHa/IbHOMY IHCTUTYLIINHOMY PiBHi, @ TaKOX Ha MiXXHapOAHUX
dopymax. JInToBCbKi 36POMHI CUM OQHNMM 3 NEPLUNX PO3PO6UIIM CBOT
3aco6u cTpaTeriyHmMx KomyHikadin (STRATCOM). MiHicTepcTBO 060po0-
HW TaKOX CTBOPWIIO [lenapTaMeHT CTpaTeriyHMX KOMYHiKaLi Ta 3B'3-
KiB 3 rpOMafCbKiCTIO 4151 CNPUSAHHA NOLWMPEHHIo iHdopmaLii npo 6e3-
neky Ta BiNCbKOBI npouecu B JInTBi. HaBiTb [lenapTaMeHT Aep>kaBHOl
6e3neku Ta [pyruii cnigymin genaptameHT npy MiHicTepcTBi 060pOHM
posrnoyanu BU3HaHi Ha MbXHaApPOAHOMY piBHi KOMYHiKaLilHi KaMnaHii
3 MOTEHLIMHNX PU3UKIB AN IMTOBCbKMX rPOMaZsH WAAXoM ny6nikauii
LLOPIYHMX HaLioOHaNnbHUX AOMOBIAEN Npo OLUiHKY 3arpos. MiHicTepcTBO
3aKOPAOHHMX cnpaB Y3510 Ha cebe NPoOBIAHY pofib B KoopAuHauii
CcTpaTeriyHMx KOMYHiKaLi MK HalioHaNbHUMW IHCTUTYyTamu, 06
npeacTaBnsaTH NMo3uuito JINTBY 3a KOPAOHOM i MPOCYBATU BKIIKOYEHHSA
nMTaHHs iHbopMaLinHol 6e3nekun [0 nopsaKy aeHHoro €C. Y 2017 poui
6yno cTBopeHo Bropo i3 3anobiraHHs 3arpo3aM Ta ynpaBiHHA KpUsamu
npwv ypsagi Jiuteu. Xoya Ha paHHix eTanax CBOro icCHyBaHHs Lie 6t0po
6epe Ha cebe NPOBiAHY Pob i KOOPAUHYE CTpaTEriyHy KOMYHiKaLiiHy
DIANBbHICTb M)XK PiSBHUMKU YyCTaHOBaMM, CTBOPHOKOYN KOMIMEKCHUI
MeXxaHi3M i po3BuBarOYM NojanbLli MOXNBOCTI.

JInToBCbKi Ta WBeAChKi eKCNepTU AiNWAn BUCHOBKY, LLIO, HE3BaXa-
HOUM Ha BULLE3a3HaYeHi JOCATHEHHS, NPO6eMu BCe LLe 3a/MLLatoThCS:
HU3bKa NoJiTMYHAa AOBipa; HOCTaNbriA 3a pagAHCbKMMM Yacamu; po3-
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nanBYacTe yABJIEHHS MPO POCINCbKY 3arposy; iHTerpaisi eTHiYHUX MeH-
LUWH; HA3bKWUIA piBEHb FPOMaASAHCbLKOI y4acTi. JIMTOBCbKMI AOCBIA € BaX-
NMBUM AN YKpaiHCbKMUX MNONITUKIB 3a KilbkOMa HanpsaMKamu:

1. KoMnnieKkCcHUI TepuTopianbHUM MexaHi3aM aHTUKPU30BOro ynpas-
NiHHS;

2. be3neyHa i cTilka KOMyHiKauiiHa Ta iHbopMaLiiHa iHppacTpyk-
Typa,

3. 3MiLHEHHA MefiNHMX KOMMNEeTeHLIN;

4. MNepernsg oCcBiTHbLOI CUCTEMMU, BKITHOYAKOUN MefjiarpaMOTHICTb
Ta KpUTUKY JKeper;

5. KoHueHTpaLif Ha gocnifXXeHHsX i npoLiecax BcepeauHi cycninb-
CTB3Q;

6. MNiaTpMMKa rpoMagCcbKux opraHisauiv Ta 06’'eiHaHb.

BopoTbb6a 3 gesiHpopmaLieto Ta arpecMBHOKO NponaraHAotro
B MefiiHOMY cepe[lOoBULLi € CEPNO3HMM BMNPOBYBaHHAM AN HaLLMX
cycninbcTB. OgHUM i3 cnoco6iB BMpiLLEHHS Liel Npo6ieMn € BUKO-
pucTaHHA cTpaTerii akTyanisauii. EBepect LLocTpom, dpaxiseupb B ra-
ny3i ncuxonorii, CTBePAXYE Y CBOIN KHU3I «JTtognHa-MaHinynaTop:
BHYTPILLHA NOAOPOX Bif MaHinynauii 4o aktyanisauii» (1967), wo
HaMKpaLLo NPOTUOTPYTOHO Bif 6yAb-AKOI MaHiNynsuii € npocTa ak-
Tyanisauisi. Lle o3Hayvae, o 3 anaTieto MOXHa 60pOTUCS aKTUBHICTIO,
3 KOHTpPOJIEM — CBOGOA,010, 3 LIMHI3MOM — BIMEBHEHICTIO i, HApeLTi,
3 6pexHeto — BigKpUTIiCTIO!

CtpaTerisi 60poTbbM 3 HENPaABAOH 32 AOMNOMOrOHO BiAKPUTOCTI Byna
6/IMCKyYe NPOAEMOHCTPOBAHA ABOMa aMepPUKaHCbKMMU coLlionoramu
Anbdpepnom MakknaHrom Jli i Enisabet bpaitaHT Jli He3agosro go Apy-
roi CBiTOBOI BillHW. [LOBOEHHUI nepiof 6yB CMOBHEHWIA arpeCUBHOT
nponaraHam i MaHinynauin. TaknuM YuHOM, AMEPUKAHCbKUM IHCTUTYT
aHanisy nponaraHau (1937-1942) o6'eaHaB LUMX ABOX EKCMEPTIB ANs
JEKOHCTPYKLii HanbiNbLl ACKpPaBMX i YacTO BUKOPUCTOBYBAHUX MPO-
naraHAuCTCbKMX TPIOKiB abo MeTogiB. Lle 6yno 3po6aeHo B KHK3I Nig
Ha3Boto «ToHKe MucTelTBO NponaraHam (The Fine Art of Propaganda)»
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(1939), B fAKil 6ynn BUKNaAeEHi CiM MeTOZiB NponaraHam, BUKOPUCTO-
BYBaHUX 41151 MaHiNynOBaHHSA cepLsMU i CBILOMICTIO NOAEN.

Lli cim MeTogiB nponaraHAm siK i paHille akTyanbHi — i HaBiTb GinblLL
aKTyasibHi — B cy4acHy rno6anbHy (ges)iHdopmauiitHy enoxy:

1. HaBiwyBaHHA ApAuKiB. HeraTuBHWI SPIMK BUKOPUCTOBYETbLCS, LLIOG
3MYCUTU HacC BiAKMHYTK i 3acyQuTH ifeto 6e3 BUBYEHHS [OKA3IB.

Ha nymky Anbdpega i Enizaber J1i, HeraTMBHi Spivnku 3irpanu Haga-
3BUYaNHO BaXX/IMBY POJIb Y CBITOBIN iCTOPII i B HALLOMY BflaCHOMY
iHAMBIgyanbHOMY po3BUTKY. BOoHW pyiHyBanu penyTtadito, CoHyKa-
JIM YONOBIKIB i XXIHOK A0 BUAATHUX 3BEpPLUEHb, BignpaBasaan iHWnNX
B THOPEMHI KaMepu i J0BOAWUM NTIOAEN 10 TaKOro 60XEBINNS, L0 BOHU
BCTynanu B 6iil i BGMUBanu cBoix NobpaTumis. BoHu 3acTocoByBanumcs
i 32aCTOCOBYIOTbCA A0 IHWWX NMoAeR, rpyn, 6aHA, NieMeH, Koneaxis,
NONITUYHUX NAPTil, PaloHiB, WTAaTIB, YaCTUH KpaiHW, HaLil i pac.

Mig yac pocincbKol arpecii Ha YKpaiHi B poCinCbKOMY CyCninbHOMY ce-
pefoBWLLi CTanu 3'9BAATUCA NPUHU3MUBI racnia TUMY «YKPOM» i «<XOXOI».
Pocincbki gepxasHi 3MI noyanu HasuBaTu HOBUI YKPaTHCbKUI YpAL,
«KUIBCbKOK XYHTOIO» HaBiTb My6/1iYHO NO TenebayeHHto.

2. bnuckyui y3aranbHeHHs. AcouiaList Yorocb 3 «6s1arum cioBOM».
MeTop, BUKOPUCTOBYETHCS, W06 3MYyCUTU HAC MPUAHATH | CXBanuTH
Locb 6e3 BUBYEHHSA [0Kas3iB.

«TOHKe MUCTELTBO NponaraHAn» NOSICHIOE, LU0 3a3BMYaii My BipuMo,
60peMOocs, XXMBEMO «br1arMMu CnoBaMmy, LOAO SKUX MAaeEMO MN60KO
BKOpiHeHi yABMeHHS. TaknMu crnoBamMu € «LinBinisaLis», «<XxpucTUAHCTBOY,
«[106p0Y, «NpaBUSIbHEY, «NPaBO», «[EMOKPaTIs», «MaTPIOTU3M», <MaTEPUH-
CTBO», «6aTbKIBCTBO», <HayKa», «<MefMLMHa», «<340POB'A» | «1t060B». [ns
Linen aHanisy nponaraHam ix MoXkHa 6yno 6 Ha3BaTu 6JIMCKyYUMU y3a-
rafibHeHHAMMU, Wo6 30cepeanTy yBary Ha Till He6e3neyHin 0co6MBOCTI,
AIKY BOHW MatOTb: BOHW 03HAYatoTb Pi3Hi peyi Ans pisHUX Ntofen; iXx MOXKHa
BUKOPUCTOBYBATU Pi3HUM YMHOM. Lle He KpuTnka camux cnis. 30BCiM
HaBnaku. Lie kpuTuka Toro, K nponaraHANCTV BUKOPUCTOBYHOTb 3ano-
BiTHi CnoBa i NepekoHaHHs Ntofen, AKi HIYHOro He Nifo3PH0Tb.
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Micns okynauii Kpumy nonituku B Pocii ctanu yacto ny6niyHo BUKO-
PVCTOBYBAaTU apryMeHT «iCTOPUYHOI CNPaBeAIMBOCTI», 06 NOACHUTU
MOTMBAL,iIO L€l arpeCUBHOI KaMnaHil.

3. NepeHeceHHs. LIA TexHika NepeHOCUTb aBTOPUTET, NIATPUMKY
i MPECTMX YOrocChb LaHOBAHOIO i NOBAXXHOMO Ha LWOCh iHLLe, W06 3po-
6UTN OCTaHHE MPUNHATHUM; @60 NEPeHOCUTb aBTOPUTET, NiATPUMKY
i HecxBaneHHs, LWo6 3MyCUTU HaC BIAKUHYTM i He CXBankoBaTK Te, Lo
nponaraHAncT XOTiB 6u, Wo6 MW BiAKWUHYM | He CXBastoBanu.

Mig yac 3acTocyBaHHA MeToAy NepeHeCceHHs 3aBX AN BUKOPUCTO-
BYIOTbCHA CUMBONIN. AMEPUKAHCbKWUIA IHCTUTYT aHanisy nponaraHau
nonepeaxae:

«3a [onoMororo xpecTa nponaraHgUCT Hajae CBOIN Nporpami
CBAATICTb XPUCTUAHCBKOI penirii. Mpanop, Wo cnmMBonidye Hauito i na-
TPiOTM3M, BUKOHYE aHanoriyHy GyHKLUito. KapukaTtypucTu ManorTb
«aabka Cemar, AKMIN 306paXkae 3acTapifivii KOHCEHCYC rPOMaACbKOl
AymKu. Lli cumBonu NpobymkytoTb emouii. OANH TiNbKKW NOrASA Ha HUX
3i LWWBMAKICTIO CBiTNIa Npo6ya)Kye BECb KOMIMJIEKC MOYYTTIB, AKi MU
BifuyBaEMO LLLOAO LiepKBM abo HaLii».

MponaraHAUCTU HEYacTo AOMYCKakoTb, W06 NEpEHECEHHS 3anexa-
10 Nn1LLe Big, ogHOro cumeony. Mysuka, BUAoBMLLA, YHihopMa, putyan,
Jekopaliil — BCe Lie BUBYAETbCA | BUKOPUCTOBYETbLCS, AAKLLO Lie Aopey-
Ho. Llei npuitoMm 0co6nmnBo ickpaBo NposiBAsieTbes B KpemMniBCbKil
iHiLiaTUBI «reopriilBCbKOT CTPIYKU», iIka YOCOBIOE ifeto NPUHAIEXHOCTI
[0 EAVHOTrO «pOCIiCbKOro CBiTy». MponyTiHCbKi 60MOBMKM Ha [LoH6aci
HOCAITb TaKi CTPIuKW.

4. MocunaHHSA Ha aBTOPUTET — NONSAra€ B TOMY, LLIO AKacb LLaHOBHa abo
HeHaBWCHa 0co6a roBOpPUTb, L0 siKach ifes abo nporpama, NPoayKT
a60 ntoaMHa XOpOoLUi YK NoraHi.

«Ci-EH-EH nokasas...», «<NpesnaeHT cKasaB...», <Mil Niikap ckasas...»
ab0 «Haw MiHicTp ckasaB...». Anbdpep i Enizabet J1i 3BepTatoTb Hally
yBary Ha Tou akT, WO AesKi 3 TaK1X MOCUIaHb MOXYTb MPOCTO POGUTU
GiNbLUNIA aKLEHT Ha 3aKOHHIl | TOYHIN ifel, cnpaBegMBOMY BUKOPUC-
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TaHHi MexaHi3My, iHLLi, ogHaK, MOXYTb 6YTU LlYyKPOBOI 06OJIOHKOHO
CMOTBOPEHHS, 6pexHi, HeNpaBUIbHO 3PO3YMINIOro NMOHATTS, aHTUCO-
LianbHOro HaBitoBaHHA. IHLWIi MoAibHi BUCNOBNOBAHHSA, 3BUYaANHO,
MOXYTb CTBOPIOBATU BPaXKeHHS], LLLO «TaKa-To MoraHa JIloanHa 3axuilae
TaKy-TO ifieto, i TOMy Taka ifiesl € noraHoto», abo Lo «TaKa-To XopoLua
JNI0AMHa 3axumLLae Taky-To ifeto, i ToMy Taka ifes € XOpoLlOoHo».

Y KOHTEKCTi NyTiHCbKOI KaMnaHil B KpuMy cTanu 3’'aBnstucs gxe-
pena i aBTopw, AKi «40BOAATb» iICTOPUYHI NpaBa Pocii Ha Kpum.

5. [pa y NnpocTOHapoAHicTb. Lle MeTog, 3a ,OMNOMOrOH0 SIKOro opaTopwu
HaMararTbCs MepeKoHaTu CBOK ayANTOPILO, LLIO BOHU i TX igel xopoldi,
TOMY LLLO BOHW «3 HAPOAY», «MPOCTi NIOAN».

MoniTukn Ta rpoMafcbKi Aisiyi 3aHaATO YacTO 3aBONOBYHOTb HaLUy
ZOBIpY TMM, L0 30at0TbCA HaM TaKUMM XX NTIOAbMU, SIK | MU caMi, TO6TO
«NPOCTO 3BUYAMHUMU NIOAbMU NO CYCIACTBY», — rnonepepxae «ToH-
Ke MUCTeLTBO nponaraHguy». BoHU feMOHCTPYHOTb CBOO BigAaHICTb
MasleHbKUM AiTAM Ta 3BMYaHUM 3aTULIHUM NpUHagaM XUTTS. BoHu
NpOBOAATL KaMnaHii nepef raHkoM. LLLo6 cnpaBuTu BpaXkeHHs Ha ra-
3eTApiB BOHU 3AIACHIOOTb Habir Ha 6ydeT i 3HaxoAsiTb TaM A61yYHUN
MUPIr XOPOLUOT APY>XXMHW. KOpOTLUe Kaxkyyu, Lji Ntoam 3aBotoBanu 6 Haui
rosiocu abo iHWy NiATPUMKY, NPOAEMOHCTPYBaBLUM, L0 BOHM TaKi caMi
3BMWYallHi, K i BCi MM — «Cinb 3eMni» — i, 0TXXe, Myapi i LO6Pi.

Llieto TexHikoro Bonogie npeaunpeHT Pocii Bonogumup MNyTiH Ta horo
KOMaHfa niapHUKiB: BiH N06UTb pobuTh dhoToCceci He Tinbkn 3 coba-
Kamu, ane 1 3 He6e3ne4YHMMK JUKUMM TBapnHamu. Lle oBoguTb Moro
MY>XXHICTb B 0OMax rpOMaZiCbKOCTi.

6. MigTacyBaHHa KapT. Lleit MeTog nepeabayae BUOIp Ta BUKOPUCTAHHS
(hakTiB abo Henpaeaw, iNtocTpain abo nceBAonNpo6ieM, a TaKOX Joriy-
HMX a60 HeNoriYHWX BUCNOBIOBaHb AN HaBeeHHS HalKpaLLoro abo
Hauripworo BMNaaKy sAKoicb ifei, nporpamun, ocobm abo NpoayKTy.
Be3snomunnkoBo MoxHa kBanidikyBaTu niagTacyBaHHs KapT K «MO-
HOMONICTUYHEY, KON WAETbCA NPO NPeACTaB/IEHHA YCbOro B 6inomy
ab0 YOpHOMY KOJ1bOpI, YNCTOro fo6pa abo ABHOro 3/1a 6€3 6yAb-AKUX
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BiATIHKIB UM HIOAHCIB. «TOHKe MUCTELTBO nponaraHan» AoXoAuTb
BWCHOBKY, L0 He6e3rneka «MOHOMOJICTUYHOMO» MigTacyBaHHA KapT,
NigKOpeHHSA LWKBany A0KasiB, NpeACcTaBNeHUX TiNbKN 3 OAHIET TOUYKU
30py, — Ue Te, WO CNOHYKano aBTopa pefakuinHoi ctatTi Ans «Hbto-
Wopk TaitMc» 1 BepecHs 1937 poKy 3a3HaumnTH, LWO: «[1iNCHO XXax/IMBOoK
€ He NponaraHga, a MOHOMOsIA Ha Hel.»

XOpOLLMM NPUKNAZAOM € Te, Lo YCi piBHOMaHITHI rpynu yKpaiHCbKOro
€BpomManaHy npeAcTaBneHi B poCincbkux gepxaBHux 3MI K «ekc-
TPEMICTW» | HaBITb «<HEOHALUCTMY.

7. OCHOBHMIN NPUHLUN METOAY «3arJIUryil Ha Bi3» € TaKNUM: «BCi — Npwu-
HalMHI, BCi MU — po6UMO Lie». 3 A0ro A0MOMOrok NponaraHAnCT Hama-
racTbCs NepekoHaTun Hac, WO BCi YNEHU rpynu, 40 SKOT MU HaneXumo,
npuinMaroTb KOro Nporpamy, i LWo caMe TOMY MU NMOBWUHHI cnigyBaTtu
3a HaTOBMOM Ta «3anaunryBaTu Ha Bi3.»

MeTog «3annuryi Ha Bi3», 3a cnoBamu Anbdpega Ta Enisabet ni, —
Lie 3aci6, AKMI 3MyLLIYEe Hac WTK 3a HAaTOBMOM i MPUAHATM Nporpamy npo-
naraHamMcTa B LiioMy, He BUBYaKOUM A0KasiB 3a i NpoTu Hel. OCHOBHUI
JIENTMOTMB NponaraHAnCTa Takuit: «Bci ue po6nsite. YoMy 6 He pobutu
To6i?» BiH anentoe A0 3aranbHOro Ans 6inbLlIOCTi 3 HAC 6aXKaHHA «ATU
3a HaToBnomy. OCKifIbKM NponaraHAUCT X0o4e, Lo6 M1 MacoBO MLLM 3a Ha-
TOBMOM, BiH Hanpae/isie CBilA 3aKNK A0 rpyr, sIKi BXKe NoB’'A3aHi CniflbHUMU
y3aMu, y3aMu HaLioHanbHOCTI, penirii, pacu, cTaTi, poay AisfbHOCTI.

Llen npuinom 6yB 0CO6IMBO BaXXJIMBUI ANA pagsaHCbKOT KOMY-
HICTMYHOI NponaraHAm, opieHTOBaHOI Ha Macy i HaTtoBn. CTpax 6yTu
MapriHaniaoBaHMM HaTOBMOM Yepe3 0COBUCTY AYMKY 3MYyCUB Ntogen
JoTpumyBaTUcs oPilifnHMX iLe0NoriYHNX Nporpam i HapaTuBiB.

HanpukiHui cnif 3a3HaunTy, WO cTpaTeriyHa KOMyHikallisi ctana oc-
HOBHOIO CTpaTerieto 60poTbou 3 AesiHpopmalieto B JInutei. 3 2014 poky
aKTUBHO PO3pO6AOTLCA 3aX0AM pearyBaHHs Ha BOPOXi Hanaam Ta 3a-
XUCTY rpOMafsH Bif NOTEHUINHMX HeraTUBHUX BNANBIB. YKpaiHa Mae
CBiVi BnacHuUi foceig 60poTbbu 3 AesiHpopmaduieto, ToMy BaXK/IMBO
NoAINUTUCA UM [OCBIAOM, SIKUA 3MILHUTb coLlianbHy CTIAKICTb Ha-
LINX CyCniNnbCTB.
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SOCIAL RESILIENCE IN
LITHUANIA:

tackling disinformation
with actualization

Dr. Nerijus MALIUKEVICIUS,

Expert on information security,
Lecturer and Researcher at the Institute
of International Relations

and Political Science, Vilnius University

Aggressive propaganda and disinformation campaigns are nothing new
for Baltic States or Ukraine. Lithuanian and Ukrainian experts constantly
raise concerns over ongoing Russian disinformation operations that
try to divide our societies and pollute our information space with fakes.
Russia during its war in Ukraine used the toolbox of disinformation
extensively. Lithuania now is experiencing the rise in aggressive infor-
mation operations against NATO troops. In the light of this, the govern-
ment, civil society, experts have started to react and implement certain
measures of countering Kremlin's offensive of disinformation.

In 2018 a group of Lithuanian-Swedish experts on strategic com-
munication and counter propaganda strategies came up with recom-
mendations for strengthening social resilience in Lithuania®. Experts
stressed that effective social resilience should lead to preparedness
and readiness to defend even in peacetime; the whole-society approach
should guarantee that functions and responsibilities are shared within

*  For more see Expert policy brief, European Integration Studies Centre, 2018
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society (every social group has a certain responsibility as a part of the
system); and the authority has a mandate to coordinate those func-
tions and ensure constant open dialogue among all. Main goal of this
approach should be a society that is knowledgeable about potential
threats, and both capable and empowered to act upon them — a resilient
society in times of peace or crisis.

Lithuania pioneered strategic communication initiatives at the na-
tional institutional level as well as in international forums. The Lithua-
nian Armed Forces were among the first to develop their STRATCOM
capabilities. The Ministry of Defence also established the Department
of Strategic Communication and Public Affairs to promote commu-
nication about security and military processes in Lithuania. Even the
State Security Department and Second Investigation Department under
the Ministry of Defence have started internationally acknowledged
communication campaigns on potential risks to Lithuanian citizens,
publishing annual national threat assessment reports. The Ministry of
Foreign Affairs has taken the lead in coordinating strategic communi-
cation between national institutions to represent Lithuania's position
abroad and to push the issue of information security up the EU agenda.
In 2017, the Bureau of Threat Prevention and Crisis Management under
the Lithuanian government was established. Although in its early stages,
this bureau takes the lead and coordinates strategic communication
activities between different institutions, creating the integrated mech-
anism and developing further capabilities.

Lithuanian-Swedish experts concluded that despite the above men-
tioned achievements challenges still remain: low political trust; nostalgia
for Soviet times; vague representation of the Russian threat; integration
of ethnic minorities; low level of civic participation. Lithuanian experience
is important for Ukrainian policy makers in several fields:

1. A comprehensive territorial mechanism for crisis manage-
ment

2. A secure and resilient communication and information infrastruc-
ture
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3. Reinforced media competences

4. Revised education including media literacy and source criti-
cism

5. Focus on research and the processes within society

6. Support for NGOs and associations.

Tackling disinformation and aggressive propaganda in media en-
vironment is a major test for our societies. One way to approach this
challenge is to use actualization strategy. Everest Shostrom, an expert
in psychology, maintains in his book “Man the Manipulator: The Inner
Journey from Manipulation to Actualization” (1967) that the best an-
tidote against any manipulation is simple actualization. That means
that apathy can be tackled with activity, control with freedom, cynicism
with confidence and — last but not least — lies with openness!

The strategy of tackling lies with openness was brilliantly demon-
strated by two American sociologists Alfred McClung Lee and Elizabeth
Briant Lee just before the Second World War. The time period before the
war was full of aggressive propaganda and manipulations. American
Institute for Propaganda Analysis (1937-1942) thus coopted those
two experts to deconstruct most vivid and frequent propaganda tricks
or techniques. This was done in the book called “The Fine Art of Prop-
aganda” (1939) which outlined seven propaganda techniques used to
manipulate the hearts and minds of the people.

Those Seven Propaganda Techniques are still valid — or even more
so — in contemporary Global (Dis)Information Age:

1. Name Calling. Bad label is used to make us reject and condemn the
idea without examining the evidence.

According to Alfred and Elizabeth Lee bad names have played a
tremendously powerful role in the history of the world and in our own
individual development. They have ruined reputations, stirred men and
women to outstanding accomplishments, sent others to prison cells,
and made men mad enough to enter battle and slaughter their fellow-
men. They have been and are applied to other people, groups, gangs,
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tribes, colleges, political parties, neighborhoods, states, sections of the
country, nations, and races.

During Russian aggression in Ukraine derogatory slogans like “ukrop”
and “khokhol” started to appear in Russian public environment. Russian
state controlled media started calling new Ukrainian government “Kyiv
hunta” even publicly on TV.

2. Glittering Generality. Associating something with a “virtue word”. It
is used to make us accept and approve the thing without examining
the evidence.

“The Fine Art of Propaganda” explains that usually we believe in, fight
for, live by “virtue words” about which we have deep-set ideas. Such

" nu

words are “civilization,” “Christianity,’ “good,” “proper,” “right,’ “democracy,’
“patriotism,” “motherhood,” “fatherhood,” “science,” “medicine,” “health,”
and “love.” For purposes in propaganda analysis, they could be called
Glittering Generalities in order to focus attention upon this dangerous
characteristic that they have: they mean different things to different
people; they can be used in different ways. This is not a criticism of
these words. Quite the contrary. It is a criticism of the uses to which
propagandists put the cherished words end beliefs of unsuspecting
people.
After occupation of Crimea it became frequent for politicians in
Russia to use publicly an argument of “historic justice” to explain the
motivation behind this aggressive campaign.

3. Transfer. This technique carries the authority, sanction, and prestige
of something respected and revered over to something else in order to
make the latter acceptable; or it carries authority, sanction, and disap-
proval to cause us to reject and disapprove something the propagandist
would have us reject and disapprove.
In the application of the Transfer trick symbols are constantly used.
American Institute for Propaganda Analysis warns:
“With the Cross, the propagandist lends the sanctity of the Christian
religion to his program. The flag, standing for the nation and for patriot-
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ism, performs a similar service. Cartoonists make “Uncle Sam” portray
an aged consensus of public opinion. These symbols stir emotions. At
their very sight, with the speed of light, is aroused the whole complex
of feelings we have with respect to church or nation.”

Propagandists seldom permit a Transfer to depend upon one symbol.
Music, pageantry, uniforms, ritual, scenery-all are studied and utilized
when appropriate.

This technique is especially evident in Kremlin's initiative of “Saint
George ribbon”, which represents the idea of belonging to one “Russian
world”. The pro-Putin fighters in Donbas region wear such ribbons.

4. Testimonial — consists in having some respected or hated person say
that a given idea or program or product or person is good or bad.
“The CNN showed ..,” “The President said ...,” “My doctor said ..., or
“Our minister said ... " Alfred and Elizabeth Lee draws our attention to
the fact that some of these Testimonials may merely give greater em-
phasis to a legitimate and accurate idea, a fair use of the device others,
however, may represent the sugar-coating of a distortion, a falsehood,
a misunderstood notion, an anti-social suggestion. The rest of such
sentences may, of course, have given the impression that “So-and-so,
a bad man, advocates such-and-such an idea, and therefore the idea
is bad,” or that “So-and-so, a good man, advocates such-and-such an
idea, and therefore the idea is good.”
In the context of Putin's campaign in Crimea sources and authors that
“prove” historical rights of Russia to Crimea started to emerge.

5. Plain Folks. This is the method by which a speaker attempts to
convince his audience that he and his ideas are good because they are
“of the people,” the “plain folks.”

Politicians, public leaders too often win our confidence by appearing
to be people like ourselves — “just plain folks among the neighbors” —
warns “The Fine Art of Propaganda”. They show their devotion to little
children and the common, homey things of life. They have front porch
campaigns. For the benefit of newspapermen, they raid the kitchen
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cupboard and find there some of the good wife’s apple pie. In short,
these men would win our votes or other support by showing that they're
just as common as the rest of us — “salt of the earth” — and, therefore,
wise and good.

This technique is mastered by Russian President Vladimir Putin
and his team of spin doctors: he likes to do photoshoots not just with
dogs, but with dangerous wild animals. This proves his masculinity in
the public eyes.

6. Card Stacking. This involves the selection and use of facts or false-
hoods, illustrations or distractions, and logical or illogical statements
in order to give the best or the worst possible case for an idea, program,
person, or product.

What might well be called “monopolistic” Card Stacking is rep-
resentation of everything in white or black, pure good or plain evil without
any undertones or nuances. “The Fine Art of Propaganda” concludes
that the dangers of “monopolistic” Card Stacking, of submitting our-
selves to a barrage of evidence presented from but one viewpoint, are
what prompted an editorial writer for the New York Times to observe
on September 1, 1937: “What is truly vicious is not propaganda but a
monopoly of it.”

Good example is the way all different groups from Ukrainian Euro-
maidan are represented in Russian state media as “extremists” and
even “neo-Nazis”.

7. Band Wagon has as its theme: “Everybody-at least all of us-is doing
it”. With it, the propagandist attempts to convince us that all members
of a group to which we belong are accepting his program and that we
must therefore follow our crowd and “jump on the band wagon.”

The Band Wagon according to Alfred and Elizabeth Lee is a means
for making us follow the crowd and accept a propagandist’s program
as a whole and without examining the evidence for and against it. His
theme is: “Everybody’s doing it. Why not you?” He appeals to the desire,
common to most of us, to “follow the crowd.” Because he wants us
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to follow the crowd in masses, he directs his appeal to groups held
together already by common ties, ties of nationality, religion, race, sex,
vocation.

This technique was especially important for Soviet communist prop-
aganda, which was oriented towards masses and crowds. The fear of
being marginalized by the crowd because of your personal opinion made
individuals stick to the official ideological agendas and narratives.

In conclusion, strategic communication has become the dominant
strategy to tackle disinformation in Lithuania. Since 2014, response
measures have been developed rapidly while reacting to hostile attacks
and protecting citizens from potential negative influences. Ukraine has
its own experience of tackling disinformation, therefore it is important
to share these experiences, which will strengthen our social resilience
of our societies.
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CITIBITPALIS MIXX ONEPXXABOIO,
ITPUBATHHUM CEKTOPOM

TA TPOMAOAHCBbKHUM
CYCIIIJIBCTBOM Y BOPOTbBI

3 I[TPOITATAHOOIO: goceixg JInTBM

Irmac KAJITIOKAC,

dokmop ¢iaocodii, doueHmM kKagedpu 3B'SI3KIB

3 epoMmadcekicmio YHiBepcumemy Bimaymaca Beaukoz2o
ma Kagedpu MIXCHAPOOHUX BIOHOCUH

[ po3BUMKY MixcHapoOHO020 yHiBepcumemy LCC

IHpopMmaLiiHa 6e3neKka € ofHiI€t0 3 roIOBHUX NpobrieM 6e3neku Jn-
TOBCbKOI AepxaBu. 3 2016 poKy B KOXHi f0NOBIAi NPo 3arpo3u Haui-
OHanbHii 6e3newi (LopiyHa AONOBIAb, AKY NiAroTOBMOE [lenapTaMmeHT
LlepXXaBHoi 6e3reku) BoHa ¢irypye sk okpema KaTeropisi 3arpos, sika
paHille BK/OYanach B po3gin «IHdopmauiiHa Ta igeonoriyHa gisnb-
HicTb». Oco6nMBa yBara npuainaeTbcs iHbopmareHTcTBaM (Be6-cai-
TaMm, MOBHVMM KOMMNaHIsiM TOLLLO), XO4a YacTo 3rafyeTbCsl i KOHTEHT
KOpWUCTyBauyiB. 3aranom, yara o couiasibHOI CTiIKOCTi MpOTK ribpua-
HWX 3arpos 6yna Ha NopsAAKY AeHHOMY NPUHaWMHI 3 MOMEHTY BTOp-
rHeHHs Pocii B Ipyaito B 2008 poui, ane ocobnnBoro sHayeHHsl Habyna
32014-2015 pokiB y cBiTni arpecii Pocii npoTu YkpaiHu, BogHo4ac
MegiViHa Ta iHdopMaLliiHa rpaMOTHICTb BBa)KatOTbCA KI/THOYOBUMU
yMOBaMM Takoi CTiMKOCTiI.
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B uinomy, Jlutea BBakae (i abCoNOTHO cNpaBeaINBO), WO 3Ha-
X0oAUTbCSA B aBaHrapzi 60poTb6u 3 pocincbkMmu iHbopMaLinHUMK
onepauismu. HaBpsig um 6yae nepebinblUeHHAM CTBEPAXYBATH, L0
Pocis, sk npaBno, BBaXXaeTbCsl €EAMHUM AXKepenoM iHpopMaLinHUX
3arpos, xoua NopiBHAHO HelloAaBHO (Hexail i fy)xe 06MexXeHo) noya-
ncs 06roBoOpeHHs 3arpos, LWo noxodsaTb Bia Kutato. MNpoTe, ocTaHHi,
AIK NMPaBuo, ABNAKOTb CO60K0 CKOpillle eKOHOMIYHI 3arposu i wnu-
rYHCTBO, HiX iHopMaLiiHi 3arposu. IHwWi pxepena (iHpopmaLiiHux)
3arpo3 nNpakTUYHO MOBHICTHO ITHOPYIOTbLCS.

3aranbHHUM OTNIA[

3 nornagy TMniB iHhopMauiiH1X 3arpos, 3 AKMMMK CTUKaeTbcs JInTBa,
cnig BUAINUTY TPU KITHOYOBI BUAM LLKIAANBOT AisnbHOCTI. MNepumn —
ue popMyBaHHSI MOTOYHUX NOAiN Ta/abo TEHAEHLN, TaKMX SIK Cpo6u
nigipsaTv rpoMafCbKy NiATPUMKY YneHcTBa JInTBu B EBpONEnCbKOMY
Cotosi Ta HATO. Lle Bkntovae chabpukoBaHi NOBiLOMIEHHS NPO 3/10-
YMHK (HanpuKnag, 3reBanTyBaHHs), BUMHEHI congaTtamu HATO, «<BUTiK»
(henKoBMX BINCbKOBMX MJ1aHIB, PO3MILL,EHUX Ha 3N1laMaHNX NieraibHuxX
caitTax (oAQuH 3 Takux BUMaAKiB BKJIOYAB MnjaH nepeg6avyBaHoro
BTOprHeHHs HATO B Binopycb) Ta iHwi iHbopMauiitHi ataku. Baarani,
KapTWHa, HaManboBaHa POCINCbKOIO NponaraHgoto, npeacraBnse
JInTBY fIK BINCbKOBO OKYMOBaHy i EKOHOMIYHO KONOHI30BaHy npupe-
YeHy filep>KaBy, AKOO KepPYE KaH KOPYMMoBaHUX NONITUKIB i/abo ska
OTPUMYE PO3MNOPSAAXKEHHS 3-3a KOPAOHY (Mo cyTi, 3 BalmHrToHa i Bproc-
cens). OcTaHHE TaKoX MOB'A3aHe 3 iHWWM BaXK/IMBUM HaNpsMKOM
nponaraHau, AKMi cnpaMoBaHUin Ha ApaMaTun3aLito couianbHMX Npo-
611eM, Takux K AeMorpadia Ta HepiBHOMIPHICTb y PO3MNoAiNi LoXoA4iB.
OkpeMo Tpeba 3ragaTit HUHILLHIO cuTyaLito 3 covid-19, B KOHTEKCTI IKOT
YMCNEHHI Teopil 3MOBY, WO NoxoaaTb 3 Pocii i noBepTatoTbCcA Hasapg,
(heikoBMMU pOCINCbKOMOBHUMMW OHNANH-«AKepenamMmn», nparHyTb
306pa3unTy il He AK NaHAEeMIto, a K BUrafKy KOpyMnoBaHux MicLe-
BUX NMONITKKIB, SIKi npoganucs iHcTuTytam €C B 06MiH Ha diHaHCOBY
Jornomory.
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[pyruii ocHoBHMI BUA 3arpo3un — danbcudikalis icTOpUYHUX Nogin.
Lle MOXyTb 6yTW POKOBUHM iCTOPUYHMX Nogii (Hanpuknag, 30-piyus
BanTilicbkoro wnaxy), nam’aTb Npo paAsiHCbKY OKynadito i onip Ti
(Hanpuknag, cnpobu AUcKpeanTyBaTh 36pOoiHMIA onip JINTBK pagsiH-
CbKill oKynaLuii, iki 0cO6MBO NOCUMMANCA HanepeaoaHi Aep)KaBHUX
NoXopoHiB niaepa uboro onopy Agonbdaca PamaHayckaca-BaHaraca
nicns Toro, AK MOro ocTaHkW 6ynu 3HanfeHi B 6e3iMeHHiin Morui).
MeTa, MabyTb, nonsirae, 3arasiom, B TOMy, 06 OYOPHUTU 6OPOTLOY
3a He3aseXHiCTb i KITHOYOBUX ICTOPUYHMX OCOBUCTOCTEN | TUM CaMUM
CTBOpPUTKM 06pa3 Toro, Wo JITBa Hikon He 3acyroByBana 6yTu He-
3a/IeXXHOK AEPXKABOIH.

HapeluTi, TpeTiit HanpsiMOK aTaku — Lie hanbcudikalis rpomMagacbkoil
AYMKM abo, siK IOro Ha3mBatoTb Ha XXaproHi iHpopmaLinHoi 6e3neky,
acTpoTypdiHr. Ller TMn aTaku cNpsiMoBaHWUI Ha iMiTaLito cycnifibHOro
KOHCEHCYCY LUMIAXOM HaNOBHEHHS COLliafibHUX MepexX Ta po3giniB Ko-
MeHTapiB HOBMHHUX Be6-CanTiB PENKOBUMU KOMEHTApSMU, AKi YacTo
3anuvwatroTb abo 601K, abo BipTyanu (coknaneTtu) (To6To KoMeHTapi
AIK Bifj NOBHICTIO aBTOMaTU30BaHUX heKOBUX 061iIKOBUX 3anUCiB, Tak
i Bifi Ntofein, sIi KepytoTb Kiflbkoma (heiikoBrMK 06/1iKOBUMM 3anmncamm
KOXeH). TakuM YMHOM, MPOCTip rPOMaACHKOI AMCKYCil CNOTBOPHOETHCH,
OCKIiNbKW Ta YacTKa HaceneHHs, AKa, AK BUAAaeTbCs, NiATPUMYE Npo-
naraHgMCTCbKi MOBIJOMIEHHS, LUTYYHO 3aBULLYETbLCA, LLO BUKIINKAE
NoYyTTS 3arpo3u i MopasibHOT NaHiKK y LMPOKOT rpoMaACcbKOoCTi, abo
po6UTb HapaTMB BiNbLL NEPEKOHIMBUM, OCKiNIbKU NpeAcTaBsie Noro
SIK «rof10C Hapogy». OCTaHHIM aTakaM 0CO6MBO BaXKKO NMPOTUCTOATY,
OCKIiNIbKM BOHM CNUpatoTbCA Ha undpu i, 3a3BMYai, Hag HUMU BaXk4e
3MiiCHIOBaTU HarnsAA, HiXK Haf Be6-caTaMu, siki 3HaxoAsTbCs nepeq
04MMa, a0 KOHTEHTOM, LLLO TPAHC/IOETHLCS.

Taki 3axoan BKJIHOYAKOTb YCYHEHHST a60 6J10KyBaHHSA HOBUHHUX
KaHaniB (AK OHNalH, TaK i TeneBiziiHWX), AKi BiaBEPTO NepeaaroTb
nponaraHay. [Joci Taki kpalHi 3axon B OCHOBHOMY 3aCTOCOBYBa-
NINCb A0 TeNeBi3iINHOro KOHTEHTY, KON AesKi POCINCbKi TenekaHanum
Ha NeBHUI Yac N036aBNANNCA NiLleH3iT Ha MOBNEHHS Nicns 0CO6NBO
rpyéux akTiB gesiHpopmalil (Hanpukia, CTBepAYKEHHS, O pafsHCbKI
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Hanagu NpoTu LUMBINbHOIo HaceneHHs, AKe 3axuLwano y civHi 1991 p.
KJIFOUOBi yCcTaHOBM JINTBU, AKa HeLLLoAaBHO CTana HesasnexXHor Kpai-
Hoto, 6ynn BlalITOBaHi caMuMu nuToBLUAMMK). OfiHAK TaKi paguKasbHi
3ax04u, MOXJ/INBO, CNPSAMOBaHi 6iflblUe Ha AeMOHCTPaL,ito TOYKM 30pYy
i YiTKOro HaMipy «pOBUTM LLLOCbY», HiX Ha peasibHe BUPILLEHHS Npo6iemMu
AesiHdopmalii. Lie BigbyBaeTbcs TOMY, L0 HabaraTo BaX/MBilLa 6UTBa
BeZeTbCs B Cipiil 30Hi couianbHMX Mepexx, oHNanH-hopyMiB, po3ginie
KOMEHTapiB HOBUHHUX MOPTaniB i CYMHiBHUX Be6-caWTiB, SKi He nig-
nagaroTb Nif 3a60POHY, asne, TUM HE MEHLL, € 3HaYHUMN KOHBEEPaM#
terikoBux (abo YacTKOBO ENKOBUX) HApaTUBIB. Y Takux BUNagKax
Ba)X/IMBe 3HaAYeHHS Mae 3arasnbHe MPOCBITHULTBO B ranysi MefinHol
Ta iHpopMaLiHOT rPaMOTHOCTI i 3yCUA NPUBaTHUX Ta HEYPSAOBMUX
OpraHisakujii, a Tako) OKpeMmux L06poBOsIbLIB (MPO LLO MAETHCS HMKYE)
3 BUKpPUTTS dhelkiB.

AKLLO NAETLCA NPO «KOPCTKUN» iIHCTUTYLINHWUIA hOKyC Ha iHpopmMa-
LiNHIn 6e3newj, TMTOBCbKI Bilicbka MatoTb [lenapTaMeHT cTpaTeriyHux
KOMyHikaLiii (STRATCOM), SKoMy [OpYYEHO NPOTUAIATU BOPOXNM
AesiHdopmMauinHnum onepadisim. 1o Toro X B MiHicTepcTBi 060pOHM
3HaxopuTbCa [lenapTaMeHT cTpaTeriyHMX KOMYHiKaL,iv | 3B'3KiB 3 rpo-
MaACbKICTHO, OAHIE0 3 DYHKLi AKOro € NpoTunais aesiHhopmadii npo
roTOBHICTb JINTBM 40 060POHM | BOEHHWIA CTaH.” AHANOMYHUM YMHOM,
fIK 3ragyBanocs Bulle, [lenapTaMeHT AepXXaBHOI 6e3MeKu Ta iHLWi
yCTaHOBW, MOB'si3aHi 3 HaLioHaIbHO 6e3MeKoto, MPOBOAATL NOCTINHUM
MOHITOPUHI NponaraHANCTCbKUX 3aXOAIB | MOXYTb BTpyYaTUCS, SKLLO
i KOMK Lie HeobXigHO, B MeXKax MOBHOBaXEHb, AeNleroBaHUX Takum
yCTaHOBaM 3aKOHOM. OfHaK 3aBXAW iCHYE BaXk/IMBa i Ay>Xe TOHKa
MeXa MixXK HalioHaNlbHOI 6e3MNeKoro Ta NpaBaMu JIIOANHW, B NepLUy
Yyepry, cB060A00 BUPaXKeHHS MOrsAiB; Xxo4a Lsi cBo6oaa, BiANoBiA-
HO po cTaTTi 10 €EBponencbKol KOHBEHLIT NP0 NpaBa JtoANHMU, He €
abCoNOTHOMO | MOXe 6yTU 06MeXeHa, cepep, iHLWOro, 3 MipKyBaHb
HauUioHaNbHOT 6e3MeKu, XXOPCTKUI Niaxig Bce X, AMOBIpHO, Npu3Beae
[0 CTpaxy LieH3ypu i BTpyYaHHs ypsaay B NoNiTUYHi aebatn. Tomy aep-

*  https://kam.lt/It/struktura_ir_kontaktai_563/ks/283.html?view=details
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YKaBHi yCTaHOBW 3a3BMYai NoKNaaarTbCA Ha NapTHEPCbKi BifiHOCUHN
3 NpuBaTHMMM OpraHisauisiMu Ta opraHisauigsMmn rpoMagsaHCbKOro
CycninbCcTBa 4J1s BUKPUTTA Ta NpoTuAil gesiHdopmalii.

He AMBHO, LLO iCHYOTb NOGOOBAHHS LWOAO TOrO, YN € TicHa cniBn-
paust MiX BinCbKOBMMMW Ta/abo0 iHLWMMMW AEePXKAaBHUMM iIHCTUTYTaMM
i, Hanpukag, XXypHanictamMmm 3 NpocyBaHHA y3rog)KeHol igel Ta Ha-
LioHanbHOro (KOHTp-)HapaTMBY PiBHOCU/bHOK iHCTUTYLioHanisauil
ynepegyXeHocTi Ta nponaraHgn. TUM He MeHLL, BaXX/IMBO Bif3Hauu-
TW, WO iHiLiaTUBW, NOB'A3aHi 3 KOHTPNpoMnaraHAo, BK/IHOYatOTh Tiflb-
KM Ti Aii, SKi MaloTb IBHWUIA OGOPOHHUI XapakTep, TO6TO NPOTUAIIO0
(herkoBMM HOBUHHUM HapaTuBaM, iHHOpMYyBaHHS NierasibHMUX CanTiB
npo aesiHdopmalito, ska 6yna abo HeHaBMWCHO ONPUIIOAHEHA, ab0
po3MmileHa B IHTepHETI B pe3ynbTaTi KibepaTaku, ane He BKJIHOYaroTb
yyacTb B 6yAb-IKMX aKTUBHUX NpoMnaraHAMCTCbKUX 3axoaax abo 3/10Mi
nponaraHAUCTCbKUX CanlTiB.

IMpoekT «BUKpUBau»

OfHieto 3 HalycniWHIWKX iHiLiaTMB y 60poTbbi 3 Ae3iHdopMmalieto
cTaB npoekT «Demaskuok» («Bukpueai), iHiuiioBanwii Jesngi (Delfi),
HanbiNbLIMM HOBMHHMM NOpTasnioM B KpaiHax banTii.” MpoekT 06’eaHye
iHCTPYMEHTU WITYYHOro iHTeNnekTy (po3pobneHi Npu diHaHCyBaHHI
iHHoBaUiHoro doHay Google) i aHaniTuKiB-ntogen (KypHanicTis i akTu-
BiCTiB iHpOpMaLiNHOT rpaMOTHOCTI, @ TakoX dinito ueHTpy STRATCOM
JINTOBCbKUX BiliCbK) AJ1A Harnaay 3a IMTOBCbKUM NPOCTOPOM Ipo-
MafCbKOI AUCKYCIi, BKJTHOYaKoun pearibHi i pernKoBi HOBMHHI canTu
i couianbHi Mepexi, 3 METOO0 BUSIB/IEHHSI TPEHA0BOI AesiHpopmauii
i 1T BAKPUTTA. IHCTPYMEHTAPIN WTYYHOrO iHTENEKTY, AKUN BUKOPUCTO-
BYETbCA B MPOEKTI, 34aTHUI He TiNbKW ifeHTUdiKyBaT TPEHA0BUN
NOTEHLiNHO He6e3neYyHNn KOHTEHT, afne 1 No3HayaTu Nifgospini ya-
CTWUHM B TEKCTI i BiACTEXYBaTK BUXiAHE AXXEPENo KOHTEHTY, a TakoX
noro nopganbLi 3miHu. Lis iHpopmauia 6e3uiHHa gna axiBuis-ntogen,

*  https://demaskuok.It/
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3aBJaHHS SKNX — BUNpaBuTU AesiHdopmalito i HagaTu TOYHY Bepcito
nogiin, Wwo posrnsgatoTbes (abo cnpocTyBaTu nogil, AKi Hacnpaegi
He Big6yBanuco), aep>xxaBHnM 3MI. B cepeiHbOMY NPOEKT 34aTHUIA
npoaHanisysatu 61n3bko 30 000 cTaTte Ha ceMun moBax. MpoTsirom
nepLioro poky cBoei po6otn (2018-2019 poku) NpoeKkT 6yB 34aTHUIA
ineHTndikyBaTn 651M3bko 200 dhenKoBMX HOBUHHUX TPEHAIB, sIKi 6yu
noLuMpeHi 3aranom 13 MinbioHiB pasiB.”

O6r'pyHTYBaHHS TaKoOro nigxoA4y nonsrae B TOMy, WO HenpaBauBa
iHpopMaLif, KL iT He NepeBipATH | He NiATBepAXXyBaTH, AOCATHE
3HAYHOI YaCTMHW HaCceNeHHs, K, He BAAKOUYNCh 1O TOYHOT KOHTPIHGOP-
MalLii, LUBMALLE 32 BCE, KYMUTbCS Ha Lito 6pexHIo. TUM YacoMm, BUKPUTTA
TaKoi gesiHbopMmaLii Mae gaTn MOX/IMBICTb TUM, XTO BXe CTUKaBCS
3 HenpaBANBUMU TBEPAXKEHHAMM, MEPErNAHYTU CBOKO AYMKY, BOAHO-
yac 3a6e3neyyroun iMyHITeT TUM, XTO LLe HE CTUKABCS 3 PENKOBUMU
HOBMHaMW, NPO AKi KAeTbCs, — AKLWO 3HaTU 3a3ganerigb, Wo Taka
AesiHdopmallis icHye i YoMy caMe BOHa MOXe BBaXkaTuCs HenpaBu-
BOIO, TO TaKUii TaKUA KOHTEHT MOXHa 3p06UTHN MEHLL NPaBAOMNOAIGHUM.
OTxe, BKpaWn BaXJIMBO BUABNATH AesiHdopmaLlito Ha paHHin cTagii,
MOKM BOHa LLie He cTana TPeHAoM, i caMe TOMY aHaniTUYHi iIHCTPYMEHTU
Ha 6a3i WTYYHOro iHTeNeKTy 6e3LiHHi.™

Y cepeanHi 2020 poky npoekT nownpueca Ha JlaTsito i ECTOHitO,
O[HOYAaCHO HaTAKaluM Ha NMiaHu po3LLMPEHHS AiaNbHOCTI, B AKi Ta-
KOXX 6yn0 BKJIFOYEHO aHasiTU4YHi JOKYMEHTM i NOAKaCTW, LLLO BUCBIT-
NIOKOTb MOTOYHUI CTaH i TeHAeHUii B chepi aesiHpopmauii.™ Takox
6yno 3anyLeHo iHCTPYMEHT B irpoBii ¢opMi, 3a f,ONOMOIroHO IKOro
KOpUCTYBa4i MOXYTb OTpPMMaTK 6e3nocepesHiit OCBIf NOLMPEHHS
(heKoBMNX HOBMH B iMITOBAaHOMY CepefoBULL, LLLO6 KpaLle 3p0o3yMiTu
iHCTPYMEeHTM i cTpaTerii, BUKOpMCTOBYBaHi nponaraHaucTamu. ba 6inb-

*  https://www.lrytas.lt/it/ismanyk/2020/02/17/news/-google-skelbia-apie-lietuviu-projekta-
demaskuok-It-skelbia-visam-pasauliui-13677831/

**  [1na oTpUMaHHs foAaTKoBol iHpopmMaLil aHrNiNCbKO MOBOO AMB., Hanpuknag, https:/
www.economist.com/science-and-technology/2019/10/24/lithuanians-are-using-software-
to-fight-back-against-fake-news; https://www.dw.com/en/lithuania-hits-back-at-russian-
disinformation/a-45644080

**%  https://www.vz.lt/rinkodara/medijos/2020/05/11/demaskuoklt-zengia-i-latvijos-ir-estijos-
rinkas&1hZTS
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we, «<Bukpusan» TakoX BCTynae B MapTHEPCbKi BiiHOCUHU 3 iHLUUMHU
dbopmanbHUMK i HehopManbHUMM KONEKTUBAMM 3 METOIO PO3LUMPEHHS
OiSNbHOCTI Ta iHiLiFOBaHHA HOBUX MPOEKTIB B cdepi iHhopmaLinHoi
rpaMoTHOCTI. OgHaK He 3aBXAM A0 KiHLsS 3p0o3yMifo, AKa KiHueBa
MeTa TaKuX COH3iB i HACKINbKK iX CniNbHa AisnbHICTb 6yae AKIiCHO
BiAPi3HATMCSA Bif TOro, LLO BOHM BXXe pobnsTb okpemo. Hacnpaegi,
LifIkoM iMOBIpHO, Lo 60poTbba 3 AesiHdopMalieto Ta iHdhopMauiiHa
rpamoTHICTb pPO3rnaAatoTbCs NPOCTO AK MOAHI cdepw, Ao AKUX Tpeda
JONyunTUCS, | NPOCTMI Cnoci6 oTpumaTtn diHaHCYBaHHS K Big Aep-
YKaBHMX, TaK i Bifi Mi>KHapOAHUX YCTaHOB.

Kpim «Bukpuai», aHanoriyHuin npoekT nig Hassow» Naujieny
rentgenas» (HoBMHHWIA PeHTreH) 6yB Takox 3anyLLeHUIA HalioHanbHUM
MOBHUKOM, JIMTOBCbKMM pagio i TenebavyeHHAM. BiH cnpsmoBaHuii
Ha BUSIBNIEHHSA | BUKPUTTA ENKOBUX HOBMH i MponaraHaMCTCbKUX
igen. MOBHMK TaKoX BK/tOYAE B CBOI MporpaMun HaB4YaHHA MefinHol
Ta iHbopMaLiAHOT rpaMOTHOCTiI.

CninbHOTH «eNnbdiB»

OAHVMM 3 HaMbiNbLL yCNilWHMX eneMeHTIB 60poTbou JInTBM 3 fesiHdop-
Maui€eto € Tak 3BaHi «enb@u» — cnabo NoB’A3aHi rpyny oOHNakHOBUX
iHbopMaLiHUX APY>XXMHHWKIB, AKi NaTpytoloTb (B OCHOBHOMY Lnd-
poBWMi1) MPOCTip rPOMaACbKOT ANCKYCIT B MOLIYKaXx pOCIACbKUX TPONIB
(3BificK | po3MOBHUI TEPMIH «eNbdu»). Lle, AK NpaBuIo, BOJIOHTEPY,
AIKi MPMXOAATL 3 Pi3HUX BEPCTB CYCNiSIbCTBA i YaCTO He KOOPAUHYIOTb
CBOI Aii Hi 3 BilicbkoBUM LeHTpoM STRATCOM, Hi 3 6inbL BigoMMmu
NpUBaTHUMM iHiLiaTUBaMW, TaKUMK AK «BukpuBaii» (Ieski 3 HUX Bce X
npuegHanucs 10 OCTaHHbOI). Xoya 6arato XTo 3 HUX TaKOX € YneHamu
JInToBCbKOro COK3Y CTPINbLIB, IKa € BOEHI30BaHOKO OpraHisaui€eto.
Llel cotos sK i paHille B OCHOBHOMY 30CepeaXeHNn Ha NpoTUAIl Bin-
CbKOBWM 3arpo3aMm, a TakoX Ha NaTpioTUYHOMY BUXOBaHHI (siKe, TUM

*  https://www.zmones.lt/naujiena/pilietines-organizacijos-vienijasi-kovai-su-dezinformacija.
de268caf-a860-11e9-86a7-aa000054c883
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He MEeHLL, BCe YacTille BKJ1HoYae TaKOX AesiKi efieMeHTU MefiHol
Ta iHpopmaLiiHOT rpaMOTHOCTI). MOXIIMBO, HaNBaX/IUBILLIOKO PUCOHD
enbdiB € ix rMnMéoke coljianbHe NPOHUKHEHHS | He3aneXxHa Mob6ini-
3auif, WO CUrHanisye npo BUCOKMUI piBeHb 06i3HAHOCTI i MiAroToBKM
BCepeAnHi cycninbcTBa. BoHM TakoX MOXYTb 3a6€3NeYnTh NpoTK-
Jito hernkoBUM HoBUHaM i gesiHdbopMalii, ska 6yae 6inbll CTiKO
Ta, 3aBASKN CBOI HU3O0BIN NpUpOoAI, 6inbll caMoByTHBEOM 3 Nornsaay
noLmnproBaHoi KOHTp-igei.”

Togi K 6iNbL MacLuTabHi NPoeKTH, WO nepegbavatoTb ChiBnNpaLio
»XypHanicTiB i nocagoBux oci6 ueHTpy STRATCOM (Taki sik «Bukpu-
Bali»), B OCHOBHOMY COKYCOBaHi Ha HOBMHHMX CHOXeTax, CTaTTAX
abo 3BiTax, ony6nikoBaHMXx 3acob6amm MacoBoi iHhopmaLil, enbpu
HalnyacTilwe 6epyTb y4acTb y popMi iHPpopmaLiiHOT «napTU3aHCbKOl
BiiHM», NPOTMAIKOYM POCIMCHKI NponaraHAi Ha popymax coujianbHuX
MepeX, rifikax KoMeHTapiB nig noctamu Facebook, a Takox y po3ginax
KOMEHTapiB HOBMHHMX NopTanis.” MeToto y LibOMy BUMagKy MOXHa
BBaXaTu KOMGiHaL,it0 TPbOX B3aEMOMOB'A3AHNX Ljifiel: MPOHMKHEHHS
B iHopMaLliiiHy 6ynb6aLlKy TUX, XTO YacTo BiABiZye nponaraHAUCTChKi
dopymu, npoTugisa edekTy exo-KkaMepw, L0 BUHNKAE KON iCHYE yaa-
BaHUI KOHCEHCYC 3 NpuBoAy HenkoBUX HOBUH, i BAKPUTTS BOPOXOr0
acTpoTypdiHra, AKuii, K 3a3HaY€HO BULLLE, TAKOX € OAHUM 3 KJTHOYO-
BUX CNOCO6IB AOCATHEHHSI TAKOro yAaBaHOro KOHCEHcycy. 3 ornagy
Ha Lie MOXKHa BBa)kaTW, Lo eNibdu NPOHUKALOTb Aani i rnubLue, Hix
ue mornum 6 3po6uTu 6inb hopmanisoBaHi iHiliaTMBK 3 NpoTuUAIi ge-
3iHpopmaLii, i 3abeaneyytoTb NpOTUBAry BUAaMm AisfibHOCTI, 3 AKUMHU
0C06MBO BaXKKo 6opoTucs.

BogHouac, ogHak, fesiki cnpobu BUKPUTTS BUSIBUITUCS CiPHUMMU,
0CO6IMBO KOMW MLLNOCA NPO Taki AenikaTHi TeMu, ik yyacTb JInten

*  [lna oTpMMaHHs fofatkosoil iHhopMaLil aHrNinCbKoK MOBOO AMB., Hanpuknag, https:/www.
ft.com/content/b3701b12-2544-11e9-b329-c7e6ceb5ffdf; https://apnews.com/article/27
ce7f001bdedccb9415ce4a0de74af1; hitps://www.independent.co.uk/news/world/europe/
lithuania-elves-russia-election-tampering-online-cyber-crime-hackers-kremlin-a9008931.html

**  https://www.Irytas.|t/pasaulis/rytai-vakarai/2016/03/21/news/rusijos-interneto-trolius-triuskina-
gudrus-lietuvos-elfai-1148263/
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B l'onokocTi.* 3peLToto, ocKinbku paan enbdis 3a3BuYan ckiafaroTbes
3 NaTPiOTUYHUX aKTUBICTIB, MOXe BUHUKHYTU NparHeHHa Bigkuaa-
TW 6yab-siKi HENPUEMHI HapaTUBMW, HaBITb SIKLLLO BOHU I'PYHTYHOTbCS
Ha icTopnyHux akTax, aAK BOPOXyY «nponaraHay». Lle ctocyetbes
6araTbox enbdiB, sIKi € akTMBICTamMMn 6e3 6yab-IKOro AOCBIAY YuM Nia-
FOTOBKMW 3 XKYpHanicTUKK, NepeBipky QaKTiB TOLLO, a IX <BUKPUTTA»,
HaBiTb AKLLO BOHU 3[INCHIOKOTbHCA 3 LOOPMMKN HaMipaMK, MOXYTb
NPM3BECTU A0 BUTICHEHHA 0fHOrO Habopy HeKoBNX HapaTMBIB iHLUUM
Ta/abo 3aMOBYYBaHHS, Ta/abo cTUrMaTuaauii feskux obrpyHToBaHoO
NPUAHATUX NOMNAZIB Ta 3aK/I0NOTAHOCTEN, TUM CaMUM MPUAYLLYIHOUN
ny6nivyHi ge6atu, Heo6XiAHI AEMOKPATUYHOMY CYCMINIbCTBY, @ TaKOX
3yCcuNns 3 BUKPUTTSA Ta NPUBEPHEHHS YBarn rpoOMajcbKOCTi A0 pe-
anbHWX Ta CNpaBAi aKkTyanbHMX couianbHUX Npobnem. Take HagMipHe
3aB3ATTS MOXe NPU3BECTU A0 HENPUEMHUNX HaCNiAKiB, BKKOYAOUM
nopgarnblue BiAYY>XeHHS YaCTMH CYCNiNbCTBA, SKi BiguyBatoTb cebe
0CO6MCTO aTaKOBaAHUMM i 06paXxkeHMMU, abo fUcKpeguTaLito 3ycuib
3 BUKPUTTSA, AKLLO0 KOHTPHappaTUB TeX BUABUTLCA HEAOCTATHLO XO-
polmnmM. ToMy BKpail BaXXJIMBO MaTu Ha yBa3i 061iBi CTOPOHU Meanni.
[0 Toro x, xo4a nigBuLLieHHs npodecinHocTi enbdiB i MOXXe BMPILLUTU
npo6nemy, 3ycunnsi WoAo Lboro NPakTUYHO He fOKafatoTbCs.

Bi6bnioTexku Ta LIKOIU

Ha popaTok A0 iHCTUTYLIMHMX 3YCUNb, MPOEKTIB, 04ONOBAHUX NpU-
BaTHUMM OpraHisauisimMu, Ta iHiLiaTuB rpoMagsaHCbKOro CycnisnbCTaa,
iCHY€e TaKOX CWUJIbHE MparHeHHs NPoCcyBaTH MedinHy Ta iHpopmMaLinHy
rpaMoTHICTb Yepes 6i61ioTeku | HaBYaNbHI 3aKnaau.

MNMoka30Bo, Lo 6i6/I0TEKM CTAaNU KNHUYOBUMU LIEHTPAMMU HaBYaHHS
iHhopMaLinHoT rpamMoTHOCTI. Hanpuknag, JlInToBcbka HalioHanbHa
6ibnioTeka nocTaBuna nepeg coboto 3aBAaHHA CTaTh LLEHTPOM JOCTYNy
Jo iHbopmaLii Ta il npocyBaHHSA, a TaKoX HaJaTu NIOASM MOX/UBICTb
6auMTy PiSHULIKO MidXXK TOYKaMM 30pY, 3 AKMMU BOHWU CTUKAKOTbCS B My-

*  https://www.dw.com/en/lithuania-hits-back-at-russian-disinformation/a-45644080
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6niYHin cdepi.” Lo Toro X MiHICTEPCTBO KyNbTYpPU TaKOXX BUCIOBUO
ZLYMKY Mpo Te, Lo 6i6NioTeku, K OCHOBHA iHopMaLiiHa iHbpacTpyk-
Typa Aep)xaBu, MatoTb BifirpaBaTy KNHOYOBY posib Y 60poTb6i 3 AesiH-
dhopMauieto Ta NpocyBaHHi iHpopMaLiHOT rpaMOTHOCTI.™ BibnioTekn
Jlnteu BXXe MatoTb focBif B ranysi IT-ocsiT1, 0c061MBO OpieHTOBaHOT
Ha NiTHIX Ntogen; oTXXe, MefiarpaMoTHICTb Ta iHhopMauiltHa rpamoT-
HICTb MOXYTb 6yTW NPUPOAHUM MPOAOBXKEHHAM TX AissnbHOCTI. Jeski
6i6nioTeEKM NPOBOAATL TPEHIHIM, Hanpuknag, 3 6e3ne4YHoro BUKOpu-
CTaHHS couianbHMX Mepex (Lo BKItoYae B cebe AK 3aXUCT JaHUX, Tak
i iHbopMmaLifiHy rpaMoTHICTb), BigkpuTi 6ecian daxiBuiB 3 MegiitHoT
Ta iHhopMaLiNHOT rPaMOTHOCTI TOLLO.

AKLLO naeTbCA Npo WKOK, TO AoKNaAarnTbCA 3yCUnns 3i SMiLHeH-
HSl HABMYOK BUYMTENIB B cthepi HaBYaHHSA iHpopMaLiiHOI FpaMOTHOCTI,
AIK NPaBMWO, Yepes pisHi areHTCTBa 3 NiABULEHHNA KBanidikauii, noB’s-
3aHi 3 MiHiCTepCTBOM OCBITH, HAYKW | CMOPTY, BKAKOYAOUM Nponosuuil
LLOA0 HaBYaNbHUX Mporpam i pecypcu Ans BuknagaHHa.™ Bucsitnto-
BaHi TeMu BapitotoTbCs Bif 6€3nevHOoro iHTepHeT-cepdiHry Ans yuHis
MoYaTKOBOI LUKOJIN A0 PO3YMiHHA Ta KPUTUYHOT OLLiHKW HOBWH i iHLWOT
iHpopMaLil 4Nns CTYAEHTIB OCTaHHIX KypciB. Xo4a MegiarpamMOoTHICTb
Ta iHdbopMaLiiHa rpaMOTHICTb He BUKJ1a[laloTbCS B LLIKOJ1aX K OKpe-
MU NpeMeT, HafarTbCA PpeKOMeHaauil Woao iHTerpadil megiarpa-
MOTHOCTI B HasiBHY LKiNbHYy Nporpamy. AnbTepHaTuBHa METOL0NOrIS,
fika 6yna po3pobrieHa CeKTOPOM HeypsA0BMX OpraHi3auii Wasxom
cnisnpaui Mixk ®oHaom «BigkpuTta Jintea» i BinbHIOCbKUM IHCTUTY-
TOM MOSITUYHOrO aHasisdy, OpieHTOBaHa fiK Ha LLIKONAPIB, TaK i Ha NiT-
HiX NfoAen, NPUYOMY 3HaAYHI 3ycunns 6ynu cnpsiMoBaHi Ha HaBYaHHSA
B irpoBin dopmi.™™

*  https://www.Inb.lt/media/public/bibliotekininkui/Dokumentai/Nacionalin%C 4 %97s_bibliotekos_
medij%C 5 %B 3_ir_informacinio_ra%C 5 %A1tingumo_ugdymo_strategin%C 4 %97s_kryptys.pdf
**  https://Irkm.Irv.It/It/naujienos/siekiama-kad-salies-bibliotekos-aktyviau-isitrauktu-i-mediju-ir-
informacinio-rastingumo-ugdyma
**% https://www.upc.smm.lt/naujienos/mir/audiovizualinis.php; https://www.upc.smm.lt/naujienos/
soc/ugdymo-aprasymai.php; https://duomenys.ugdome.lt/?/mm/dry/med=2/213
***% https://olf.It/alf-programos/atspari-visuomene/media-rastingumo-stiprinimas/
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YHiBEpCUTETU TaKOX BXMBAKOTb NeBHUX 3axoAiB. OfHieto 3 Haw-
6iNbLL NOMITHUX HELABHIX NOAiV cTano cTBopeHHs kadeapu OHECKO
3 MeginHoI Ta iHhopMaLifHOT rpaMOTHOCTI B YHiBepcuTeTi BiTayTtaca
Benukoro.” 3asBneHi Wini nonsararoTb y NpOBEeAEHHI HAyKOBMX JOCHI-
I>KeHb Y ranysi MeginHoi Ta iHpopMaLinHOT r[paMOTHOCTI, MOLIMPEHHI
cneuianbHUX 3HaHb Ha HaLiOHaNIbHOMY Ta MiXKHapOA4HOMY PiBHAX
Ta HafaHHi fonomoru y npouecax GopMyBaHHSA NOMITUYHOrO Kypcy.
Tum vacom daxiBLi BinbHIOCbKOro yHiBepcuMTeTy po3pobunm cnewi-
anbHUIN KypC ANS WKiNbHUX BYMTENIB, W06 PO3BMHYTH iX HABUUKHK
3 HaBYaHHsA MegiaiHbopMaLiHOI r(paMOTHOCTI Ta iHTerpauii uboro
npegmMeTa B NOTOYHI 3aHATTA.™

ICHye TakoX 6e3Ni4 MicLLeBMX NPOEKTIB, PO3PO6IEHUX OKPEMMU-
MW LLIKOSIaMK1 Ta MicueBUMM 6ibnioTekamMu Ans NigBULLLEHHS PiBHS
MeginHoi Ta iHdhopMaLiAHOT FPaMOTHOCTI CBOIX Y4YHIB abo MicLeBoro
HacesnieHHs B 6iNbLU LWIMPOKOMY CEHCI, L0 PiHAHCYOTbCA rO/IOBHUM
UYMHOM 3a paxyHOK rpaHTiB €EBponencbkoro Cotosy. JInToBcbka paga
3 NMUTaHb KyNbTypu (OpraH 3 NUTaHb Ky/bTypy Ta MUCTELTBA, LLO Ha-
Jae (iHaHCyBaHHA) TAaKOX MaEe OKpeMUit KaHan QiHaHcyBaHHS ans
NMpOEKTIB, MOB'I3aHNX 3 MefiNHOo0 Ta iIHHOPMAaLIAHOK rPaMOTHICTHO.
OpHak HeMae HisiKx faHux Npo Te, HAacKiNbKK LWNPOKOKO Byna peani-
3auia unx 3axomis.

BucHOBOK

IHpopMaLifiHi 3arpo3un He TiNIbKK MNOCTINHO 3MiHIOIOTbCS, ane i 0co-
67IMBO BaXXKO MigAatoTbCs NOLOMNAHHIO, OCKINTbKM BOHU MOXYTb 6yTH
NpUXoBaHi B Me)kax peanbHUX rpoMafcbkux aebaris. Lle 3anuwae
Jep)xaBi 06MeXKeHi MOXMBOCTI AN 60poTb6bM 3 LMMK 3arposamu,
AKLWO He BAaBaTUCA [0 LeH3ypu. ToMy BKpain BaxX/IMBUMU € iHiLiaTUBMY,
CMNpPSIMOBaHi Ha 3a0X0YeHHS MegilHoI Ta iHbopMaLiHOI FPaMOTHOCTI
i, OTXKe, CTINKOCTI cycninbcTBa. JIMTOBCbKUIA ypas | AesKi HeypsaoBi

*  https://www.vdu.lt/It/vdu-unesco-unitwin-mediju-ir-informacinio-rastingomo-tyrimu-centras/
**  https://naujienos.vu.lt/vu-komunikacijos-fakulteto-ekspertai-parenge-pedagogu-kompetenciju-
lavinimo-programa/
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opraHisauii 3a0Xo4yroTb HaBUYaHHSA TaKol rPaMOTHOCTI 3a CMPUSAHHA fe-
KinbKox yHiBepcuTeTiB. OHaK, OCKiNIbKM TaKe HaBYaHHS He € 060B's3-
KOBWM, MicLieBi LLKOK, 6i6nioTeky Ta iHLWi yCTaHOBMW caMi BUPILLYHOTD,
peani3oByBaTW Taki Nporpamu abo Hi, a AaHi Npo Te, CKiNlbK1 YyCTaHOB
CKOpUCTanuca UMMM MOXJTMBOCTSIMM, BIACYTHI.

MpoTe HanbinbLW ycnilwHUMM 6ynn NPUBaTHI iHiLiaTUBWY, TaKi K Npo-
eKT «Bukpueai», CipsiMOBaHWi1 Ha NPOTUAiK0 BOPOXil AesiHpopmauii
3ycunnsiMum rpoMagaHCbKOro cycninbcTBa, 30KpeMa, BifibHOro ToBapu-
cTBa enb@iB, AiANbHICTb SKUX NPUCBAYEHa 60pOTb6I 3 pOCINCbKMMHU
TpOnsAMM Ha oHNanH-popymax. Lli npuknagm HaouYHO 4EMOHCTPYHOTh
Ba)k/IMBICTb HeAep>XXaBHUX 3yCuib 3 MPOTUAIT 3arpo3i fesiHdopmaLii
Ta nponaraHau i, HeaBa)katouu Ha Te, LLL0 BOHU He No36aBneHi Hefo-
NiKiB, BOHU €, MOX/IMBO, HaNKpaLMM LAHCOM HaBYUTUCH YOMYCb
Ha npuknagi Jluteu.
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Information security is one of the main security concerns of the Lithuani-
an state. It has featured as a separate threat category in every National
Security Treat Report (an annual report prepared by the State Security
Department) since 2016, previously having been nested under Infor-
mation and Ideological Activities. Attention is particularly paid to news
outlets (websites, broadcasters etc.), although user-generated content is
often mentioned as well. Overall, the focus on societal resilience against
hybrid threats has been high on the agenda at least since the Russian
invasion of Georgia in 2008, but has gained particular prominence since
2014-2015, in light of Russia’s aggression against Ukraine, with media
and information literacy being billed as key to such resilience.

In general, Lithuania sees itself (and quite rightly so) as being at the
forefront of Russia’s information operations. It is hardly an exaggeration
to claim that Russia has typically been conceived of as the sole source
of information threats, although much more recently there have been
some (albeit very limited) discussion of threats posed by China as
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well. Still, the latter are typically framed in terms of economic threats
and espionage rather than information. Other sources of (information)
threats are almost completely ignored.

General Overview

In terms of the kinds of information threats, experienced by Lithuania,
three key types of malign activities should be identified. The first one is
framing current events and/or trends, such as attempts to undermine
public support for Lithuania’s membership of the European Union and
NATO. These include fake reports of crimes (e.g. rape) committed
by NATO soldiers, ‘leaks’ of fake of military plans placed in hacked
legitimate websites (one such occasion included a plan for an alleged
NATO invasion of Belarus) and other information attacks. In general,
the picture painted by Russian propaganda is of Lithuania as a militarily
occupied and economically colonised failed state, ruled by a clan of
corrupt politicians and/or dictated from abroad (essentially, Washington
and Brussels). The latter also ties in with another prominent strand of
propaganda, which aims to dramatize social issues, such as demograph-
ics and income inequality. Worth separate mentioning is the current
covid-19 situation, whereby many conspiracy theories, originating from
Russia and back by fake Russian-language online ‘sources’ aim to paint
a picture of it as a non-pandemic, invented by corrupt local politicians
who had sold out to EU institutions in exchange for aid money.

The second main kind of threat is the faking of historical narratives.
These could be historical anniversaries (such as the 30" anniversary
of the Baltic Way), remembrance of the soviet occupation and resist-
ance against it (e.g. attempts to discredit Lithuania’s armed resist-
ance against Soviet occupation, which particularly intensified in the
build-up to the state funeral of the leader of this resistance, Adolfas
Ramanauskas-Vanagas after his remains were found in an unmarked
grave). In general, the aims seems to be the denigration of independence
struggles and key historical persons and to thereby promote an image
that Lithuania had never been worth independent statehood.
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Finally, the third strand of attack is the faking of grassroots opinion or,
as it is referred to in information security jargon, astroturfing. This type
of attack aims to imitate public consensus by flooding social media and
comments sections of new websites with fake comments often either
bots or sockpuppets (i.e. either fully automated fake accounts or humans
operating multiple fake accounts each). The public sphere is thereby
distorted as the proportion of the population that seems to support prop-
aganda messages is inflated, either inducing a sense of threat and moral
panic in the general public or making the narrative more compelling by
framing it as ‘the voice of the people’. The latter attacks are particularly
difficult to counter because they rely on numbers and are typically more
difficult to police than front-facing website or broadcast content.

Measures such as taking down or blocking news outlets (both online
and TV channels) that blatantly transmit propaganda. Thus far, such
extreme measures have mostly been applied to TV content, with some
Russian TV channels having had their broadcasting licences removed
for a period of time following particularly egregious acts of disinforma-
tion (e.g. claiming that Soviet assaults against civilians protecting key
institutions of the newly-independent Lithuania state in January 1991
had been staged by the Lithuanians themselves). However, such drastic
measures are, arguably, more about demonstrating a point and providing
a clearly visible gesture of ‘doing something’ than a real solution to the
disinformation problem. That is because a much more important battle
is being waged in grey area of social media, online forums, news portals
comments sections, and shady websites that do not qualify to pass the
threshold for takedown, but are, nevertheless, important conveyors of
fake (or partly fake) narratives. In such instances, general media and
information literacy education, and debunking efforts by private and
non-governmental organisations as well as by individual volunteers
(discussed below) are of the essence.

In terms of ‘hard’ institutional focus on information security, the
Lithuanian Military has a Strategic Communications (STRATCOM)
Department, which is tasked with countering hostile disinformation
operations. Also, the Ministry of Defence has a Strategic Communica-
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tions and Public Relations Department, among the functions of which
is countering disinformation about Lithuania’s defence preparedness
and military standing.” Likewise, as mentioned above, the State Security
Department and other national security-related institutions, conduct
constant monitoring of propaganda efforts and are capable of inter-
vening as and when necessary within the ambit of powers delegated
to such institutions by law. There is, however, always an important and
very delicate balancing act between national security and human rights,
most notably freedom of expression; although the latter, as per Article
10 of the European Convention on Human Rights, is not absolute and can
be limited on, among other, national security grounds, a heavy-handed
approach would still likely instil fears of censorship and government
interference into political debate. For that reason, state institutions
typically rely on partnerships with private and civil society organisations
for debunking and countering disinformation.

There are, unsuprisingly, concerns over whether close cooperation
between the military and/or other state institutions and e.g. journalists
to promote a concerted message and a national (counter-)narrative
amounts to institutionalisation of bias and propaganda in its own right.
Nevertheless, it is important to note that the initiatives concerned in
counter-propaganda efforts only engage in activities that are explicitly
defensive in their nature, i.e. countering fake news narratives, informing
legitimate sites of disinformation that has been either inadvertently pub-
licised or put online as a result of a cyber breach, but are not engaged in
any proactive propaganda efforts or hacking of propaganda sites.

The ‘Debunk’ Project

One of the most successful initiatives in fighting disinformation has
been ‘Demaskuok’ (‘Debunk’),” initiated by Delfi, the largest news portal
in the Baltic states. The project combines Artificial Intelligence tools

*  https://kam.lt/It/struktura_ir_kontaktai_563/ks/283.html?view=details
**  https://demaskuok.lt/
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(developed with funding from the Google Innovation Fund) and human
analysts (journalists and information literacy activists as well as the
STRATCOM branch of the Lithuanian Military) to observe the Lithuanian
public sphere, including legitimate and fake news websites and social
media, in order to identify trending disinformation and debunk it. The
Al toolkit used in the project is capable to not only identify trending
potentially risky content but also to flag suspect areas in the text and
to trace the original source of the content as well as its subsequent
modifications. This information is invaluable to human experts whose
task is to correct the disinformation and provide an accurate version of
the events in question (or a denial of something that did not happen)
in national media. On average, the project is capable of analysing ap-
proximately 30,000 articles in seven languages. Within its first year of
operation (2018-2019), they were capable of identifying around 200
fake news trends that had been shared a total of 13 million times.”

The rationale behind this approach is that false information, if left
unchecked and unverified, will reach a large proportion of the population
who, without having recourse to accurate counter-information, would
be likely to fall for the lies. Meanwhile, having such disinformation de-
bunked should give an opportunity for those who had already encoun-
tered false claims to rethink their opinions while providing immunity
to those who have not yet encountered the fake news in question —
knowing in advance that such disinformation exists and why exactly
it can be considered false, should make such content less believable.
Hence, it is of crucial importance to identify disinformation early on,
while it is still on the verge of trending, and it is for that reason that the
Al analytics tools are invaluable.™

In mid-2020, the project expanded to Latvia and Estonia while si-
multaneously hinting at plans of expanding the output to also include
analytical papers and podcasts covering the current state of and trends

*  https:/www.lrytas.lt/it/ismanyk/2020/02/17/news/-google-skelbia-apie-lietuviu-projekta-
demaskuok-It-skelbia-visam-pasauliui-13677831/

**  For more information in English, see e.g. https://www.economist.com/science-and-
technology/2019/10/24/lithuanians-are-using-software-to-fight-back-against-fake-news; https://
www.dw.com/en/lithuania-hits-back-at-russian-disinformation/a-45644080
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in disinformation.” They have also launched a gamified tool, where users
can get first-hand experience of spreading fake news in a simulated
environment in order to better understand the tools and strategies used
by propagandists. Moreover, ‘Debunk’ is also entering into partnerships
with other formal and informal groups in order to expand activities and
initiate new projects in the area of information literacy.” However, it is
not always entirely clear what the end goal of such alliances is and
how their joint activities would be qualitatively different from what
they are already doing separately. In fact, it is not unlikely that counter-
disinformation and information literacy are simply seen as fashionable
areas to be involved in and easy ways to get funding from both national
and international institutions.

In addition to ‘Debunk’, a similar project, called ‘Naujieny rentgenas’
(News X-Ray), has also been launched by the national broadcaster, Lith-
uanian Radio and Television. It is aimed at identifying and debunking
fake news and propaganda messages. The broadcaster also includes
media and information literacy education into its programming.

Communities of ‘Elves’

Among the most successful elements of Lithuania’s fight against dis-
information are so-called ‘elves’ — loosely affiliated groups of online
information vigilantes who patrol the (mostly digital) public sphere in
search of Russian trolls (hence the colloquial term ‘elves’). These are
typically volunteers who come from a variety of walks of life and often
do not coordinate their actions with either the Military's STRATCOM or
the more established private initiatives, such as ‘Debunk’ (albeit some
of them have joined the latter’s ranks). Although many of them are also
members of the Lithuanian Riflemen’s Union, a paramilitary organisation,
the latter still remains mostly focused on countering military threats

*  https://www.vz.It/rinkodara/medijos/2020/05/11/demaskuoklt-zengia-i-latvijos-ir-estijos-
rinkas&1hZTS

**  https://www.zmones.|t/naujiena/pilietines-organizacijos-vienijasi-kovai-su-dezinformacija.
de268caf-a860-11e9-86a7-aa000054c883
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as well as on patriotic education (which, nevertheless, is increasingly
seen to also include some elements of media and information literacy).
Perhaps the most important aspect about the elves is their deep soci-
etal penetration and independent mobilisation, signalling a high level
of awareness and preparedness within society. They can also provide
a counterforce to fake news and disinformation that is resilient and,
due to its grassroots nature, more authentic in terms of the counter-
message being disseminated.”

While larger-scale projects that involve cooperation between journal-
ists and STRATCOM officials (such as ‘Debunk’) primarily target news
stories and articles or reports published by media outlets, the elves are
more typically involved in a form of informational ‘guerilla’ warfare, coun-
tering Russian propaganda in social media forums, comment threads
under Facebook posts as well as comments sections of news portals.”
The goal here can be seen as a combination of three interconnected
aims: penetrating the filter bubbles of those frequenting propaganda
forums, countering the echo chamber effect of there being a perceived
consensus over fake news, and exposing hostile astroturfing, which, as
indicated above, is also one of the key ways of achieving such perceived
consensus. For that reason, the elves can be seen as reaching further
and deeper than more formalised disinformation initiatives could and
providing counterbalance to the kinds of activities that are particularly
difficult to tackle.

At the same time, though, some of the debunking efforts have proved
to be controversial, particularly when dealing with sensitive topics, such
as the Lithuanian involvement in Holocaust.” After all, since the ranks
of the elves are typically composed of patriotic activists, there might
be a drive to discard any unpleasant narratives, even those based on

*  For more information in English, see e.g. https://www.ft.com/content/b3701b12-2544-11e9-
b329-c7e6ceb5ffdf; https://apnews.com/article/27ce7f001bde4cch9415ce4a0de74af1; https:/
www.independent.co.uk/news/world/europe/lithuania-elves-russia-election-tampering-online-
cyber-crime-hackers-kremlin-a9008931.html

**  https://www.Irytas.It/pasaulis/rytai-vakarai/2016/03/21/news/rusijos-interneto-trolius-triuskina-
gudrus-lietuvos-elfai-1148263/

***  https://www.dw.com/en/lithuania-hits-back-at-russian-disinformation/a-45644080
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historical facts, as enemy ‘propaganda’. Likewise, many of the elves
being activists without any background or training in journalism, fact-
checking etc., their ‘debunking’, even if well-intentioned, can lead to
supplanting of one set of fake narratives over another and/or silencing
and/or stigmatising some legitimately held views and concerns, thereby
stifling public debate necessary to a democratic society as well as ef-
forts to expose and draw the public’s attention to real and authentically
experienced societal problems. Such over-zealousness can backfire by
either further alienating parts of society that feel personally attacked
and offended or discrediting the debunking effort if the counter-narrative
proves to be not up to scratch either. Hence, it is crucial to keep both
sides of the coin in mind. Also, while greater professionalisation of the
elves could be a solution, there is little to no effort to that effect.

Libraries and Schools

In addition to institutional efforts, projects spearheaded by private
organisations, and civil society initiatives, there also is a strong drive
to promote media and information literacy through libraries and edu-
cation institutions.

Notably, libraries have become key hubs for information literacy
education. For example, the National Library of Lithuania has set itself
a mission to become the hub for information access and promotion
and enabling people to discern between the claims they encounter in
the public sphere.” Likewise, the Culture Ministry has also expressed its
view that libraries, as the state’s main information infrastructure, should
play a key role in fighting disinformation and promoting information
literacy.™ Libraries in Lithuania already have experience in IT education,
particularly aimed at senior citizens; hence, media and information
literacy could be a natural extension of their activities. Some libraries

*  https://www.Inb.lt/media/public/bibliotekininkui/Dokumentai/Nacionalin%C 4 %97s_bibliotekos_
medij%C 5 %B 3_ir_informacinio_ra%C 5 %A1tingumo_ugdymo_strategin%C 4 %97s_kryptys.pdf

**  https://Irkm.Irv.It/It/naujienos/siekiama-kad-salies-bibliotekos-aktyviau-isitrauktu-i-mediju-ir-
informacinio-rastingumo-ugdyma
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are holding training sessions on e.g. safe use of social media (which
includes both data protection and information literacy), open talks by
media and information literacy professionals etc.

When it comes to schools, there are efforts to foster teachers’ ca-
pacities for information literacy education, typically through various
competency-raising agencies affiliated with the Ministry for Education,
Science and Sport, including curricula proposals and resources for
teaching.” Topics covered range from safe browsing habits for primary
school students to understanding and critically evaluating news and
other information for final year students. While media and information
literacy is not taught as a separate subject at schools, recommenda-
tions are given for integrating media literacy into the existing school
curriculum. An alternative methodology has been prepared by the NGO
sector, through a collaboration between the Open Lithuania Foundation
and the Vilnius Political Analysis Institute, and is aimed at both school
students and senior citizens, with significant effort being put on the
gamification of learning.”

Universities are taking steps as well. Among the most notable recent
developments has been the establishment of a UNESCO Chair in Media
and Information Literacy at Vytautas Magnus University.”™ The stated
goals are to conduct scientific research into media and information
literacy, disseminate expert knowledge nationally and transnationally,
and assist in policy-making processes. Meanwhile, experts at Vilnius
university have developed a special course for schoolteachers to de-
velop their competences for teaching media and information literacy
and integrating the subject into existing classes.****

There are also multiple local projects, developed by individual
schools and local libraries to improve media and information literacy
capacities of their students or local populations more broadly, and

*  https://www.upc.smm.lt/naujienos/mir/audiovizualinis.php; https://www.upc.smm.lt/naujienos/
soc/ugdymo-aprasymai.php; https://duomenys.ugdome.lt/?/mm/dry/med=2/213

**  https://olf.lt/alf-programos/atspari-visuomene/media-rastingumo-stiprinimas/

**x - https://www.vdu.lt/It/vdu-unesco-unitwin-mediju-ir-informacinio-rastingomo-tyrimu-centras/

**x%  https://naujienos.vu.lt/vu-komunikacijos-fakulteto-ekspertai-parenge-pedagogu-kompetenciju-
lavinimo-programa/
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mainly financed through European Union grants. The Lithuanian Cul-
ture Council (a funding body for culture and arts) also has a separate
funding stream for media and information literacy-related projects.
However, there is no data as to how broad the uptake has been.

Conclusion

Information threats are not only always evolving but also particularly
difficult to tackle because they can be concealed within legitimate
societal debate. This leaves the state with limited options to tackle
these threats without tilting dangerously towards censorship. For that
reason, initiatives aimed at encouraging media and information literacy
and, therefore, societal resilience are of the essence. The Lithuanian
government and some NGOs are encouraging the education of such
literacy, aided by several universities. However, since such education
is not compulsory, it is down to local schools, libraries and other insti-
tutions to choose whether to implement such programmes or not, and
there is no statistical data as to how many institutions have made use
of the opportunities.

Some of the biggest successes, meanwhile, have been private initia-
tives, such as the ‘Debunk’ project for countering hostile disinformation
and civic society efforts, most notably, the loose community of elves
dedicated to tackle Russian trolls in online forums. These examples
clearly demonstrate the importance of non-state efforts to resist the
threat of disinformation and propaganda and, despite not being without
flaws, represent perhaps the greatest learning opportunity from the
Lithuanian example.
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Development Cooperation and Democracy
Promotion Programme

Development cooperation policy is an integral part of the foreign policy
of Lithuania. Its objectives are the following: the implementation of the
2030 Sustainable Development Goals approved by the United Nations,
ensuring peace, global economic growth and social stability, reduction of
the disparities between developed and developing countries, integration
of developing countries into the global economy.

The Development Cooperation and Democracy Promotion Pro-
gramme is implemented by the Development Cooperation and Democ-
racy Promotion Department of the Ministry of Foreign Affairs of the Re-
public of Lithuania. Central Project Management Agency is responsible
for administration of projects under the programme.
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